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Executive Summary 

Introduction 

A%#/!*.'+*$!#/!C1/.3!+&!1!D.1*!+)!*./.1*H%!#&$+!how citizens in Amsterdam are becoming producers of digital 
data through their use of technology4!1&3!$%.!B1D/!#&!B%#H%!$%1$!31$1!#/!C.H+,#&R!–!+*!B#99!9#_.9D!C.H+,.!#&!
$%.!)($(*.!–!'1*$!+)!$%.!B1D!$%.!H#$D!#/!R+>.*&.36!!".!)+H(/.3!'*#,1*#9D!+&!/'1$#19!31$1!IR.+S#&)+*,1$#+&O4!
3.)#&.3!1/!1&D!3#R#$19!data that indicates a person’s location or movements. A+31D4!B.!'*+3(H.!/'1$#19!31$1!
B#$%!.>.*D$%#&R!B.!3+4!1&3!#&!$%.!)($(*.4!#$!#/!9#_.9D!$%1$!$%./.!31$1!R.&.*1$.3!CD!H#$D!#&)*1/$*(H$(*.!1&3!
*.R#/$*1$#+&!/D/$.,/!B#99!C.H+,.!,.*R.3!1&3!9#&_.3!B#$%!31$1!R.&.*1$.3!3#*.H$9D!CD!H#$D!*./#3.&$/!/(H%!1/!
/+H#19!,.3#1!'+/$#&R/4!31$1!)*+,!/.9)S$*1H_#&R!3.>#H./!1&3!/,1*$!%+,./4!,1'/!R.&.*1$.3!CD!H*+B3/+(*H#&R4!
3*+&./4!1&3!)..3C1H_!+)!199!_#&3/6 !

".!%1>. !a specific focus on the citizen’s pe*/'.H$#>.6!"%1$!_#&3!+)!R+>.*&1&H.!+)!3#R#$19!31$1!H*.1$./!1&!.`(19!
'91D#&R!)#.93!)+*!$%.!.93.*9D4!$%.!D+(&R4!$%.!>(9&.*1C9.!+*!,1*R#&19#/.3^!Z+*!&+&S(/.*/!+)!/,1*$!$.H%&+9+R#./4!
&+&SH#$#V.&/4!/'.1_.*/!+)!+$%.*!91&R(1R./^!"#$%!$%#/!#&!,#&34!B.!H+&3(H$.3!WX!.:'.*$!#&$.*>#.B/!1&3!a!)+H(/!
R*+('/!#&!8,/$.*31,!+>.*!$%.!H+(*/.!+)!WXJM4!1#,#&R!$+!#&H9(3.!'1*$#H#'1&$/!B%+!B.*.!H(**.&$9D!,#//#&R!)*+,4!
+*!,1*R#&19#/.3!CD4!H(**.&$!3#/H(//#+&/!1&3!'*1H$#H./!+)!/,1*$!H#$D!3.>.9+',.&$4!1&3!19/+!$%+/.!B%+/.!9#>./!
,#R%$!C.!H%1&R.3!,+/$!CD!1&!#&H*.1/.!#&!(*C1&!31$1)#H1$#+&6!!b(*!3#/H(//#+&/!%#R%9#R%$.3!/.>.*19!R*+('/T!&+&S
&1$#>./c!.$%&#H!+*!*.9#R#+(/!,#&+*#$#./c!H%#93*.&!1&3!$%.!.93.*9Dc!$%+/.!B%+!+'$.3!+($!+)!(/#&R!$%.!$.H%&+9+R#./!
H(**.&$9D!/..&!1/!&.H.//1*D!)+*!H#$#V.&!#&>+9>.,.&$!#&!$%.!/,1*$!H#$D!I#6.6!/,1*$'%+&./Oc!$%+/.!B%+!+'.*1$.!#&!
%#R%9D!*.R(91$.3!'*+).//#+&/4!1&3!)*..91&H.*/!B%+!1*.!*./'+&/#C9.!)+*!$%.#*!+B&!B+*_#&R!.&>#*+&,.&$6!

Future scenarios 

21/.3!+&!+(*!.:'.*$!#&$.*>#.B/!B.!H+&/$*(H$.3!)+(*!'+//#C9.!)($(*.!/H.&1*#+/!B%#H%!$%.&!#&)+*,.3!$%.!)+H(/!
R*+('!3#/H(//#+&/6!A%.!)#*/$4!data utopia/dystopia4 H+,C#&./ !1!/#$(1$#+&!B%.*.!#&3#>#3(19/!1*. !%#R%9D!$*1H.1C9.!
B#$%!/$*+&R!H#$D!H+&$*+9!+>.*!31$14!,+&#$+*#&R!C+$%!'(C9#H!1&3!'*#>1$.!/'1H./!#&!*.19!$#,.6!A%#/!,.1&/!$%.!H#$D!
H1&!'*+)#9.!'.+'9.!#&!R*.1$!3.$1#9!1&3!$+!$1*R.$!'+9#H#./!1&3!/.*>#H./!$+!1!&.#R%C+(*%++3!+*!.>.&!%+(/.%+93!
9.>.94!9.13#&R!$+!.))#H#.&$!/.*>#H.!'*+>#/#+&!1&3!H+&$*+9!+>.*!'(C9#H!/1).$D!–!C($!#$!19/+!9.13/!$+!/+H#19!
.&R#&..*#&R!CD!'+9#HD,1_.*/!1&3!*./.1*H%.*/4!1&3!$.&/#+&!$%1$!(9$#,1$.9D!3.H*.1/./!/+H#19!H+%./#+&6!A%.!
/.H+&3!/H.&1*#+4!‘Anonydam’4!#&>+9>./!R*.1$.*!#&3#>#3(19!1&+&D,#$D!H+,C#&.3!B#$%!H#$DS9.3!H+&$*+9!+>.*!31$16!
0&!$%#/!/H.&1*#+!1H$#>#/$!'*.//(*.!,1_./!$%.!H#$D!$1_.!9.13.*/%#'!#&!.&/(*#&R!'*#>1HD4!H*.1$#&R!#$/!+B&!(*C1&!1''/!
1&3!,#&#,#/#&R!$%.!.:$.&$!$+!B%#H%!#$/!'1*$&.*/!H1&!/%1*.!31$16!A%.!$*13.+))!#/!$%1$!'.+'9.!,(/$!C.!,+*.!
#&>+9>.3!1&3!1H$#>.!$+!R.$!$%.!/.*>#H./!$%.D!&..34!1&3!$%1$!H*#,#&19!&.$B+*_/!$1_.!13>1&$1R.!+)!$%.!'+//#C#9#$D!
+)!1&+&D,#$D!$+!)9+(*#/%6!

GH.&1*#+!$%*..!#/!rampant profilingT!%#R%!$*1H.1C#9#$D!H+,C#&.3!B#$%!'*#>1$.S/.H$+*!H+&$*+9!+>.*!31$16!<#$D!31$1!
C.H+,./!1!H+,,+3#$D!#&!$%.!R9+C19!31$1!,1*_.$4!1&3!,1#&9D!C.&.)#$/!$%.!)#*,/!$%1$!H+99.H$.3!#$6!Z#*,/!1*.!
#&H.&$#>#/.3!$+!/.99!31$1!$+!$%.!%#R%./$!C#33.*4!1&3!#$!C.H+,./!9.//!9#_.9D!$%1$!H.*$1#&!R*+('/!B#99!*.H.#>.!.`(19!
$*.1$,.&$!#&!C+$%!H+,,.*H#19!1&3!H#$#V.&/%#'!+'.*1$#+&/6!A%.!)#&19!/H.&1*#+!#/ anonymity at a price4!B%.*.!1!
,1*_.$!)+* !'*#>1HD!.,.*R./!1&3!$%.!1C#9#$D!$+!keep one’s details and activities private!$%*+(R%!.&H*D'$#+&!/.99/!
1$!1!%#R%!'*#H.6!A%.!*#H%!H1&!pay to be ‘greenlisted’ for various forms of security, C($!+*3#&1*D!'.+'9.!1*.!
$*1H_.3!#&!.>.*S,+*.!3.$1#9.3!B1D/!1/!)#*,/!$*D!$+!H*.1$.!1&!#&H.&$#>.!$+!'1D!$%.!%#R%!'*#H.!+)!+'$#&R!+($6!!
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Findings: people, data and personal data 
E +/$!+)!+(*!*./'+&3.&$/! B.*.!%#R%9D!1B1*.!+)!$%.!31$1!$%.D!%13!>+9(&$..*.3!–!$%.#*!133*.//4!B+*_'91H.!1&3!
#&)+*,1$#+&!+&!$%.#*!/$1$(/!1&3!1H$#>#$#./!–!C($!9.//!H9.1*!1C+($!+$%.*!,+3./! +)!$*1H_#&R6!A%.!$..&1R.*/!
#&$.*>#.B.3!B.*.!$%.!9.1/$!1B1*.4!C($!C191&H.3!$%#/!B#$%!$%.!%#R%./$!1B1*.&.//!+)!1&D!R*+('!1C+($!$%.!31$1!
,1*_.$ !1&3!B%1$!$%#/!,.1&$!)+*!1&D$%#&R!$%.D!'+/$.3!+&9#&.6!;./.1*H%.*/!#&$.*>#.B.3!)+*!$%.!'*+[.H$!+($9#&.3!
1!9+&R!9#/$!+)!/+(*H./!+)!31$1!$%1$!19*.13D!,1_.!#$!'+//#C9.!$+!H+,'*.%.&/#>.9D!*./.1*H%!,+>.,.&$!#&!(*C1&!
/'1H.!#&H9(3#&R!/+H#19!,.3#14!$*1>.9H1*3/4!1&3!B#)#!/#R&19/!)*+,!'%+&./6!

-.+'9.!#&!$%.!)+H(/!R*+('/!).9$!*.91$#>.9D!$*(/$#&R!+)!$%.!H#$D!B#$%!*.R1*3!$+!#$/!'*+H.//#&R!+)!$%.!'.*/+&19!31$1!
$%1$!#/!H+99.H$.3!when a new resident registers, one saying that ‘0$!)..9/!9#_.!$%.*.!#/!1!%#R%.*!/1).$D6!0$!/..,/!
like for the fact that you know who lives where is sort of more under control and I like it more’ (immigrant 
R*+('O6!A%.!&1$#>.!5($H%!'1*$#H#'1&$/, however, felt that points of human contact with the city’s data collection 
/D/$.,/!B.*.!#&H*.1/#&R9D!).B.*4!1&3!$%1$!$%.D!B.*.!C.H+,#&R!'.*/+&199D!#&>#/#C9.!B%#9.!$%.#*!31$1!C.H1,.!
,+*.!1HH.//#C9.T!‘I think we are virtually!#&>#/#C9.4!1$!9.1/$!+&!1!3#R#$19!9.>.96!0!%1>.!>.*D!).B !$+(H%!'+#&$/!B#$%!
$%.!H#$D!+)!8,/$.*31,6!?.1*9D!.>.*D$%#&R!0!&..3!$+!3+!B#$%!$%.!H#$D!#/!…!H+,'9.$.9D!1($+,1$.3.’ (technology 
3.>.9+'.*/!R*+(' O6!-.+'9.!3#3!)..9!1!/.&/.!+)!'.*/+&19!H+&$1H$!B%.&!$%.D!.&R1R.3!B#$%!$%.!H#$D!1($%+*#$#./!>#1!
social media, however, because ‘de gemeente is meer bereikbaar op Twitter want het is publiek, iedereen ziet!
%.$’. [The municipality is more reachable through Twitter because it’s public, everyone sees!#$.’]  !

A%.*.!B1s a high level of trust in every group about the city’s ability to keep volunteered key personal data 
'*#>1$.4!C($!$%.*.!B1/!,(H%!9.//!$*(/$!*.R1*3#&R!$%.!&.B!B1D/!#&!B%#H%!31$1!B1/!C.#&R!'*+3(H.34!1&3!$%.!
9#&_#&R!1&3!,.*R#&R!+)!31$1C1/./!$%1$!*./(9$.3!)*+,!H+991C+*1$#+&/!B#$%!'*#>1$.!'1*$&.*/6!0&$.*>#.B../!
)*.`(.&$9D!/1#3!$%1$!$%.D!B+(93!9#_.!$+!_..'!$%./.!_#&3/!+)!31$1!,+*.!'*#>1$.4!+*!%1>.!1!C.$$.*!#3.1!+)!%+B!$%.D!
B.*.!C.#&R!(/.34!C($!$%1$!$%.D!).9$!$%.!#&$.R*1$#+&!+)!31$1C1/./!B+(93!,1_.!$%1$!#,'+//#C9.6!A%.D!%13!1!
'1*$#H(91*9D!1,C#>19.&$!*.91$#+&/%#'!B#$%!<<A@4!1/!/%+B&!CD!$%.!H+&$*1/$#&R!*./'+&/./!+)!$B+!#,,#R*1&$!)+H(/!
group participants. The first said, ‘I!'*.).*!$+!'1*_!,D!C#_.!#&!1!'91He with a camera than without it’, and the 
second, ‘0!B+(93&d$!9#_.!to have a camera watching me.’!!

The merits and perils of data for security 

E+/$!'1*$#H#'1&$/!).9$!1,C#>19.&$!1C+($!$%.!1($+,1$.3! H+99.H$#+&!+)!31$1!#&!'(C9#H!/'1H.!–!$%.D!(&3.*/$++3!
$%1$!$%.!&.B!31$1!$.H%&+9+R#./!H+(93!'*+>#3.!)+*!,+&#$+*#&R!1&3!/(*>.#991&H.!$%1$!H+(93!'+$.&$#199D!,1_.!$%.,!
1&3!$%.#*!'*+'.*$D!/1).*4!C($!1$!$%.!/1,.!$#,.!3#3!&+$!)..9!#&)+*,.3!1/!$+!B%1$!B1/!C.#&R!(/.34!%+B!#$!B1/!
R+>.*&.3!+*!B%1$!$%.#*!*+9.!#&!R#>#&R!'.*,#//#+&!B1/6!0&!$%.!*./.1*H%!1/!1!B%+9.!B.!)+(&3!1!R.&.*19!'(C9#H!
3+(C$!+>.*!B%1$!3.R*..!+)!'(C9#H!/1).$D!*#/_!H1&4!+*!/%+(934!$*#RR.*!31$1!/%1*#&R!1H*+//!H1$.R+*#./!1&3!
#&/$#$($#+&/6!-.+'9.!3#/$#&R(#/%.3!C.$B..&!31$1!$%1$!H+(93!19/+!#3.&$#)D!$%.,! I.>.&!#)!&+$!CD!&1,.!+*!+$%.*!
3.$1#9/O!1&3!31$1!$%1$!H+(93!&+$: ‘0)!0!C.H+,.!*.199D!'.*/+&199D!*.H+R&#/1C9.!CD!$%#/!)1H#19!*.H+R&#$#+&!/$())4!$%.&!
I start to wonder what they are going to do with this. Then I would feel uncomfortable.’ (technology developers!
R*+(' O6!-.+'9.!19/+!,13.!$%#/!3#/$#&H$#+&!#&!$.*,/!+)!3#*.H$!H#$D!/.*>#H./ T!‘I don’t really want everybody to know 
B%.*.!,D!H1*!#/!'1*_.36!2($!0!3+!B1&$!$+!_&+B!B%.*.!$%.*.!#/!1!)*..!/'+$6!G+!0!3+&d$!,#&3!$%#/!31$1!C.#&R!(/.3!
for that general benefit but I don't want it to be personal.’!I$.H%&+9+RD!3.>.9+'.*/!R*+('O6!
!
-.+'9.!1 9/+!#3.&$#)#.3!1!'*+C9.,!B#$%!&+$!(&3.*/$1&3#&R!B%+!B1/!#&!H%1*R.!+)!*.,+$.9D!H+99.H$.3!31$1!/(H%!1/!
<<A@!+*!/.&/+*!31$1!)*+,!H#$D!#&)*1/$*(H$(*.4!+*!%+B!#$!,#R%$!C.!(/.3!1&3!/%1*.36!A%.D!).9$!$%1$!#$!B1/!>.*D!
%1*3!$+!C.!1&+&D,+(/!#&!1!H#$D!3#R#$199D!+*#.&$.3!$+B1*3!'(C9#H!/1).$D4!+*!$+!H%++/.!&+$!$+!'1*$#H#'1$.!#&!$%.!
city’s digital life. One smartphone nonS(/.*!/1#34!‘A%.!/D/$.,!$%1$!.:$*1H$/!1&3!,1_./!#&)+*,1$#+&!%1/!$+!/.*>.!
$%+/.!'.+'9.!B%+!%1>.!&+$%#&R!$+!%#3.666!But some people don’t want the governm.&$!$+!_&+B!B%.*.!$%.D!
are.’!!
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The risks of losing data’s context 

b&.!+)!$%.!'*+C9.,/!C#R!31$1!'*./.&$/!)+*!R+>.*&1&H.!#/!$%1$!#$!#/!/$+*.3!1&3!%1&39.3!1H*+//!3#)).*.&$!
31$1C1/./6!A%#/!,1_./!'*#>1HD!/.9)S,1&1R.,.&$ J!>.*D!3#))#H(9$6!b(*!*./'+&3.&$/!).9$!$%1$!31$1!(/.!1&3!/%1*#&R!
%13!C.H+,.!(&$*1H_1C9.!1&3!%1*3!$+!1(3#$4!,1_#&R!$%.,!%#R%9D!*.9#1&$!+&!1($%+*#$#./!)+*!'*./.*>#&R!$%.#*!
3#R#$19!'*#>1HD6!E.1&B%#9.4!$%.*.!#/!&+$!+&.!H#$D!13,#&#/$*1$#+&!C($!1!H+99.H$#+&!+)!3.'1*$,.&$/!1&3!R*+('/4!
%1&39#&R!*.R#/$*1$#+&4!#&)*1/$*(H$(*.4!$*1))#H4!C(#93#&R!'.*,#//#+&/4!1&3!*.91$#&R!$+!,+*.!3.'1*$,.&$/!/(H%!1/!
91B!.&)+*H.,.&$!1&3!$%.!$1:!1($%+*#$#./4!1&3!31$1!+)$.&!H*+//./!C+(&31*#./!$+!C.!(/.3!#&!&.B!B1D/6!A%.!31$1!
,1&1R.3!CD!$%.!H#$D!,1D!19/+!C.!C*+(R%$!$+R.$%.*!B#$%!31$1!)*+,!$%.!'*#>1$.!/.H$+*4!C.H1(/.!( &9.//!1!H#$D!%1/!
#&$.*&194!H.&$*19#/.3!H1'1H#$D!$+!3+!$%.!31$1!/H#.&H.!1&3!/$1$#/$#H/!&.H.//1*D!$+!(/.!199!$%.!31$1!$%1$!C.H+,./!
available (as for example New York’s mayor’s office has established),W!#$!B#99!%1>.!$+!./$1C9#/%!'1*$&.*/%#'/!B#$%!
H+,,.*H#19!)#*,/!$+!1HH.//!1&3!1&19D/.!31$14!,.1&#&R!$%1$!$%.*.!#/!/.93+,!1!/#&R9.!1H$+*!#&!H%1*R.!+)!1!
'1*$#H(91*!*./.1*H%!+*!1''9#H1$#+&!(/#&R!3#R#$19!31$16!

8,+&R/$!+(*!#&$.*>#.B../!#$!B1/!H+,,+&!$+!%1>.!.:'.*#.&H.3!$%.#*!31$1!)9+B#&R!1H*+//!H1$.R+*#./6!G+,.! %13!
19*.13D!.:'.*#.&H.3!/.*#+(/!'*+C9.,/ !B#$%!'(C9#HS'*#>1$.!31$1!)9+B/4!/(H%!1/!C.#&R!3.&#.3!1!,+*$R1R.!3(.!$+!1!
'1*$#H(91*!%.19$%!H+&3#$#+&!$%1$!$%.D!%13!+&9D!3#/H9+/.3!$+!1!%.19$%H1*.!#&/$#$($#+&6!0&!$%.!H1/.!+)!$%+/.!B+*_#&R!
#&!'*+).//#+&/!$%1$!B.*.!$%.!)+H(/!+)!91B!.&)+*H.,.&$!1&3!'(C9#H!/1).$D4!/(H%!1/!/.:!B+*_.*/4!#$!B1/!H+,,+&!
)+*!31$1!$+!)9+B!1H*+//!#&/$#$($#+&/!#&!'*+C9.,1$#H!B1D/4!/+!$%1$!C(/#&.//!*.R#/$*1$#+&!B1/!,13.!'(C9#H!CD!$%.!
<%1,C.*!+)!<+,,.*H.!I7>7O!1&3!*./( 9$.3!#&!$%.#*!C.#&R!3.&#.3!%+(/#&R4!+*!B1/!1HH.//.3!CD!$%.!%#R%B1D!'+9#H.!
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intervention by authorities in one’s space.K!A%.!&.B.*!$echnologies that capture people’s electronic signals and 
,+&#$+*!$%.#*!'*./.&H.!I/(H%!1/!/,1*$!91,''+/$/O!H1&!19/+!C.H+,.!'1*$!+)!/D/$.,/!$%1$!'*.3#H$!*#/_!–!B%+!#/!
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Accountability of data-organising agencies 

51$1!#&)*1/$*(H$(*./!1*.!R+>.*&.3!C+$%!CD!$%+/.!B%+!/.$!$%.,!('!1&3!(/.!$%.,4!1&3!CD!B%+.>.*!#/!#&!H%1*R.!
+)!*.R(91$#&R!$%.,!#&!$.*,/!+)!/.H(*#$D!1&3!'*#>1HD6!0&!8,/$.*31,! $%#/!#&>+9>./!$%*..!9.>.9/!+)!1($%+*#$D!
3.'1*$,.&$19 S9.>.9!'.*,#//#+&/!)+*!H+99.H$#&R!1nd using data, the city’s #&3.'.&3.&$!H+,,#//#+&!+&!'*#>1HD!
1&3!'.*/+&19!31$14!$%.!<+,,#//#.!-.*/++&/R.R.>.&/!8,/$.*31,!I$%.!8,/$.*31,!<+,,#//#+&!)+*!-.*/+&19!
51$14!+*!<-8O4!1&3!$%.!&1$#+&19!31$1!'*+$.H$#+&!1($%+*#$D4!$%.!<2-!B%#H%!R.&.*199D!3.19/!B#$%!&1$#+&19S9.>.9!
#//(./!+)!31$1!,#/(/.6! 0&!R.&.*194!31$1!'*+$.H$#+&!91B!3+./!&+$!H+>.*!1&+&D,#/.3!+*!3.S#3.&$#)#.3!31$1!+)!$%.!
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J!G+9+>.4!56!U6!IWXJKO!-*#>1HD!G.9)SManagement and the Consent Dilemma’. Harvard Law Review4!JWY4!JaaX6!
W!The NYC Mayor’s Office of Data Analytics (MODA): http://www1.nyc.gov/site/analytics/index.page!
KG..!7.D,+9.&4!e64!f!2*+.3.*/4!56!IWXJJO6!0&&+H.&H.!9+/$T!<1*.!1&3!H+&$*+9!#&!5($H%!3#R#$19!D+($%!H1*.6!British 
Journal of Social Work4!1>1#91C9.!1$T!
%$$'/T\\BBB6*./.1*H%R1$.6&.$\'*+)#9.\5.&&#/g2*+.3.*/\'(C9#H1$#+&\WLLMWFLFYg0&&+H.&H.g=+/$g<1*.g1&3g<
+&$*+9g#&g5($H%g5#R#$19gh+($%g<1*.\9#&_/\MMCLF)LMXa1.XNW.NYMLX)X.6'3)!
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_#&3!)*.`(.&$9D!(/.3!#&!/,1*$!H#$D!*./.1*H%S1&3S3.>.9+',.&$!'*+[.H$/ !–!19$%+(R%4!#,'+*$1&$9D4!9+H1$#+&!31$1!#/!
C.H+,#&R!1!R*.D!1*.1!)or EU data protection regulation now that it is recognised that one’s location can be 
both identifying and can convey details about a person’s activities and personal characteristics.!

Aoday’s digital data collection and use practices present a challenge to!$%.!<-8!C.H1(/.!#$!3+./!&+$!%1>.!$%.!
H1'1H#$D!$+!'*+1H$#>.9D!#3.&$#)D!(/./!+)!31$1!$%1$!,1D!C.!'*+C9.,1$#H4!C($!#/!*.9#1&$!+&!H+,'91#&$/!)*+,!$%.!
'(C9#H!+*!)*+,!+))#H#19/6!A%#/!,1_./!#$!3#))#H(9$!)+*!$%.!<+,,#//#+&!$+!%1>.!1!'*..,'$#>.!)(&H$#+&!#&!R(1*3#&R!
1R1#&/$!'+$.&$#19!%1*,4!1&3!19/+!$+!+'.*1$.!+&!$%.!/H19.!+&!B%#H%!31$1!#/!&+B!C.#&R!H+99.H$.3!1&3!(/.36!A%.*.!
#/!19/+!1!'*+C9.,!+)!1B1*.&.//T!&+$!+&.!'.*/+&!B.!/'+_.!$+!)+*!$%#/!*./.1*H%!%13!%.1*3!+)!$%.!<+,, #//#.!
-.*/++&/R.R.>.&/!8,/$.*31,6 !A%.*.!1*.!19/+!/$*(H$(*19!I1&3!/'1$#19O!+C/$1H9./4!&1,.9D!$%1$!#)!,+&#$+*#&R!1&3!
31$1!H+99.H$#+&!$1_.!'91H.!#&!'*#>1$.9D!+B&.3!/'1H.4!/(H%!1/!1&!1*.&14!/$13#(,!+*!,199, only the organisers’ 
'.*,#//#+&!#/!&.H.//1*D6!?.B!'*1H$#H./!1*.!/$1*$#&R!$+!.,.*R.4!%+B.>.*4!/(H%!1/!$%.!'+/$#&R!+)!#&)+*,1$#+&!
1C+($!,+&#$+*#&R!+)!'(C9#H!/'1H.!+&!C#99C+1*3/!3(*#&R!$%.!WXJM!G80=!.>.&$6!!

Citizen involvement in the smart city 

A%.!91&R(1R.!+)!$%.!/,1*$!H#$D!#/!#&H9(/#>.!1&3!H+991C+*1$#>.T!H#$#V.&/!1*.!#&>#$.3!$+!$1_.!'1*$!1/!,1_.*/4!1&3!1/!
1H$#>.!H+&$*#C($+*/!+)!#3.1/!1&3!#&)+*,1$#+&6!i+B.>.*4!#$!#/!3#))#H(9$!$+!+>.*H+,.!$%.!C#1/!$+B1*3!D+(&R.*4!
,+*.!.3(H1$.34!%#R%.*S#&H+,.4!&1$#>.SC+*&4!,+*.!$.H%&+9+R#H199D!1B1*.!'.+'9.6!A%.!'.+'9.!B.!#&$.*>#.B.3!
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.>.& !%+B!$+!)#&3!+($!1C+($!B%1$!B1/!%1''.&#&R6!e>.&!$%.!%#R%9DSH+&&.H$.3!'.+'9.4!#&H9(3#&R!$.H%&+9+RD!
3.>.9+'.*/4!$%1$!B.!/'+_.!$+!B.*.!/H.'$#H19!1C+($!$%.!9#&_!C.$B..&!3#R#$19!(*C1&!/,1*$&.//!1&3!'1*$#H#'1$#+&!
CD!+*3#&1*D!H#$#V.&/6!A%.!H#$D!%1/!,13.!1&!.))+*$!$+!#&>+9>.!$%+/.!B%+!1*.!#&$.*./$.34!(/#&R!1!B.C/#$.F!$+!
'*+,+$.!1!91*R.!&(,C.*!+)!'(C9#HS)1H#&R!'*+[.H$/6!h.$!1'1*$!)*+,!1!H+('9.!+)!*./'+&3.&$/!B%+!B.*.!
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H+99.H$#+&!1&3!(/.6!A%.*.!B.*.!/.>.*194!'1*$#H(91*9D!1,+&R/$!$%.!/$(3.&$!#&$.*>#.B../4!B%+!B.*.!.&$%(/#1/$#H!
1C+($!$%.!'+//#C#9#$#./!+)!$%.!/,1*$!H#$D!1&3!3#R#$19!31$1!H+99.H$#+&!1&3!(/.4!C($!$%.D!B.*.!#&!1!/,199!,#&+*#$D6!
E1&D!/1B!$%.!/,1*$!H#$D!1/!1!&.+9#C.*194!,+3.*&#/$!'*+[.H$!–!'*+C1C9D!C.H1(/.!+)!$%.!H.&$*19!*+9.!+)!'*#>1$.!
)#*,/! –!1&3!).9$!$%1$!$%.#*!*+9.!1/!H#$#V.&/!B1/!R.$$#&R!9+/$!1,#3/$!1!*#/#&R!$#3.!+)!3#R#$#/1$#+&6!A%.*.!#/!19/+!$%.!
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Conclusions: how can the city regulate the geo-information datasphere? 

A%./.!1*.!+(* !,1#&!H+&H9(/#+&/T!!

Increasing democracy!
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x There is an emerging democratic deficit with regard to the way data is collected and (/.3 4!1&3!$%#/!#/!
9#_.9D!$+!C.H+,.!,+*.!+)!1&!+C/$1H9.!)+*!1($%+*#$#./6!A%.*.!1*.!.:1,'9./!+)!H.&/(/!1&3!31$1!H+99.H$#+&!
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x b(*!)#&3#&R/!/(RR./$!$%1$!creating ways for the public to connect and feed back $+!'(C9#H!1($%+*#$#./!,1D!
1H$!1/!1!H%.H_!1&3!C191&H.!+&!31$1!,1:#,#/1$#+&4!1&3!,1D!19/+!H*.1$.!$*(/$6!!

x Data is essential to democratic representationT!$%.!/+H#19!H+&$*1H$!.&$1#9/!'.+'9.!,1_#&R!$%.,/.9>./!
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increased visibility must be accompanied by increased trust, /+,.$%#&R!$%1$!#/!&+$!H(**.&$9D!%1''.&#&R6!
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Designing the role of the city 

x e>.&!$%+(R%!#$!+&9D!H+&$*+9/!1!/,199!'+*$#+&!+)!$%.!31$1!$%1$!H#*H(91$./!#&!$%.!,1//#>.!R9+C19!31$1/'%.*.4!
the city has great power to establish and enforce good practices to do with data6!A%#/!H1&!C.!3+&.!
$%*+(R%!

o H%++/#&R!&+$!$+!C.H+,.!1!31$1!C*+_.*!C.$B..&!H#$#V.&/!1&3!'*#>1$.!/.H$+*!H+&$*1H$+*/4!C($!
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o '*+H(*.,.&$4!.3(H1$#+&!1&3!/$#,(91$#&R!$%.!*.R#+&19!.H+&+,Dc!
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)*+,!$%.!'*+>#/#+&!+)!'(C9#H!/.*>#H./!+*!H+99.H$.3!#&!'(C9#H!/'1H.c!
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x 0$!#/!>.*D!#,'+*$1&$!$+!ensure that data travels in contextual channels!1&3!#/!&+$!3#>.*$.3!#&$+!3#)).*.&$!
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31$1!H+99.H$#+&!1&3!,1&1R.,.&$!'*1H$#H./!)+*!/+,.!R*+('/6 !

x Cities that have data science capacity are better positioned to answer public concerns about data4!1&3!
$+!.&/(*.!31$1!#/!(/.3!,+/$!.) )#H#.&$9D!1&3!.$%#H199D6!

21/.3!+&!$%./.!H+&H9(/#+&/4!B.!/(RR./$!/.>.*19!'1$%/!)+*B1*36!

Z#*/$4!building data science capacity!B#$%#&!$%.!H#$D!13,#&#/$*1$#+&!1/!B.99!1/!'1*$&.*/%#'/!B#$%!#&&+>1$+*/!
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Customers, users or citizens? 
Inclusion, spatial data and governance in the smart city 

 
1. Introduction 

1.1. Study background and aims 

A%#/!*.'+*$!#/!$%.!H(9,#&1$#+&!+)!1!D.1*S9+&R!'*+[.H$!H+&3(H$.3!3(*#&R!WXJMSJY!$%1$!*./.1*H%.3!how citizens in 
Amsterdam are becoming producers of digital data through their use of technology4!1&3!$%.!B1D/!#&!B%#H%!
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Box 1: the ‘Rode Loper’ crowd observation project 
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'*+[.H$4!B%#H%!$++_!'91H.!#&!WXJF!1/!1!H+991C+*1$#+&!C.$B..&!$%.!<#$D!+)!8,/$.*31,4!*./.1*H%.*/!)*+,!
AP!5.9)$!1&3!'*#>1$.!/.H$+*!H+&/(9$1&$/!51$6E+C#9#$D6!A%.!'*+[.H$!H+&/$#$($.3!H($$#&RS.3R.!*./.1*H%4!
and involved monitoring pedestrian and cycle traffic in the ‘Rode Loper’ zone between Central Station 
1&3!51,!G`(1*.6!b&!$%.!C(/D!/%+''#&R!/$*..$!719>.*/$*11$4!3(*#&R!$B+!,+&$%/!+)!WXJF4!199!'1//.*/SCD!
B.*.!$*1H_.3!#&!/.>.*19!B1D/T!)#*/$4!CD!<<A@!B#$%!)1H#19!*.H+R&#$#+&!$.H%&+9+RDc!19/+!CD!B#)#!C.1H+&/!
B%#H%!'#H_.3!('!3.>#H.S#3.&$#)D#&R!/#R&19/!)*+,!,+C#9.!'%+&./4!1&3!)#&199D!CD!3.S#3.&$#)#.3!,+C#9.!
'%+&.!31$1!'(*H%1/.3!$%*+(R%!1&!#&$.*,.3#1*D!)#*,4!E.V(*+4!B%#H%!$*1&/1H$/!,+C#9.!'%+&.!
#&)+*,1$#+&!)*+,!>1*#+(/!+'.*1$+*/6!899!$%#/!H*.1$.3!1!3.$1#9.3!'#H$(*.!+)!$%.!$*1))#H!'1$$.*&/!#&!$%.!
719>.*/$*11$!+>.*!$%.!$B+S,+&$%!'.*#+36!A%.!*./.1*H%!B1/!&+$!H+,,(&#H1$.3!$+!$%.!'.+'9.!'1//#&R!
$%*+(R%!$%.!1*.14!/+!$%1$!$%+/.!C.#&R!,+&#$+*.3!B.*.!(&1B1*.!+)!$%.!'*+H.//6!
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'.+'9 .!C.#&R!,+&#$+*.3!C.!,13.!1B1*.!+)!$%.!/D/$.,4!1&3!/%+(93!$%.D!%1>.!'+B.*!+>.*!B%1$!#/!3+&.!B#$%!
31$1!$%1$!*.)9.H$/!$%.,^!A%./.!`(./$#+&/!C.H+,.!./'.H#199D!'.*$#&.&$!B#$%!'*+[.H$/!/(H%!1/!$%#/!.:1,'9.4!
B%.*.!$%.!31$1!#&!`(./$#+&!#/!&+$!H9.1*9D!3.)#&.3!1/!'.*/+&19!–!#6.6!#$!3+./!&+$!H9.1*9D!*.91$.!$+!#&3#>#3(19!
#3.&$#$#./6!5+./!#$!,1$$.*!$%1$!$%.!31$1!#/!3.S#3.&$#)#.34!1&3!#/!$*1H_#&R!1!'*./.&H.!$%.!/1,.!1/!$*1H_#&R!1&!
#&3#>#3(19^!5+./!#$!,1_.!1!3#)).*.&H.!$%1$!$%.!$*1H_#&R!#/!)+*!1H13.,#H!*./.1*H%!'(*'+/./!1&3!$%1$!$%.*.!#/!&+!
H+,,.*H#19!1#,^!i+B!/%+(93!$%.!H#$D!B.#R%!$%.!'(C9#H!/1).$D!1&3!#&&+>1$#+&!1/'.H$/!+)!$%.!'*+[.H$!1R1#&/$!
those of preserving people’s privacy? And perhaps most importantly, who should decide on all these 
`(./$#+&/^!

A%#/!*.'+*$!/.._/!$+!1&/B.*!$B+!,1#&!`(./$#+&/6!Z#*/$4!!what organisational and governance structures are 
necessary for a sound and innovative spatial data infrastructure in Amsterdam?!8&3!/.H+&34!how can the 
city address the needs, privacy rights and responsibilities of citizens who create and use spatial data? A%./.!
`(./$#+&/!%1>.!&+!/#,'9.!1&/B.*/4!C($!$%.D!9.3!(/!$+!/.._!$+!#&H9(3.!#&!$%#/!'*+[.H$!R*+('/!1&3!.:'.*$/!B%+!
B.*.!+($/#3.!$%.!,1#&/$*.1,!+*!1H$(199D!,1*R#&19#/.3!#&!>1*#+(/!B1D/!B#$%#&!$%.!H#$D6!".!_&+B!)*+,!
#&)+*,1$#+&!#&)*1/$*(H$(*.!$%.+*D!$%1$!/(H%!#&)*1/$*(H$(*.!19B1D/!.:H9(3./!/+,.!R*+('/!+)!'.+'9. JY6!A%.!
/,++$%.*!1&3!,+*.!/.1,9.// 9D!$%.!#&)*1/$*(H$(*.!*(&/!#&$.*&199D!1&3!$%.!,+*.! $#R%$9D!#&$.R*1$.3!#$!#/4!$%.!,+*.!
/$*+&R9D!#$!$.&3/!$+!.:H9(3.!/+,.!R*+('/!+)!'.+'9.!1&3!$.H%&#H19!.9.,.&$/6!!We address the idea of a ‘sound’ 
31$1!#&)*1/$*(H$(*.!1/!+&.!$%1$!#/!)#$!)+*!1!)($(*.!B%.*.!'.+'9.!,1_.!3#)).*.&$!H%+#H./!1C+($!.&R1R#&R!B#$%!
3#R#$19!$.H%&+9+R#./4!#&!1!B+*93!B%.*.!$%.!H#$D!#/!C.H+,#&R!,+*.!'*+R*1,,1C9.!1&3!3#R#$199D!#&$.R*1$.3!1/!
$.H%&+9+RD!H+&$#&(./!$+!13>1&H.6JL!"%1$!_#&3!+)!R+>.*&1&H.!+)!3#R#$19!31$1!H*.1$./!1&!.`(19!'91D#&R!)#.93!)+*!
$%.!.93.*9D4!$%.!D+(&R4!$%.!>(9&.*1C9.^!Z+*!&+&S(/.*/!+)!/,1*$!$.H%&+9+R#./4!&+&SH#$#V.&/4!/'.1_.*/!+)!+$%.*!
91&R(1R./!̂

"#$%!$%.!#3.1!$%1$!#&)*1/$*(H$(*.!.,.*R./!*1$%.*!$%1&!C.#&R!3./#R&.34!1&3!$%1$!H#$D!31$1!#&)*1/$*(H$(*./!1*.!
H(**.&$9D!.,.*R#&R4!B.!B1&$!$+!91D!$%.!R*+(&3!)+*!3.>.9+'.*/4!H#$D!1($%+*#$#./4!)#*,/!1&3!*./.1*H%.*/!$+!1/_!$%.!
_#&3/!+)!`(./$#+&/!$%1$!H1&!'*+>#3.!1!C1/#/!)+*!.&>#/#+&#&R!1&!.`(#$1C9.!R+>.*&1&H.!/$*(H$(*.!)+*!/'1$#19!31$1!#&!
8,/$.*31,!$%1$!B#99!C.!131'$1C9.!$+!)($(*.!3.>.9+',.&$/!and responsive to residents’ needs and opinions6!
".!19/+!1#,!$+!'+/.!`(./$#+&/!1C+($!$*1&/'1*.&HD4!1HH+(&$1C#9#$D!1&3!(/.!+)!$%.!31$1!$%1$!B#99!,1_.!#$!'+//#C9.!
)+*!H#$#V.&/!1&3!H+&$*#C($+*/!+)!#&)+*,1$#+&4!1/!B.99!1/!,(&#H#'19!1($%+*#$#./4!$+!C.!C.&.)#H#1*#./!+)!$%1$!
#&)*1/$*(H$(*.6!

1.2. Methodology  

A%#/!*./.1*H%!B1/!H+&3(H$.3!$%*+(R%!#&$.*>#.B/!1&3!+C/.*>1$#+&!#&!8,/$.*31,!+>.*!$%.!H+(*/.!+)!WXJM!I)+*!1!
,+*.!3.$1#9.3!.:'91&1$#+&4!/..!8&&.:O6!b>.*!$%.!H+(*/.!+)!WXJFSJM!B.!19/+!'1*$#H#'1$.3!#&!1!*1&R.!+)!.>.&$/!
1&3!3#/H(//#+&/!$+!3+!B#$%!/,1*$!H#$D!$.H%&+9+R#./4!H%1*$#&R!$%.!1H$+*/!.&R1R#&R!#&!$%.!)#.93!)*+,!3#)).*.&$!
/.H$+*/4!1&3!$%.!3.C1$./!.,.*R#&R6!A%.!'*+[.H$!B1/!H+&3(H$.3!'1*$9D!#&!5($H%!C($!,+/$9D!#&!e&R9#/%T!$%.!.:'.*$!
#&$.*>#.B/!B.*.!H+&3(H$.3!#&!e&R9#/%4!C($!$%.!.>.&$/!B.!1$$.&3.3!1&3!$%.!)+H(/!R*+('!3#/H(//#+&/!B.*.!+)$.&!
#&!1!,#:$(*.!+)!5($H%!1&3!e&R9#/%4!1&3!1C+($!WX!'.*!H.&$!+)!+(*!*./'+&3.&$/!/'+_.!+&9D!5($H%!3(*#&R!$%.!
*./.1*H%6!".!C.R1&!B#$%!1!/.*#./!+)!WX!#&$.*>#.B/!B#$%!.:'.*$/!#&!31$1!1&3!(*C1&!R+>.*&1&H.4!)+99+B.3!CD!1!
/H.&1*#+SC(#93#&R!.:.*H#/.!#&!B%#H%!B.!(/.3!$%1$!#&)+*,1$#+&!$+!$%#&_!1C+($!B%1$!31$1!(/.!/H.&1*#+/!,#R%$!9++_!
9#_.!#&!$%.!)($(*.6!".!$%.&!H+&3(H$.3!1!/.*#./!+)!.#R%$!)+H(/!R*+('/4!B#$%!YSJX!'.+'9.!#&!.1H%6!A%./.!)+H(/.3!
+&!#//(./!1&3!$D'./!+)!H#$#V.&4!B#$%!1!'1*$#H(91*!.,'%1/#/!+&!$%+/.!B%+!,#R%$!C.!3#/13>1&$1R.3!CD4!+*!B.*.!
9#_.9D!$+!C.!'1*$#H(larly sensitive to, an increase in the city’s reliance on digital data as a way to relate to and 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
JY!81&./$134!E64!e6!E+&$.#*+4!f!-6!?#.9/.&!IWXXLO6!0&)+*,1$#+&!0&)*1/$*(H$(*./!1&3!-(C9#H!Q++3/T!8&19D$#H19!1&3!
-*1H$#H19!0,'9#H1$#+&/!)+*!G506!0&)+*,1$#+&!A.H%&+9+RD!)+*!5.>.9+',.&$4!JKIJO4!LSWM6!1&3!G$1*4!G6!=6!IJNNNO6!A%.!
e$%&+R*1'%D!+)!0&)*1/$*(H$(*.4!8,.*#H1&!2.%1>#+*19!GH#.&$#/$4!FK!IKOTKLLSKNJ6!
JL!7#$H%#&4!;64!f!5+3R.4!E6!IWXJJO6!Code/space: Software and everyday life6!E0A!-*.//6!
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B+*_!B#$%!*./#3.&$/6!A%./.!R*+('/!B.*.!JO!'.+'9.!1$!%#R%.*!*#/_!+)!C.#&R!'*+)#9.3c!WO!&+&S(/.*/!+)!/,1*$!
$.H%&+9+R#./4!KO!/.:!B+*_.*/4!FO!&+&SeP!#,,#R*1&$/4!MO!EU immigrants, 6) freelancers (ZZP’ers), 7) technology 
3.>.9+'.*/!1&3!aO!/H%++9H%#93*.&6!0&!$%.!)+H(/!R*+('!'*+H.//!+(*!*+9.!B1/!$+!,1_.!'.+'9.!1B1*.!+)!$%.!H(**.&$!
1&3!)($(*.!'+//#C#9#$#./!+)!/'1$#19!31$14!1&3!$%.&!/..!%+B!$%.D!*./'+&3.36!A%.!)+H(/!R*+('/!B.*.!H+&>.&.3!
(/#&R!H+&$1H$/!)*+,!$%.!.&$#*.!*./.1*H%!$.1,!IJX!'.+'9.!#&!199!B.*.!#&>+9>.3!#&!$%.!'*+[.H$O!1&3!B.*.!H%+/.&!
based on the research team’s background research and discussions. !

0&!H+&>.&#&R!$%./.!)+H(/!R*+('/4!B.!1#,.3!$+!3.$.*,#&.!B%#H%!R*+('/!B.*.!H(**.&$9D!,#//#&R!)*+,4!+*!
,1*R#&19#/.3!CD4!H(**.&$!3#/H(//#+&/!1&3!'*1H$#H./!+)!/,1*$!H#$D!3.>.9+',.&$4!1&3!19/+!$%+/.!B%+/.!9#>./!,#R%$!
C.!H%1&R.3!,+/$!CD!1&!#&H*.1/.!#&!(*C1&!31$1)#H1$#+&6!!b(*!3#/H(//#+&/!%#R%9#R%$.3!/.>.*19!R*+('/T!&+&S&1$#>./c!
.$%&#H!+*!*.9#R#+(/!,#&+*#$#./c!H%#93*.&!1&3!$%.!.93.*9Dc!$%+/.!B%+!+'$.3!+($!+)!(/#&R!$%.!$.H%&+9+R#./!H(**.&$9D!
/..&!1/!&.H.//1*D!)+*!H#$#V.&!#&>+9>.,.&$!#&!$%.!/,1*$!H#$D!I#6.6!/,1*$'%+&./Oc!$%+/.!B%+!+'.*1$.!#&!%#R%9D!
*.R(91$.3!'*+).//#+&/4!1&3!)*..91&H.*/!B%+!1*.!*./'+&/#C9.!)+*!$%.#*!+B&!B+*_#&R!.&>#*+&,.&$6!0&!$%#/!*.'+*$!
B.! use the words ‘citizen’ and ‘resident’ interchangeably!$+!/#R&#)D!'.+'9.!9#>#&R!1&3!B+*_#&R!#&!8,/$.*31,!
who are invested in the city’s development over the long term6!

A%.!/$*(H$(*.!+)!$%#/!*.'+*$!#/!1/!)+99+B/6!Z#*/$4!B.!+($9#&.!$%.!$D'./!+)!31$1!B.!)+H(/.3!+&4!1&3!$%.!_#&3/!+)!
`(./$#+&!$%.D!*1#/.6!?.:$4!B.!.:'91#&!$%.!/H.&1*#+/!B.!H1,.!('!B#$%!)+*!)($(*.!(*C1&!(/./!+)!/,1*$!$.H%&+9+RD!
1&3!$%.#*!#,'9#H1$#+&/!)+*!'.+'9.!9#>#&R!#&!$%.!H#$D6!".!$%.&!.:'9+*.!+(*!)#&3#&R/!)*+,!+(*!.:'.*$!#&$.*>#.B/!1&3!
focus groups in terms of the four main issues that emerged: 1) people’s increasing visibility through new digital 
$.H%&+9+R#./c!WO!1*R(,.&$/!)+*!/.H(*#$D4!.))#H#.&HD!1&3!%+B!$%./.!'91D!+($!#&!$.*,/!+)!31$1!H+99.H$#+&!1&3!(/.c!
3) who is responsible for decisionmaking about the city’s use of digital data, and 4) the involvement of cityS
3B.99.*/!#&!$%.!#&&+>1$#+&!+)!$%./.!$.H%&+9+R#./!1&3!*.91$.3!3.H#/#+&/6!".!H+&H9(3.!B#$%!1&!+>.*>#.B!+)!+(*!
)#&3#&R/!1&3!*.H+,,.&31$#+&/!)+*!H#$D!R+>.*&,.&$/!#&$.*./$.3!#&!.:'9+*#&R!$%./.!`(./$#+&/!)(*$%.*6!!!!

2. Framing the problem 

2.1. Initial observations: data and the city  

Z*+,!+(*!.:'.*$!#&$.*>#.B/4!B.!/+(R%$!$+!(&3.*/$1&3!B%1$!H1&!H(**.&$9D!C.!_&+B&!1C+($!(/!)*+,!+(*!3#R#$19!
9#>./4!1&3!%+B!$%#/!#/!9#_.9D!$+!3.>.9+'!#&!$%.!H+,#&R!3.H13.6!A%.!#&$.*>#.B/!)+H(/.3!C+$%!+&!$%.!31$1!$%1$!#/!
H(**.&$9D!1>1#91C9.!$+!R+>.*&,.&$4!1&3!$%.!#,'9#H1$#+&/!+)!)($(*.!,.*R#&R!1&3!9#&_#&R!+)!3#)).*.&$!$D'./!+)!31$1!
$+!$%+/.!./$1C9#/%.3!31$1C1/./6!A+R.$%.*4!$%.!#&$.*>#.B/!+($9#&.3!1!)($(*.!B%.*.!31$1!+)!199!_#&3/!#/!
#&H*.1/#&R9D!$*13.3!1&3!,.*R.3!$+!'*+>#3.!1!,(9$#)1H.$.3!'#H$(*.!+)!%+B!$%.!H#$D!#/!+'.*1$#&R6!A%.!.:'.*$/!B.!
H+&/(9$.3!+)$.&!*.91$.3!$%.!1>1#91C#9#$D!+)!31$1!$o the ability to see the city’s dynamics, rather than those of the 
#&3#>#3(19/!#&!$%.!H#$D6!0&!$%.!31$1)#.3!H#$D!B.!3#/H(//.3!B#$%!$%./.!.:'.*$/4!B.!)*.`(.&$9D!)+(&3!$%1$!#&3#>#3(19/!
C.H1,.! +C[.H$#)#.3!1&3!B.*.!/..&!1/!#&H#3.&$19!$+!31$1!)9+B/!–!*1$%.*!$%1n living parts of the city’s +'.*1$#+&/!
1&3!3D&1,#H/4!$%.D!.1/#9D!C.H1,.!'*+C9.,/!$+!C.!/+9>.3!I'(C9#H!/1).$D!+*!'(C9#H!%.19$%!*#/_/O4!+*!R*+('/!$+!C.!
#&)9(.&H.3!1&3!H+&$*+99.3!–!(/.*/!+)!$%.!H#$D4!*1$%.*!$%1&!#$/!9#>#&R!#&)*1/$*(H$(*.6!A%#/!B1/!'1*$#H(91*9D!$*(.!
B%.&!B.!9++_.3!1$!31$1!)9+B/!)*+,!1!/'1$#19!'.*/'.H$#>.!–!R.+31$1!#/!(/.3!)+*!'+9#HD!1&19D/#/4!H*.1$#&R!
#&$.*>.&$#+&/!1&3!(&3.*/$1&3#&R!$%.!91*R.*!/H19.!)9+B/!1&3!,++3/!+)!$%.!H#$D4!,1_#&R!#$!.1/D!$+!9+/.!$%.!/.&/.!
$%1$!$%+/.!)9+B/!1*.!,13.!('!+)!#&3#>#3(19/!B#$%!1R.&HD!1&3!'*.).*.&H./6!!!
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8$!$%.!,+,.&$4!,+C#9.!'%+&./!1*.!'*+C1C9D!$%.!*#H%./$!/+(*H.!+)!#&)+*,1$#+&!+&!+(*!,+>.,.&$/!1&3!
1H$#>#$#./6!A+!+($9#&.!%+B!,(H%!#&)+*,1$#+&!+&!(/!#/!1>1#91C9.!$%*+(R%!+(*!(/.!+)!+(*!'%+&./4! 

A1C9.!J!C.9+B!/%+B/!$%.!_#&3/!+)!31$1!$%1$!H1&!C.!*.`(./$.3!CD!1&D!1''!*(&&#&R!+&!$%.!8&3*+#3!+'.*1$#&R!
/D/$., Ja!1&3!Z#R(*.!J!/%+B/!$%.!B1D!$%1$!1!Q-G!/.&/+*!#&!1!'%+&.!H1&!199+B!$%.!$*1H_#&R!+)!#&3#>#3(19!
,+>.,.&$/6 !Z+*!)#R(*.!J4!$%.!'#H$(*.!#/!/#,#91*!C.$B..&!8''9.!1&3!8&3*+#3!'%+&./4!C($!)+*!$1C9.!J!$%.!
#&)+*,1$#+&!1HH.//#C9.!$+!1''!3.>.9+'.*/!B#99!3#)).*!I1&3!#/!+)$.&!9.//!.:$.&/#>.O!)+*!8''9.!'%+&./6!
 

Table 1. Data collection by Android apps 

Data type ! !Data permissions sought !
!8HH+(&$/!9+R!! !e,1#9!9+R!!
!8''!8H$#>#$D!! !?1,.4!'1H_1R.!&1,.4!'*+H.//!&(,C.*!+)!1H$#>#$D4!'*+H.//.3!

#3!!
!8''!51$1!P/1R.! ! !<1H%.!/#V.4!H+3.!/#V.4!31$1!/#V.4!&1,.4!'1H_1R.!&1,.!!
!8''!0&/$199!! !0&/$199.3!1$4!&1,.4!'1H_1R.!&1,.4!(&_&+B&!/+(*H./!

.&1C9.34!>.*/#+&!H+3.4!>.*/#+&!&1,.!!
!21$$.*D!! !i.19$%4!9.>.94!'9(RR.34!'*./.&$4!/H19.4!/$1$(/4!$.H%&+9+RD4!

$.,'.*1$(*.4!>+9$1R.!!
!5.>#H.!0&)+!! !2+1*34!C*1&34!C(#93!>.*/#+&4!H.99!&(,C.*4!3.>#H.4!3.>#H.!$D'.4!

3#/'91D4!)#&R.*'*#&$4!0-!I#&$.*&.$!'*+>#3.*O4!E8<!133*.//!
I3.>#H.!#3.&$#)#.*!H+3.O4!,1&()1H$(*.*4!,+3.94!bG!'91$)+*,4!
'*+3(H$4!G57!!I/+)$B1*.!3.>.9+',.&$!_#$O!H+3.4!$+$19!3#/_!
/'1H.4!(&_&+B&!/+(*H./!.&1C9.3!!

!Q-G!! !8HH(*1HD4!19$#$(3.4!91$#$(3.4!9+&R#$(3.4!'*+>#3.*4!/'..3!!
!EEG!! !Z*+,!&(,C.*4!EEG!1$4!EEG!$D'.4!/.*>#H.!&(,C.*4!$+!

&(,C.*! !
!?.$51$1!! !2D$./!*.H.#>.34!CD$./!/.&$4!H+&&.H$#+&!$D'.4!#&$.*)1H.!$D'.!!
!-%+&.<199!! !<199!3(*1$#+&4!H199.3!1$4!)*+,!&(,C.*4!'%+&.!H199!$D'.4!$+!

&(,C.*! !
!GEG!! !Z*+,!&(,C.*4!/.*>#H.!&(,C.*4!GEG!1$4!GEG!$D'.4!$+!&(,C.*! !
!A.9.'%+&D!0&)+*,1$#+&!! !<.99!$+B.*!054!H.99!$+B.*!91$#$(3.4!H.99!$+B.*!9+&R#$(3.4!0Ee0!

I0&$.*&1$#+&19!E+C#9.!e`(#',.&$!03.&$#$DO4!0Gb!H+(&$*D!H+3.4!
9+H19!1*.1!H+3.4!Ee05!IE+C#9.!e`(#',.&$!03.&$#)#.*O4!,+C#9.!
H+(&$*D!H+3.4!,+C#9.!&.$B+*_!H+3.4!&.$B+*_!&1,.4!&.$B+*_!
$D'.4!'%+&.!$D'.4!G0E!/.*#19!&(,C.*4!G0E!/$1$.4!/(C/H*#C.*!05!!

!"#)#<+&&.H$#+&!! 3.>#H.!#3.&$#)#.*!H+3./T!2GG054!0-4!9#&_/'..34!E8<!133*.// 4!
&.$B+*_!054!;GG04!GG05!!

!"#)#?.#R%C+*/!! 3.>#H.!#3.&$#)#.*!H+3./T!2GG054!H1'1C#9#$#./4!)*.`(.&HD4!9.>.94!
GG05!!

!;++$!<%.H_!! ;++$!/$1$(/!H+3.4!*++$!/$1$(/!*.1/+&!H+3.4!*++$!>.*/#+&4!/#R!
)#9.!>.*/#+&!!

!E19B1*.!0&)+!! !89R+*#$%,!H+&)#3.&H.4!1''!9#/$4!)+(&3!,19B1*.4!,19B1*.!G57!
>.*/#+&!I/+)$B1*.!3.>.9+',.&$!_#$O4!'1H_1R.!9#/$4!*.1/+&!
H+3.4!/.*>#H.!9#/$4!/#R)#9.!>.*/#+&!I/#R&1$(*.!)+*!
H+,,(&#H1$#+&/!/.&$!CD!(/.*O!!

Z#R(*.!J!shows the way that a detailed trajectory of a person’s movements can be tracked through the GPS 
/.&/+*!+)!$%.#*!,+C#9.!'%+&.!–!#&!$%#/!H1/.!CD!1&!.,'9+D.* !using an app loaded onto their employee’s phone6!
e,'9+D..!$*1H_#&R!#/!,+*.!H+,,+&!#&!$%.!PG!$%1&!$%.!eP4!C($!#/!R1#&#&R!#&H*.1/#&R!/(''+*$.*/!1,+&R/$!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
Ja!A%#/!9#/$!#/!$1_.&!)*+,!i.#&!IWXJFOT!%$$'T\\BBB6H(9$+),1H6H+,\KXFFXJ\(C.*/S1&3*+#3S1'' S9#$.*199DS,19B1*.\ !
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L!
!

e(*+'.1&!.,'9+D.*/!1$!9.1/$!'1*$9D!C.H1(/.!+)!$%.!H(**.&$!%.#R%$.&.3!/.H(*#$D!*#/_/!+)!(*C1&!e(*+'.1&!9#).!3(.!
$+!$.**+*#/,!1&3!>#+9.&H.6!e>.*D!,+C#9.!'%+&.!H1&!C.!$*1H_.3!/'1$#199D!*.R1*39.//!+)!B%.$%.*!#$!%1/!1!$*1H_#&R!
app loaded, either through its regular checks with the network through antennae in a particular area (‘coarse 
location’ in technical term/O!+*!$%*+(R%!#$/!H+,,(&#H1$#+&!B#$%!B#)#!&.$B+*_/!B%#H%!'*+>#3.!1!,(H%!,+*.!
/'.H#)#H!9+H1$#+&!$*1H_#&R!1C#9#$D6!

!
Figure 1. Daily trajectory of a mobile phone, measured by GPS sensor 

!
G+(*H.T!e,'9+D..$*1H_.*4!Z*+&$*1&R.'*.,#.*R*+('6H+, !

A%.!.:1,'9./!1C+>.!1*.!+)!31$1!H+99.H$.34!,1&1R.3!1&3!(/.3!CD!$%.!'*#>1$.!/.H$+*4!B%#H%!H(**.&$9D!H+&$*+9/!
,+/$!+)! $%.!9+H1$#+&!31$1!available (by volume, since massive amounts stem from people’s use of digital 
3.>#H./O6!i+B.>.*4!#&!$%.!)($(*.!#$!#/!9#_.9D!$%1$!31$1!generated by people’s devices B#99!C.H+,.!,+*.!1>1#91C9.!
$+!$%.!'(C9#H!/.H$+*4!$%1$!$%.*.!B#99!C.!&.B!&+*,/4!*(9./!1&3!199#1&H./!)+*!31$1!/%1*#&R4!1&3!$%1$!31$1!B#99!
#&H*.1/#&R9D!)9+B!C.$B..&!/.H$+*/6!A%.*.!#/!H(**.&$9D!1&!#,'+*$1&$!3#/$#&H$#+&!C.$B..&!31$1!$%1$!/%+B/!
people’s identity and data that is deS#3.&$#)#.3!I.#$%.*!CD!*.'91H#&R!&1,./!1&3!'%+&.!&(,C.*/!B#$%!&(,C.*/!+*!
+$%.*!,1*_.*/4!+*!CD!*.,+>#&R!$%+/.!#3.&$#)D#&R!).1$(*./!)*+,!$%.!31$1/.$!.&$#*.9DO6!5./'#$.!1&+&D,#/1$#+&4!
%+B.>.*4!#$!#/!/$#99!'+//#C9.!$+!$.99!1!9+$!1C+($!1!'.*/+&!)*+,!$%.#*!'%+&.!9+H1$#+&!31$1!–!B%.*.!$%.D!/9..'!1$!
&#R%$4!B%.*.!$%.D!/'.&3!,+/$!+)!$%.#*!$#,.!3(*#&R!$%.!31D4!$%.!_#&3!+)!'91H./!$%.D!>#/#$6!<(**.&$9D!3.S#3.&$#)#.3!
31$1!#/!$*13.3!CD!#&$.*,.3#1*D!)#*,/4!and are often used by cities to analyse people’s movements and activities. 
0&!$%.!)($(*.!B.!H1&!.:'.H$!$+!/..!,+*.!,.*R#&R!+)!'*#>1$.!B#$%!'(C9#H!31$14!1&3!H+991C+*1$#+&/!C.$B..&!$%.!
H#$D!1&3!'*#>1$.!/.H$+*!#&$.*./$/6!8&+$%.*!'1*$#H#'1&$!#&!$%#/!'*+H.//!#/!9#_.9D!$+!C.!1H13.,#14!/#&H.!1H13.,#H!
*./.1*H%.*/!!)*.`(.&$9D4!1&3!#&H*.1/#&R9D!/+4!)+*,!1!C*#3R.!C.$B..&!'(C9#H!1&3!'*#>1$.!/.H$+*!B#$%!*.R1*3!$+!
3#R#$19!31$1!1&19D$#H/6!

A1C9.!W!C.9+B!/%+B/!$%.!$D'./!+)!31$1!H(**.&$9D!1>1#91C9.!$+!1&3!)*+,!H#$D!1($%+*#$#./6!0$!#/!&+$!1&!.:%1(/$#>.!
9#/$4!C($!H+>.*/!$%.!,1#&!H1$.R+*#./!+)!#&)+*,1$#+&!$%1$!1*.!H(**.&$9D!C.#&R!/%1*.3!+*!&.R+$#1$.3!C.$B..&!
R+>.*&,.&$4!1H13.,#1!1&3!$%.!'*#>1$.!/.H$+*6!

!

!
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!

Table 2. Types of data available to/in cities 

Type of data! Who may have access! Who can gain access if 
authorised!

Mobile phone records "%.&!#3.&$#)#1C9.4!'*+>#3.*!+&9D6!
"%.&!3. S#3.&$#)#.34!+)$.&!
1>1#91C9.!H+,,.*H#199D!1&3!)+*!
1H13.,#H!*./.1*H%!

-+9#H.4!/.H(*#$D!1&3!
.,.*R.&HD!/.*>#H./!

Social media postings -(C9#H!! -(C9#H!!

Volunteered geographic 
information (e.g. crowd-
mapping) 

-(C9#H!! -(C9#H!!

Identity and address 
information (GBA) 

Q+>.*&,.&$4!91&39+*3/4!
H+,,.*H#19!)#*,/!I.6R6!
&.B/'1'.*/!)+*!3.9#>.*#./O!

-+9#H.!1&3!/.H(*#$D!/.*>#H./!

CCTV (Closed circuit 
television) 

bB&.*!+)!/.*>#H.!I'*#>1$.!+*!
'(C9#HO4!*./.1*H%!#&/$#$($#+&/!

-+9#H.!1&3!/.H(*#$D!/.*>#H./!

ANPR (Automated 
Number-Plate Recognition) 
– traffic flow information 

Q+>.*&,.&$4!*./.1*H%!#&/$#$($#+&/! -+9#H.!1&3!/.H(*#$D!/.*>#H./!

Car GPS data bB&.*!+)!/.*>#H.!I'*#>1$.!)#*,O4!
19/+!$*13.3!#&!3.S#3.&$#)#.3!)+*,!
$+!R+>.*&,.&$!1&3!+$%.*!)#*,/!

-+9#H.!1&3!/.H(*#$D!/.*>#H./!

Tax records Q+>.*&,.&$!#&/$#$($#+&/4!1&$#S
)*1(3!

-+9#H.!1&3!/.H(*#$D!/.*>#H./!

Bank records 21&_/4!$1:!1($%+*#$D4!1&$#S)*1(3! -+9#H.!1&3!/.H(*#$D!/.*>#H./!

Travelcard information Z#*,!+B&#&R!H1*3/c!31$1!19/+!
/%1*.3!(&3.*!H+&$*1H$!B#$%!
$*1&/'+*$!1($%+*#$#./4!1&3!#&!3.S
#3.&$#)#.3!)+*,!B#$%!R+>.*&,.&$4!
)#*,/4!#&$.*./$!R*+('/4!*./.1*H%!
#&/$#$($#+&/!

-+9#H.!1&3!/.H(*#$D!/.*>#H./!

Wifi data <+,,.*H#19!H+,'1&#./4!
R+>.*&,.&$!1&3!1H13.,#H!
*./.1*H%.*/!

-+9#H.!1&3!/.H(*#$D!/.*>#H./!

Healthcare data19 i.19$%H1*.!'*+>#3.*/4!#&/(*1&H.!
H+,'1&#./4!3.S#3.&$#)#.3!31$1!
(/.3!CD!%.19$%!1($%+*#$#./!1&3!
*./.1*H%!#&/$#$($#+&/!

-+9#H.!1&3!/.H(*#$D!/.*>#H./!

Pensions and benefits Q+>.*&,.&$4!'.&/#+&!)(&3/4!
.,'9+D.*/4!1&$#S)*1(3!

-+9#H.!1&3!/.H(*#$D!/.*>#H./!

Driver licensing and vehicle 
information 

-*+>#3.*4!R+>.*&,.&$!
3.'1*$,.&$/ !

-+9#H.!1&3!/.H(*#$D!/.*>#H./!

Utility service records 
(water, electricity, gas) 

P$#9#$D!'*+>#3.*/4!*./.1*H%!
#&/$#$($#+&/4!'+9#H.4!$1:!
1($%+*#$#./4!1&$#S)*1(3!

-+9#H.!1&3!/.H(*#$D!/.*>#H./!

Education records e3(H1$#+&!'*+>#3.*/4!H#$D!
R+>.*&,.&$4!/H%++9!#&/'.H$+*/4!
*./.1*H%!#&/$#$($#+&/!

!

Criminal records -+9#H.4!/H*..&#&R!+*R1&#/1$#+&!
B#$%#&!R+>.*&,.&$!

!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
JN!Health data is increasingly generated in parallel by individuals, using ‘quantified self’ technologies such as 
)#$C#$/!1&3!%.19$%!$*1H_#&R!/.*>#H./6!A%#/!31$1!#/!/+,.$#,./4!C($!&+$!19B1D/4!$*13.3!+&!$%.!+'.&!,1*_.$!
3.'.&3#&R!+&!(/.*!'.*,#//#+&/6 !
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N!
!

G+(*H.T!1($%+*/!f!-*+)6!5.&&#/!2*+.3.*/4!eP; 6!

A%.!$1C9.!/%+B/!/+,.!+)!$%.!)9+B/!+)!31$1!$1_#&R!'91H.4!C($!H1&&+$!H+>.*!$%.!H+,'9.:!/$*(H$(*./!+)!31$1C1/./!
1&3!1R*..,.&$/!$%1$!R+>.*&!$%.!1>1#91C#9#$D!+)!3#)).*.&$!$D'./!+)!31$16!8!,+*. !H+,'9.$ .!3#/H(//#+&!+)!$%.!
5($H%!H1/.!#/!+)).*.3!CD!the WRR’s!WXJJ!#SQ+>.*&,.& $!*.'+*$6WX!

2.2. Scenarios for digital data in the future city 

21/.3!+&!$%.!#&)+*,1$#+&!1>1#91C9.!)*+,!C+$%!C1H_R*+(&3!*./.1*H%!1&3!+(*!.:'.*$!#&$.*>#.B/4!$%.!*./.1*H%!
$.1,!C(#9$!/.>.*19!/H.&1*#+/!)+*!$%.!B1D!31$1!,1D!C.!(/.3!#&!$%.!H#$D!+)!$%.!)($(*.6!A%./.!/H.&1*#+/!1*.!
.:$*.,./T!$%.D!1*.!3*1B&!)*+,!1!H+&H.'$(19#/1$#+&!+)!$B+!_.D!1:./!19+&R!B%#H%!31$1!(/.!1&3!'.*,#//#+&/!,1D!
3.>.9+'!I/..!)#R(*.!WO6!A%.!/H.&1*#+/!$%.&!).3!#&$+!$%.!#&#$#19!#&)+*,1$#+&!1&3!`(./$#+&/!'+/.3!$+!$%.!)+H(/!
R*+('/4!1&3!/.*>.3!1/!1!R(#3.!)+*!$%.!3#/H(//#+&/6!A%.D!B.*.!'1*$#H(91*9D!#,'+*$1&$!#&!+*#.&$#&R!$%.!3#/H(//#+&!
$+B1*3!1!C*+13!'.*/'.H$#>.!+&!(*C1&!31$1!(/./!1&3!$%.!_#&3/!+)!31$1!$%1$!,#R%$!C.!/'1$#194!/#&H.!$%.!)+H(/!
R*+('!'1*$#H#'1&$/!&1$(*199D!$.&3.3!$+!*.).*!$+!$.H%&+9+R#./!19*.13D!#&!'91D!1&3!$%1$!$%.D!(/.3!+&!1&!#&3#>#3(19!
level every day. These ‘bigger picture’ scenarios /.*>.3!$B+!'(*'+/./6!Z#*/$4!H+&/$*(H$#&R!$%./.!/H.&1*#+/!#&!1!
B+*_/%+'!B1/!$%.!)#*/$!*+(&3!+)!1&19D/#/!+)!.:'.*$!#&$.*>#.B!31$16!G.H+&34!$%.!*./(9$#&R!/H.&1*#+/!B.*.!
/(C/.`(.&$9D!(/.3!CD!$%.!*./.1*H%.*/!$+!/(''+*$ !'1*$#H#'1&$/!$+!#,1R#&. !'+//#C9.!$.H%&+9+R#H19!)($(*./!1&3!$%.!
_#&3/!+)!(*C1&!H+3.\/'1H.!$%.D!B+(93!'*.).*!$+!9#>.!#&4!+*!B.*.!&.*>+(/!1C+($!/..#&R!.>+9>.6!!

Figure 2. Urban data scenarios 

!

!

1.!Data utopia/dystopia: high traceability and city-led data control 

A%#/!/H.&1*#+!#,1R#&./!$%1$!'.+'9.!%1>.!C.H+,.!%#R%9D!>#/#C9.!$%*+(R%!31$1!$%1$!#/!+'.&9D!1>1#91C9.!$+!
municipal authorities. The city uses data on everything from people’s movements to their electricity usage at 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
WX!8>1#91C9.!#&!5($H%!1$!%$$'T\\BBB6B**6&9\)#9.13,#&\&9\'(C9#H1$#./\-5ZS;1''+*$.&\0gb>.*%.#36'3)!1&3!#&!
e&R9#/%!1$!%$$'T\\BBB6B**6&9\)#9.13,#&\.&\'(C9#H1$#./\-5ZS/1,.&>1$$#&R.&\#Q+>.*&,.&$6'3)6!

http://www.wrr.nl/fileadmin/nl/publicaties/PDF-Rapporten/I_Overheid.pdf
http://www.wrr.nl/fileadmin/en/publicaties/PDF-samenvattingen/iGovernment.pdf
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JX!
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%+,.!$+!H%1*$!$%.#*!9#>./!1&3!1H$#>#$#./4!1&3!,+&#$+*/!C+$%!'(C9#H!1&3!'*#>1$.!/'1H./!#&!*.19!$#,.6!8($%+*#$#./!
1*.!1C9.!$+!'*+)#9.!'.+'9.!#&!R*.1$!3.$1#9!1&3!$+!$1*R.$!'+9#H#./!1&3!/.*>#H./!+&!1!&.#R%C+(*%++3!+*!.>.&!
household level. A decreased feeling of individuality in people’s urban lives mean citizens feel more like 
,.,C.*/!+)!'1*$#H(91*!R*+('/!$%1$!1*.!133*.//.3!CD!$%.!H#$D!#&!/'.H#)#H!B1D/6!

A%#/!9.13/!$+!*.19!'*+R*.//!#&!.&/(*#&R!.`(19!*.'*./.&$1$#+&!B#$%#&!$%.!H#$DT!$%.!&..3/!+)!$%.!,1*R#&19#/.3!1*.!
H9.1*9D!.:'*.//.3!$+!$%.!1($%+*#$#./!1&3!'.+'9.!'.*H.#>.!$%.!H#$D!1/!$*.1$#&R!$%.,!,+*.!.`(199D6!-(C9#H!/1).$D!
19/+!C.&.)#$/4!1/!$%.!H#$D!%1/!1!*.19S$#,.!)..3!+)!31$1!+&!.>.*D$%#&R!)*+,!$*1))#H!'*+C9.,/!$+!H*#,.6!A%.!H#$D!19/+!
C.H+,./!,+*.!.&>#*+&,.&$199D!)*#.&39D!1&3!/(/$1#&1C9.!C.H1(/.!'.+'9.4!1&3!$%.#*!).99+B!H#$#V.&/4!H1&!
#,,.3#1$.9D!$.99!B%.&!$%.D!1*.!1H$#&R!B1/$.)(99D!+*!+>.*S(/#&R!*./+(*H./!1&3!H1&!$%(/!1H$!$+!*.R(91$.!$%.#*!+B&!
and others’ behaviour.!

A%.!/H.&1*#+!19/+!%1/!&.R1$#>.!1/'.H$/6!G+H#19!.&R#&..*#&R!#/!,13.!.1/#.*!1&3!1C(/.!,+*.!'+//#C9. 6!-.+'9.!
+)$.&!)..9!.:'+/.34!1&3!,1D!)#&3!/+,.!31$1!/%1*#&R!1C(/./!$%.#*!'*#>1HD. Social tensions build around the city’s 
,+&#$+*#&R!'*1H$#H./4!/.$$#&R!H#$#V.&/!1R1#&/$!$%.!1($%+*#$#./!1&3!&.H.//#$1$#&R!&.B!1H$#>#/$!+*R1&#/1$#+&/!$+!
fight for people’s rights not to be surveilled. Constant monitoring also leads people to behave as if t%.D!B.*.!
C.#&R!B1$H%.3!199!$%.!$#,.4!H.&/+*#&R!$%.#*!+B&!C.%1>#+(*!C.H1(/.!$%.D!)..9!$%.!.D./!+)!$%.!1($%+*#$#./!+&!
$%.,!#&!'(C9#H!1&3!'*#>1$.!/'1H.6!-.+'9.!)..9!9.//!9#_.!#&3#>#3(19/!1&3!,+*.!9#_.!,.,C.*/!+)!$%.!%.*34!1&3!1&!
#&H*.1/.3!/.&/.!+)!+*3.*!.&3/!('!3.H*.1/#&R!H*.1$#>#$D!+>.*1996!

2. ‘Anonydam’: anonymity and city-led data control 

In this scenario the state allows a lot of data to be collected and shared about people’s lives and activities, but 
3(.!$+!1H$#>#/$!'*.//(*.!$%*+(R%!/+H#19!&.$B+*_/!$%.!H#$D!R+>.*&,.&$!$1_./!1!9.13.*/%#'!*+9.!#&!.&/(*#&R!$%.!
'*#>1HD!+)!#$/!H#$#V.&/4!.:.*$#&R!#$/!'+B.*!1/!,(H%!1/!'+//#C9.!$+!R#>.!'.+'9.!R*.1$.*!1&+&D,#$D6!0$!3+./!/+!
through its role in governing the ‘smart city’ applications which feed back data in a separat.!9++'!$+!$%.!H#$D!
*1$%.*!$%1&!$%.!&1$#+&19!R+>.*&,.&$6!!
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3. Rampant profiling: traceability and private-sector control 
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2.3. Emergence of a geo-information infrastructure 
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3. Findings - Citizen perceptions across four themes 
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B1/!'1*$#H(91*9D!'*+&+(&H.3!B#$%!$%.!R*+('!+)!$..&1R.!/H%++9H%#93*.&T!1!H+99.H$#>.!.:.*H#/.!/%+B.3!$%1$!$%.!
'1*$#H#'1&$/!H+(93!&1,.!JW!3#)).*.&$!'1*$#./!+*!#&/$#$($#+&/!$%1$!_&.B!$%.#*!%+,.!133*.//!I#&H9(3#&R!)1,#9D4!
&.#R%C+(*/4!.,'9+D.*/4!/H%++94!$%.!H#$D!R+>.*&,.&$!1&3!$%.#*!C1&_O4!C($!B.*.!,(H%!%1V#.*!1C+($!%+B!$%.#*!
9+H1$#+&!C.H1,.!_&+B&!.9.H$*+&#H199D6!A%*+(R%+($!199!$%.!)+H(/!R*+('/4!$%.*.!B1/!1!,1*_.3!1C/.&H.!+)!
1B1*.&.//!1C+($!$%.!.:$.&$!$+!B%#H%!,+C#9.!'%+&./!,1_.!$%.#*!(/.*/!>#/#C9.!1&3!$*1H_1C9.!#&!>1*#+(/!B1D/6!!

Box 2: Living labs 
!
The idea of a city ‘living lab’ initially implied realS$#,.!.:'.*#,.&$/!$%1$!+)$.&!#&>+9>.3!%(,1&!
'1*$#H#'1&$/!#&!(*C1&!.&>#*+&,.&$/6!A%.!$.*,!%1/!.>+9>.3!$+!#&H9(3.!>1*#+(/!3#)).*.&$!,+3.9/4!C($!
H.&$*./!1*+(&3!$%.!#&/.*$#+&!+)!1!&.B!$.H%&+9+RDS,.3#1$.3!'*1H$#H.4!3#R#$199D!.&1C9.3!#&)*1/$*(H$(*.!
+*!&.$B+*_!#&!1!'1*$#H(91*!1*.1!+)!$%.!H#$D4!#&!1!H+&$.:$!B%.*.!$%.!'*+H.//!H1&!C.!,+&#$+*.3!1&3!
.>19(1$.36!<*+B3!,1&1R.,.&$!'#9+$/4!/,1*$!9#R%$#&R!.:'.*#,.&$/4!.&.*RDS.))#H#.&HD!'*+[.H$/4!
experiments to influence or change people’s behaviour and neighbourhoodS)+H(/.3!$.H%&+9+RDS
3*#>.&!'*+[.H$/!1#,#&R!)+*!/+H#19!H%1&R.!199!)199!(&3.*!$%.!3.)#&#$#+&!+)!9#>#&R!91C/6!
!
=#>#&R!91C/!,1D!#&>+9>.!3#)).*.&$!3.R*../!+)!H#$#V.&!'1*$#H#'1$#+&!1&3!1B1*.&.//6!-.+'9.!,1D!
'1*$#H#'1$.!CD!3+B&9+13#&R!1''/!$%1$!$*1H_!$%.#*!,+>.,.&$/!+*!C.%1>#+(*4!#&!B%#H%!H1/.!$%.D!1*.!
H+&/.&$#&R!'1*$&.*/!#&!$%.!*./.1*H%6!A%.D!,1D!C.!$*1H_.3!#&!B1D/!$%1$!1*.!H9.1*!$+!$%.,4!)+*!#&/$1&H.!
#)!1!'*+[.H$!#/!'(C9#H#/.3!#&!13>1&H.!1&3!H+&/(9$1$#+&/!1*.!%.93!+*!)..3C1H_!#&>#$.3!I/..!$%.!H1/.!+)!
$%.!<-84!)+*!#&/$1&H.4!#&!/.H$#+&!W6W6KO6!!8!$%#*3!,+3.9!#&>+9>./!*.,+$.!31$1!H+99.H$#+&!B#$%+($!
&+$#)D#&R!'.+'9.!$%1$!$%.D!1*.!'1*$#H#'1$#&R!#&!1!*./.1*H%!'*+[.H$!+*!.:'.*#,.&$6!A%.!$%#*3!,+3.9!#/!
H(**.&$9D!$%.!&+*,4!,1#&9D!C.H1(/.!31$1!'*+$.H$#+&!91B!3+./!&+$!1''9D!$+!31$1!$%1$!3+./!&+$!,1_.!
'.+'9.!'.*/+&199D!#3.&$#)#1C9.4!/+!$%1$!1($%+*#$#./!1&3!*./.1*H%.*/!1*.!&+$!+C9#R.3!$+!,1_.!'.+'9.!
1B1*.!#)!$%.D!1*.!H+99.H$#&R!31$1!#&!'(C9#H!/'1H.6!
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3.1. Security, efficiency and data maximisation 

b&.!+)!$%.!$%.,./!$%1$!.,.*R.3!)*+,!$%.!#&$.*>#.B/!B1/!1!$.&/#+&!C.$B..&!$%.!1#,/ !+)!.))#H#.&HD!1&3!
/.H(*#$D, which led the city to install ‘smart’ datafied systems that ge&.*1$.!1&3!'*+H.//!31$1!#&!&.B!B1D/4!1&3!
the need to preserve people’s autonomy and anonymity in their daily lives. Moreover, people felt that data 
1C+($!$%.,!B1/!H+&/$1&$9D!9.1_#&R!)*+,!$%.#*!3#R#$19!9#>./4!1&3!$%1$!$%.*.!B1/!&+!.$%#H!+)!,#&#,#/1$#+&!#&!$.*,/!
+)!31$1!H+99.H$#+&!–!.>.*D+&.!1*+(&3!$%.,!B1&$.3!199!$%.!31$1!'+//#C9.6!A%.!$.&/#+&!C.$B..&!/,++$%!*(&&#&R!
+)!$%.!H#$D!1&3!,#&#,#/#&R!,+&#$+*#&R!#/!1!)1,#9#1*!+&.!)*+,!/(*>.#991&H.!$%.+*D4!B%#H%!'+/#$/WK!!$%1$!monitoring 
and surveillance can be seen as a continuum, with aims of care at one extreme and control at the other6!
-*+[.H$/!,1D!C.R#&!1$!$%.!,+&#$+*#&RS)+*Scare end of the continuum, but experience ‘function creep’ towards 
H+&$*+9!1/!$%.#*!+$%.*!(/./!C.H+,.!H9.1*6!"%.&!)1H.3!B#$%!$%.!#3.1!+)!H+&&.H$.3!#&)*1/$*(H$(*./!$%1$!H+(93!
$*1H_!$%.#*!1H$#>#$#./!1&3!$%.#*!(/.!+)!*./+(*H./4!)+*!.:1,'9.!/,1*$!91,''+/$/4!/,1*$!.9.H$*#H#$D!,.$.*/!+*!B#)#!
H1'$(*#&R!C.1H+&/!#&!'(C9#H!/'1H.4!#&$.*>#.B../!B.*.!H9.1*9D!1C9.!$+!'.*H.#>.!C+$%!$%.#*!'+$.&$#19!)+*!/.*>#H.!
3.9#>.*D!1&3!)+*!,+&#$+*#&R!C.%1>#+(*6!

3.1.1. A digital observatory of city life 

A%.!'*+C9.,!+)!31$1!,1:#,#/1$#+&!R*+B/!B#$%!$%.!>1*#.$D!+)!31$1!1>1#91C9.6!; ./.1*H%.*/!#&$.*>#.B.3!)+*!$%#/!
'*+[.H$!B.*.!1/_.3!$+!&1,.!$%.!_#&3/!+)!31$1!$%.D!B+(93!9#_.!#&!+*3.*!$+!3+!$%.#*!#3.19!H*+B3!,1&1R.,.&$!
1&19D/#/T!$%.#*!*./'+&/.!B1/!$%1$!$%.!#3.19!*./.1*H%!$++9!B+(93!C.!1!H*+B3!,1&1R.,.&$!31/%C+1*3!B#$%!*.19!
time information on the situation in the city, ‘particularly at pinch points where you expect problems in terms 
of safety’, with sensors to capture ‘wifi and bluetooth and video, and cameras that can count, and infrared and 
GPS and twitter.’ They would also like for each person in the city ‘a trajectory with an activity chain…  the 
1H$#>#$#./!$%1$!'.+'9.!$1_.!'1*$!#n that cause them to move from A to B and in the end wind up in a traffic jam’. 
A%#/!$*1[.H$+*D!B+(93!C.!,13.!('!+)!$*13#$#+&19!$*1))#H!31$1!/(H%!1/!*+13/#3.!H.&/(/!31$14!9#H.&/.!'91$.!H1,.*1/!
$+!'*+>#3.!$*1>.9!$#,./!C.$B..&!/'.H#)#H!9#&_.3!'91H./4!H+,C#&.3!B#$%!31$1!+&!$%.!H#$D!#&)*1/$*(H$(*.!#$/.9)!/(H%!
as metrics from intersection controllers. The researchers also wanted ‘the cooler stuff, so if you have people 
$%1$!3*#>.!1*+(&3!B#$%!1!&1>#R1$#+&!3.>#H.4!$%.!Q-G!31$14!1&3!199!$D'./!+)!.>.&$S*.91$.3!31$1!+&!B%1$!'.+'9.!
are twittering, and also mobile phone data as far as we can get our hands on it… And then of course public 
transport data, the OV Chipkaart data.’!

3.1.2. Public trust in data collection and use 

-.+'9.!#&!$%.!)+H(/!R*+('/!).9$!*.91$#>.9D!$*(/$#&R!+)!$%.!H#$D!B#$%!*.R1*3!$+!#$/!'*+H.//#&R!+)!$%.!'.*/+&19!31$1!
$%1$!#/!H+99.H$.3!B%.&!1!&.B!*./#3.&$!*.R#/$.*/6!A%./.!31$1!#&H9(3.!&1,.4!133*.//4!+HH('1$#+&4!#,,#R*1$#+&!
/$1$(/!1&3!H#>#9!/$1$(/6!G+,.4!'1*$#H(91*9D!#,,#R*1&$/!B%+!%13!$+!*.R#/$.*!)+*!$%.!)#*/$!$#,.!1/!13(9$/4!9#_.3!C.#&R!
*.R#/$.*.3!1&3!H+,,.&$.3!$%1$!$%.!/D/$.,!+)!,(&#H#'19!*.R#/$*1$#+&!).9$!9#_.!1!/1).$D!&.$4!1&3!$%1$!$%.D!9#_.3!
$%.!)..9#&R!$%1$!$%.#*!'*./.&H.!%13!C..&!*.R#/$.*.3T!!

‘It feels like there is a higher safety. It seems like )+*!$%.!)1H$!$%1$!D+(!_&+B!B%+!9#>./!B%.*.!#/!/+*$!+)!
more under control and I like it more.’ (immigrant focus group, 2.12.15)!

;./#3.&$/!+)!5($H%!+*#R#&4!%+B.>.*4!).9$!$%1$!$%.!#&H*.1/#&R!3#R#$#/1$#+&!+)!$%.!,(&#H#'19!*.R#/$*1$#+&!/D/$.,!
,.1&$!$%1$!$%.*.!Bas little contact on a human level about people’s data: !

‘I think we are virtually invisible, at least on a digital level. I have very little touch points with the city 
+)!8,/$.*31,6!?.1*9D!.>.*D$%#&R!0!&..3!$+!3+!B#$%!$%.!H#$D!#/!.#$%.*!H+,'9.$.9D!1($+,1$.3!B#$%+($!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
WK!=D+&4!56!IWXXaO6!G(*>.#991&H.!G+H#.$D6!-*./.&$.3!1$!Z./$#>19!3.9!5#*#$$+4!-#1H.&V14!0$19#1T!G.'$.,C.*!Wa!WXXa6!
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JM!
!

any touch points or the rare following up about your driving licence or passport. That's all.’ 
I$.H%&+9+RD!3.>.9+'.*/4!K6JW6JMO!

A%#/!'+#&$!+)!>#.B!#/!#&$.*./$#&R!C.H1(/.!#$!H+&$*1/$/!1&!#&H*.1/#&R!/.&/.!+)!'.*/+&19!#&>#/#C#9#$D!#&!3#R#$#/.3!
/D/$.,/!B#$%!$%.!#&H*.1/#&R!3#R#$19!>#/#C#9#$D!$%1$!H+,./!B#$%!+(*!.,#//#+&!+)!,+*.!$D'./!+)!31$16!0&!/(H%!
/D/$.,/4!$%.!H#$D!C(*.1(H*1HD!H1&!#3.&$#)D!(/4!C($!#$!H1&&+$!/..!B%+!B.!1*.6!

There was a high level of trust in every group about the city’s ability to k..'!>+9(&$..*.3!_.D!'.*/+&19!31$1!
'*#>1$.4!C($!$%.*.!B1/!,(H%!9.//!$*(/$!1,+&R/$!#&$.*>#.B../!1C+($!$%.!&.B!B1D/!#&!B%#H%!31$1!B1/!C.#&R!
'*+3(H.34!1&3!$%.!1&19D$#H/!1&3!,.*R#&R!+)!31$1C1/./!$%1$!*./(9$.3!)*+,!H+991C+*1$#+&/!B#$%!'*#>1$.!'1*$&.*/T!

‘I think B.!3+&d$!_&+B!%+B!,(H%!#&$.R*1$#+&!$%.*.!#/!19*.13D!$1_#&R!'91H.6!G+!B.!%1>.!-1*_SE +C#9.4!
B%#H%!#/!+)!H+(*/.!9#&_.3!$+!/+,.!'1*$!+)!$%.!R+>.*&,.&$!+*!1&!.:$.*&19!1R.&HD!$%1$!1H$(199D!,1&1R.3!
$%.!B%+9.!'1*_#&R!'91H.!'1D,.&$!/$())6!0!3+&d$!_&+B!B%.$%.*!1&!.:$*1H$!+)!$%1$!#/!1H$(199D!'*+>#3.3!$+!
$%.!R+>.*&,.&$!1/!B.996!0!3+&d$!_&+B4!C($!0!$%#&_!B#$%!199!$%.!3#R#$19!/.*>#H./!$%1$!1*.!'*+>#3.3!B#$%#&!
$%.!H#$D!#$!3.'.&3/!+&!%+B!,(H%!1HH.//!$%.!,(&#H#'19#$D!%1/!$+!$%#/!#&)+*,1$#+&6!I$.H%&+9+RD!
3.>.9+'.*/4!K6JW6JMO!

‘[the city collects our data] to assess what services are needed –!$*1&/'+*$!H1'1H#$D4!3#/.1/.!*.'+*$#&R!
–!I don’t feel spied on by $%.!state. If I go to a public service place and they have my data, that’s 
alright. I mind if companies have my data.’ (nonS(/.*/4!JX6N6JMO!

0&$.*>#.B../!)*.`(.&$9D!/1#3!$%1$!$%.D!B+(93!9#_.!$+!_..'!$%./.!_#&3/!+)!31$1!,+*.!'*#>1$.4!+*!%1>.!1!C.$$.*!
#3.1!+)!%+B!$%.D!B.*.!C.#&R!(/.34!C($!$%1$!$%.D!).9$!$%.!#&$.R*1$#+&!I+*!'+//#C9.!#&$.R*1$#+&O!+)!31$1C1/./!
,13.!$%1$!#,'+//#C9.T!

b@!jH%#'k_11*$!1/!B.994!#$!R.&.*1$./!1!9+$!+)!31$1!+&!B%.*.!D+(!%1>.!C..&666!A%.*.)+*.4!0!%1>.!1!&+&S
'.*/+&19!jH1*3k!C($!C.H1(/.!0!'1D!$%.!)..!+&!#$!B#$%!,D!C1&_!H1*3!'*+C1C9D!$%.D!3+!_&+B6!I$.H%&+9+RD!
3.>.9+'.*/4!K6JW6JMO!

Z+H(/SR*+('!'1*$#H#'1&$/!%13!1!'1*$#H(91*9D!(&.1/D!*.91$#+&/%#'!B#$%!<<A@6!A%.!/$1$.,.&$/!+)!$B+!e(*+'.1&!
#,,#R*1&$!#&$.*>#.B../!.&H1'/(91$.!$%#/!(&H.*$1#&$DT!

0&$.*>#.B..!JT!0!'*.).*!$+!'1*_!,D!C#_.!#&!1!'91H.!B#$%!1!H1,.*1!$%1&!B#$%+($!#$6!!

0&$.*>#.B..!WT!0!B+(93&d$!9#_.!$+!%1>.!1!H1,.*1!B1$H%#&R!,.6!!I0,,#R*1&$/4!J6JX6JMO!!
!
A%./.!/$1$.,.&$/!.&H1'/(91$.!$%.!1,C#>19.&H.!,1&D!'1*$#H#'1&$/!).9$!$+B1*3/!$%.!H+99.H$#+&!+)!31$1!#&!'(C9#H!
/'1H.! –!$%.D!(&3.*/$++3!$%1$!$%.!&.B!31$1!$.H%&+9+R#./!H+(93!'*+>#3.!)+*!,+&#$+*#&R!1&3!/(*>.#991&H.!$%1$!
H+(93!'+$.&$#199D!,1_.!$%.,!1&3!$%.#*!'*+'.*$D!/1).*4!C($!1$!$%.!/1,.!$#,.!3#3!&+$!)..9!#&)+*,.3!1/!$+!B%1$!
B1/!C.#&R!(/.34!%+B!#$!B1/!R+>.*&.3!+*!B%1$!$%.#*!*+9.!#&!R#>#&R!'.*,#//#+&!B1/6!P&3.*!$%./.!H#*H(,/$1&H./!#$!
,1D!C.!H+&/#3.*.3!&1$(*19!$%1$!'.+'9.!).9$!#&$(#$#>.9D!%+/$#9.!$+!$%.!#3.1!+)!/(*>.#991&H.!B%#9.!19/+!C.#&R!1C9.!$+!
#,1R#&.!$%1$!#$!,#R%$!H+&).*!C.&.)#$/6!!!

3.1.3. What justifies using data for public safety? 

A%.!;+3.!=+'.*!'*+[.H$!I/..!0&$*+3(H$#+&O!C*+(R%$!('!/+,.!`(./$#+&/!1C+($!%+B!31$1!1C+($!H*+B3/4!/(H%!1/!
<<A@!1&3!)1H#19!*.H+R&#$#+&!31$14!/%+(93!C.!/$+*.34!,1&1R.3!1&3!(/.36!0&!$%.!)+H(/!R*+('!H+,'+/.3!+)!$%+/.!
B%+!3#3!&+$!(/.!/,1*$'%+&./4!$%.*.!B1/!3#/1R*..,.&$!1C+($!B%.$%.*4!#)!H1,.*1/!#&!'(C9#H!/'1H.!H1'$(*.3!1!
H*#,.!+HH(**#&R4!$%.!31$1!/%+(93!$%.&!C.!(/.3!$+!#&>./$#R1$.6!0&!1!%D'+$%.$#H19!H1/.!B%.*.!.#$%.*!'#H_'+H_.$#&R!



<(/$+,.*/4!(/.*/!+*!H#$#V.&/^!0&H9(/#+&4!/'1$#19!31$1!1&3!R+>.*&1&H.!#&!$%.!/,1*$!H#$D!

JY!
!

%13!+HH(**.3!#&!$%.!1*.1!C.#&R!)#9,.34!+*!B%.*.!1!B+,1&!%13!C..&!C.1$.&!('!#&!$%.!/$*..$4!#&!.1H%!H1/.!$B+!
'1*$#H#'1&$/!).9$!#$!B1/!19*#R%$!$+!(/.!$%.!31$1!1&3!)#>.!).9$!$%1$!#$!B1/!&+$6!0&!.1H%!H1/.4!/.>.*19!'.+'9.!).9$!$%1$!
it was too extreme a repurposing of data for too little potential return, with comments including ‘the police 
never get pickpockets’, ‘there should be more prevention’, and ‘I have been in that situation and they didn’t 
catch anyone’. In the research as a whole we found a general public doubt over what degree of public safety 
*#/_!H1&4!+*!/%+(934!$*#RR.*!31$1!/%1*#&R!1H*+//!H1$.R+*#./!1&3!#&/$#$($#+&/!I'1*$#H(91*9D!B#$%!91B!.&)+*H.,.&$O4!
1&3!1/!$+!B%1$!$%.!*(9./!B.*.!B#$%!*.R1*3!$+!/.H(*#$D!1&3!/%1*#&R!31$16!
!
"%.&!1/_.3!%+B!H+,)+*$1C9.!$%.D!).9$!C.#&R!$*1H_.3!)+*!H*+B3!,1&1R.,.&$!'(*'+/./4!#&$.*>#.B../!
3#/$#&R(#/%.3!C.$B..&!/D/$.,/!$%1$!H+(93!*.H+R&#/.!#&3#>#3(19/!1&3!$%+/.!$%1$!H+(93!&+$6!!!

!
‘…[if] you!3+&d$!%1>.!$%.!)1H#19!*.H+R&#$#+&4!#$d/![(/$!(/.3!$+!_&+B!B%.*.!D+(!1*.!B19_#&R!1/!1&!
(&#3.&$#)#.3!B19_#&R!+C[.H$4!1&3!#$!#/!(/.3!)+*!199!$%./.!C.&.)#$/4!1&3!0!H1&!/..!1H$(199D!+&!$%.!1''!
B%.*.!#$d/!C(/D!1&3!B%.*.!&+$4!$%.&!#$!C.&.)#$/!,.!B#$%+($!,.!C.#&R!'.*/+&199D!*.H+R&#/1C9.6!0)!0!
C.H+,.!*.199D!'.*/+&199D!*.H+R&#/1C9.!CD!$%#/!)1H#19!*.H+R&#$#+&!/$())4!$%.&!0!/$1*$!$+!B+&3.*!B%1$!$%.D!
are going to do with this.  Then I would feel uncomfortable.’ (technology developers, 3.12.15)!

!
-.+'9.!19/+!,13.!$%#/!3#/$#&H$#+&!#&!$.*,/!+)!/D/$.,/!$%1$!$%.D!H+(93!/..!1&3!(/.!3#*.H$9D4!/(H%!1/!1!
%D'+$%.$#H19!H#$DS*(&!1''!)+*!)#&3#&R!'1*_#&R!/'1H./T!

!
‘I don’t really want everybody to know where my car is parked. But I do want to know where there is 
1!)*..!/'+$6!G+!0!3+&d$!,#&3!$%#/!31$1!C.#&R!(/.3!)+*!$%1$!R.&.*19!C.&.)#$!C($!0!3+&d$!B1&$!#$!$+!C.!
personal.’ (technology developers, 3.12.15)!
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via social media because ‘de gemeente is!,..*!C.*.#_C11*!+'!AB#$$.*!B1&$!%.$!#/!'(C9#._4!#.3.*..&!V#.$!%.$’. 
[The municipality is more reachable through Twitter because it’s public, everyone sees.’]  !
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to preserve the city as a space where people could be anonymous, or could choose not to connect to the city’s 
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‘The system that extracts and makes information has to serve those people who have nothing!$+!%#3.6!
2($!B%1$!1C+($!'.+'9.!B%+!%1>.!/+,.!$%#&R/!$+!%#3.!+*!B1&$!$+!_..'!$%#&R/!'.*/+&19^!A%.*.!#/!R+#&R!
to be a system that knows where somebody is and how many times a day he crosses the road and it’s 
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flow goes very well. But some people don’t want the government to know where they are.’!
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.&>#*+&,.&$/!%1>.!19B1D/!R.&.*1$.3!3.C1$./!1C+($!%+B!'.+'9.!H1&!9#>.!$+R.$%.*!B#$%+($!#&>13#&R!.1H%!
other’s space. The addition of electronic means of defining, coding and making space serve various interests 
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3.2. Privacy, responsibility and accountability 

3.2.1 Distributed data 

b&.!+)!$%.!*.1/+&/!$%1$!C#R!31$1!'*./.&$/!&.B!'*+C9.,/!#&!$.*,/!+)!R+>.*&1&H.!#/!C.H1(/.!#$!#/!3#/$*#C($.3T!#$!
.:#/$/!1H*+//!31$1C1/./4!1''9#H1$#+&/4!+B&.*/!1&3!'.*,#//#+&/6!0&!H+&$*1/$!$+!$%#/4!$%.!&+$#+&!+)!'*#>1HD!/.9)S
,1&1R.,.&$ WF!1/!'($ !)+*B1*3!#&!>1*#+(/!31$1!'*+$.H$#+&!#&/$*(,.&$/!%+93/!$%1$!B.!,(/$!C.!1C9.!$+!$1_.!
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world in which ‘our’ data is processed by many layers of actors in parallel, consecutively and often 
/#,(9$1&.+(/9DT!R+>.*&,.&$!/D/$.,/4!H+,,(&#H1$#+&/!'*+>#3.*/4!1''!3.>.9+'.*/4!31$1!#&$.*,.3#1*#./4!C1&_/!
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E(&3#.WM!has said, ‘today, there is simply so much data being collected, in so many ways, that it is practically 
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there, much less to consent to its collection in the first place.’!
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Box 3: Smart lighting in public space 
!
Smart lampposts now populate the area around Amsterdam’s Bijlmer Arena, an area that 
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space, and also for commercialising and monetising people’s presence in that space. A range of 
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%1>.!$+!./$1C9#/%!'1*$&.*/%#'/!B#$%!H+,,.*H#19!)#*,/!$+!1HH.//!1&3!1&19D/.!31$14!,.1&#&R!$%1$!$%.*.!#/!/.93+,!
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3.2.2. Distributed databases 
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1&19D$#H/!1*.!#&H*.1/#&R9D!(/.34!$%.!.:$.&$!$+!B%#H%!$%.!H#$D!H+&$*+9/!$%.!31$1!#/!#&!)1H$!3#,#&#/%#&R!C.H1(/.!#$!
3+./!&+$!%1>.!$%.!#&$.*&19!H1'1H#$D!$+!3+!$%.!1&19D$#H/6!0&!$%.!H1/.!+)!$%.!;+3.!=+'.*!'*+[.H$4!)+*!#&/$1&H.4!$%.!
,+C#9.!'%+&.!31$1!(/.3!B1/!%1&39.3!(&3.*!1!9#H.&H.!B%.*.!$%.!)#*,!$%1$!H+99.H$.3!#$!R1>.!1HH.//!$+!$%.!
,(&#H#'19#$D!)+*!1!/'.H#)#H!'(*'+/.4!C($!_.'$!$%.!31$1!#&!#$/!+B&!31$1C1/.6!

8,+&R/$!+(*!*./'+&3.&$/ !#$!B1/!H+,,+&!$+!%1>.!.:'.*#.&H.3!$%.#*!31$1!)9+B#&R!1H*+//!H1$.R+*#./6!899!_&.B!
$%1$!91B!.&)+*H.,.&$!H+(93!R.$!1HH.//!I(&3.*!/'.H#)#H!H+&3#$#+&/O!$+!19,+/$!1&D!31$1!1C+($!$%.,4!C($!B.*.!
(&H9.1*!1/!$+!%+B!+$%.*!#&$.*3.'1*$,.&$19!1&3!#&$.*S#&/$#$($#+&19!'.*,#//#+&/!)+*!/%1*#&R!1&3!(/#&R!31$1!
B+*_.36!G+,.!%13!.:'.*#.&H.3!/.*#+(/!'*+C9.,/T!+&.!#&$.*>#.B..!*.H+(&$.3!C.#&R!3.&#.3!1!,+*$R1R.!3(.!$+!
1!'1*$#H(91*!%.19$%!H+&3#$#+&!$%1$!$%.D!%13!+&9D!3#/H9+/.3!$+!%.19$%!1($%+*#$#./6!G+,.!'.+'9.!B.!/'+_.!$+4!
%+B.>.*4!B.*.!(/.3!$+!$%.#*!31$1!)9+B#&R!1H*+//!3.'1*$,.&$/4!&+$1C9D!B%.*.!/.:!B+*_.*/!IB%+!%1>.!$+!
*.R#/$.*!B#$%!H#$D!1($%+*#$#./!#&!+*3.*!$+!B+*_O!)#&3!$%.#*!*.R#/$*1$#+&!H1&!19/+!C.!1HH.//.3!CD!%#R%B1D!'+9#H.4!
B%+!#3.&$#)D!$%.#*!>.%#H9./!1&3!/$+'!$%.,!)+*!/.1*H%!1&3!`(./$#+&#&R!I/.:!B+*_.*/!)+H(/!R*+('4!JX6JW6WXJMO6!
;.R#/$*1$#+&!1/!1!/.:!B+*_.*!19/+!9.13/!$+!%+(/#&R!'*+C9.,/T!$%.!<%1,C.*!+)!<+,,.*H.!_..'/!1!'(C9#H!
31$1C1/.!+)!199!$%+/.!B%+!*.R#/$.*!1!C(/#&.//4!B#$%!&1,./!1&3!133*.//./!+)!$%+/.!C(/#&.//./!1>1#91C9.!+&!$%.!
B.C6!Z+*!$%+/.!B%+/.!C(/#&.//!#/!/.:!B+*_4!$%#/!#&>+9>./!'(C9#/%#&R!$%.#*!'.*/+&19!3.$1#9/6!A%#/!H1&!,1_.!#$!%1*3!
$+!)#&3!%+(/#&R4!1/!91&39+*3/!1*.!(&B#99#&R!$+!*.&$!$+!/.:!B+*_.*/6!8!&.B!'*+'+/.3!91B!B+(93!19/+!,1_.!#$!
H+,'(9/+*D!)+*!$%+/.!B%+!B+*_!)*+,!%+,.!$+!'($!('!1!/#R&!+&!$%.#*!3++*!$+!#&3#H1$.!$%.#*!'*+).//#+&4!
.)).H$#>.9D!H91//#)D#&R!$%.#*!%+,.!1/!1!C*+$%.94!1&3!B+(93!3.,1&3!#&)*1/$*(H$(*19!H%1&R./!$%1$!B+(93!
effectively identify a sex worker’s home as public space:!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
WY!The NYC Mayor’s Office of Data Analytics (MODA): http://www1.nyc.gov/site/analytics/index.page!
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(participant 1): ‘[according to the new law] you need to keep to the same standards as a brothel 
+B&.*4!)+*!#&/$1&H.!D+(!&..3!$+!%1>.!1!)#*.!./H1'.!1&3!$%#&R/!9#_.!$%1$666!!

I'1*$#H#'1&$!WOT!A%#ngs you wouldn't need if you'd run a beauty salon from home for example.’!

I/.:!B+*_.*/!)+H(/!R*+('4!JX6JW6WXJMO!

2.#&R!#&!1!R+>.*&,.&$!31$1C1/.!1/!1!/.:!B+*_.*4!$%.&4!9.13/!$+!1!,#:#&RS('!+)!'*#>1$.!1&3!'(C9#H!/'1H.6!A%.!
,.1/(*./!1*.!3./#R&.3!$+!)#R%$!$*1))#H_#&R!CD!H*.1$#&R!>#/#C#9#$D!1&3!H9.1*!R(#3.9#&./!$+!3#/$#&R(#/%!$%+/.!B+*_#&R!
)*..9D!)*+,!$%+/.!C.#&R!)+*H.34!C($!$%#/!1#,!19/+!#&>+9>./!(/#&R!'(C9#H!*.R#/$*1$#+&!3.$1#9/!$+!H%.H_!+&!'*#>1$.!
/'1H.6!-1*$#H#'1&$/!#&!$%#/!)+H(/!R*+('!*.'+*$.3!$%1$!#$!B1/!H+,,+&!)+*!$%.#*!%+,./!$+!C.!/.1*H%.3!CD!'+9#H.!1/!
#)!$%.D!B.*.!C*+$%.9/T!

‘It’s the same thing when the police come in to do their regular checkS('/!+)!D+(*!B+*_!/'1H.4!
whether you work from home or in a brothel. For example, they’ll ask you about your perso&19!
relationships, they’ll ask you about your ID, they'll ask about your children. We have police entering 
$%.!%+(/./!+)!/.:SB+*_.*/4!.&$.*#&R!$%+/.!%+(/./!H91#,#&R!$%1$!$%.D!%1>.!$%.!*#R%$!$+!9++_!$%*+(R%!
$%.!H9+/.$4!9++_#&R!1$!$%.!H9+$%./4!/1D#&R!$%./.!1*.!H9+$%./!+)!,.&4!3+!D+(!%1>.!1!'1*$&.*^!"%.*.!#/!
%.^!"%.*.!#/!D+(*!_#3!B%.&!D+(!B+*_^!"%1$!_#&3!+)!/.:!3+!D+(!%1>.^!0/!D+(*!'.*/+&19!/.:S9#).!
satisfying?...’!

I/.:!B+*_.*/!)+H(/!R*+('4!JX6JW6WXJMO!

89$%+(R%!/.:!B+*_.*/!(/.!'(C9#H!1&3!'*#>1$.!/'1H.!#&!B1D/!$%1$!#&.>#$1C9D!%1>.!#,'9#H1$#+&/!)+*!*.R(91$#+&4!$%#/!
H%1*1H$.*#/$#H!#/!H+,,+&!$+!,1&D!3#)).*.&$!R*+('/6!U(/$!1!).B!.:1,'9./!#&H9(3.!H+,,.*H#19!$*13.*/4!$1:#!
3*#>.*/4!'+9#H.4!'.*)+*,.*/4!C(#93.*/4!$+(*!R(#3./!1&3!,1&D!+$%.*/6!A%.!H1/.!+)!/.:!B+*_!#/!#&$.*./$#&R!)+*!$%#/!
/$(3D!C.H1(/.!#$!'*+>#3./!#&/#R%$/!#&$+!B%1$!H1&!C.!3+&.!B#$%!31$1!B%.&!1!R*+('!#/![(3R.3!*#/_D!#&!/+,.!B1D4!
1&3!./'.H#199D!C.H1(/.!#$!/%+B/!%+B!3#R#$19!31$14!1/!1!$++9!)+*!_&+B#&R!1&3!*.R(91$#&R!1!'+'(91$#+&4!$.&3/!$+!
1H$!1/!1&!.`(19#/.*4!.*1/#&R!3#)).*.&H./!1&3!&(1&H.!#&!$.*,/!+)!C.%1>#+(*4!*.R(91$+*D!/$1$(/4!1&3!1H$#>#$#./6!899!
$%./.!R*+('/!,1D!C.!#&3#>#3(19/!+*!#&H+*'+*1$.34!,1D!C+$%!'.*)+*,!>19(1C9.!/.*>#H./!1/!B.99!1/!'+$.&$#199D!
#&$.*/.H$!B#$%!9.R19!#//(./!+*!*#/_/!$+!$%.!'(C9#H4!1&3!,1D!1$!$%.!/1,.!$#,.!%1>.!C+$%!'*#>1$.!1&3!'(C9#H!
'.*/+&1.6 !!Z*+,!$%.!H1/.!+)!/.:!B+*_.*/!B.!H1&!9.1*&!%+B!,1&D!R*+('/!,1D!)#&3!$%.,/.9>./!'+/#$#+&.3!B#$%!
*.R1*3!$+!$%.!&.B!31$1!$.H%&+9+R#./!#&!H#$D!9#).6!Z+*!.:1,'9.4!$%.!&.R1$#>.!.)).H$/!+)!'(C9#H!*.R#/$*1$#+&!
#,'#&R#&R!+&!'*#>1$.!/'1H.!9.13/!/.:!B+*_.*/!$+!H*.1$.!'/.(3+&D,/4!1&3!.>.&!'/.(3+&D,+(/!/'1H./4!#&!+*3.*!
$+!)+*H.!1!3#/$#&H$#+&!C.$B..&!$%.#*!'(C9#H!1&3!'*#>1$.!#3.&$#$#./!–!,(H%!1/!,1&D!#&3#>#3(19/!H%++/.!$+!%1>.!
,(9$#'9.!+&9#&.!#3.&$#$#./!$+!/.*>.!3#)).*.&$!)(&H$#+&/!#&!$%.#*!9#>./6!h.$!'/.(3+&D,#$D!#/!1!'*+C9.,!)+*!
*.R#/$*1$#+&4!B%#H%!#/!3./#R&.3!$+!'#&!3+B&!$%.!#&3#>#3(19!1&3!$%.#*!)(&H$#+&!#&!$%.!H#$D!#&!B1D/!$%1$!H1&!C.!
#&H+&>.&#.&$!+*!.>.&!#&>1/#>.!)+*!$%+/.!B%+!3+!&+$!B1&$!'*#>1$.!1/'.H$/!+)!$%.#*!#3.&$#$D!C.H+,#&R!'(C9#HT!

‘I asked the city of Amsterdam to keep my data secret or not make it public, and I hired a flexplek (a 
+&.!31D!1!B.._!B+*_!/'+$O!#&!1&!+))#H.4!/+!B%.&!D+(!9++_!1$!,D!H+,'1&D!1$!$%.!7>7!jH%1,C.*!+)!
H+,,.*H.k!D+(!+&9D!/..!,D!) (99!&1,.!…!1&3!,D!+))#H.!133*.//4!B%#H%!#/!C.$$.*!j$%1&!,D!%+,.!
133*.//k. It’s hugely problematic. I try not to [become identifiable], I know that with the tiniest bit of 
$.H%/1>D&.//!#$/!/$#99!(/.9.//!C($!0!$*D!$+!R+!)+*!/+,.!1&+&D,#$D6!0!1,!&+$!+&9#&.!1/!,D!B199.$S&1,.!
anymore. My only online presence is my work presence and my activist presence.’!

I/.:!B+*_.*/!)+H(/!R*+('4!JX6JW6WXJMO!

The sex workers’ experiences demonstrate how profiling and monitoring performed for purposes of care 
IH+,C1$#&R!)+*H.3!/.:!B+*_O!H1&!.1/#9D!C.!.:'.*#.&H.3!1/!H+&$*+96!2.#&R!)91RR.3!#&!1!R+>.*&,.&$!31$1C1/.!1/!
*#/_D!–!+*4!.`(199D4!1$!*#/_!–!9.13/!$+!,+*.!'*+9#)#H!31$1S/%1*#&R!1H*+//!R+>.*&,.&$19!3.'1*$,.&$/!1&3!1!R*.1$.*!
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9#_.9#%++3!+)!#&$.*>.&$#+&!CD!1($%+*#$#.s in one’s space.WL!Z*+,!'(C9#H!%.19$%4!'(C9#H!/1).$D!1&3!1&$#S$*1))#H_#&R!
H+&$*+9/!H+,.!*.R#/$*1$#+&!1&3!+))#H#19!H+&$*+9!+>.*!B+*_#&R!1&3!%+,.!/'1H.4!1&3!$%./.!#&!$(*&!C*#&R!*#/_/!)+*!
$%.!#&3#>#3(19/!C.#&R!$*1H_.3!1&3!*.R#/$.*.36!A%.*.!#/!19/+!$%.!`(./$#+&!+)!%+B!'*#>1$.!31$1!1&19D$#H/!I%1H_#&RO!
,1D!#&$.*/.H$!B#$%!'(C9#H!31$1!H+99.H$#+&!1&3!$*1H_#&R4!1&3!%+B!1!$++Snarrow conception of ‘the group’ or of 
‘risk’  may backfire in terms of rights.Wa!

A%.!#3.1!+)!*#/_!'91D/!+($!#&!,1&D!3#)).*.&$!B1D/!#&!$%.!/,1*$!H#$DT!*#/_/!+)!#&.))#H#.&HD4!*#/_/!$+!'(C9#H!/1).$D4!
*#/_/!$+!'(C9#H!%.19$%6!A%.!#3.1!+)!H*+B3/!1&3!C(/D!H*+B3.3!'91H./!1/!#&%.*.&$9D!*#/_D!#/!19/+!H.&$*19!$+!,1&D!
‘living lab’ experiments and research projects such as the Rode Loper crowd observation proj.H$!1&3!$%.!/,1*$!
91,''+/$ !project. Technologies that capture people’s electronic signals and monitor their presence can also 
C.H+,.!'1*$!+)!/D/$.,/!$%1$!'*.3#H$!*#/_!–!B%+!#/!C.%1>#&R!#&!1&!(&(/(19!B1D4!B%+!#/!9+#$.*#&R4!B%+!#/!
R1$%.*#&R!$+R.$%.*!#&!1!B1D!$%1$!,#R%$!#&3#H1$.!(&*./$^!G(H%!$.H%&+9+R#./!%1>.!$%.!'+$.&$#19!$+!*13#H199D!
H%1&R.!'(C9#H!/'1H.4!1&3!#$!#/!H(**.&$9D!(&H9.1*!%+B!$+!R+!1C+($!3.,+H*1$#/#&R!$%.,!1&3!,1_#&R!#$!'+//#C9.!$+!
+'$!+($!+)!3#R#$19!>#/#C#9#$D6!b&.!.:'.*$!#&$.*>#.B.3!,.&$#+&.3!$%1$!!

‘It’s interesting, there seems to be a move from the living lab from the sort of experimental context to 
3+!$%#&R/!'.*,1&.&$9D4!B%.*.!D+(!R.$!/+,.!_#&3!+)!H+&/.&$!/$*(H$(*.!+&!$%.!9#>#&R!91C!.:'.*#.&H.!1&3!
&+$%#&R!)+*!$%.!91*R.*!'*+[.H$/4!#/!$%1$!B%1$!Dou’re seeing as well?!I*./.1*H%.*4!#&$.*>#.B.3!JW6K6WXJMO!

3.2.3. Invisible data infrastructures 

51$1!#&)*1/$*(H$(*./!1*.!R+>.*&.3!C+$%!CD!$%+/.!B%+!/.$!$%.,!('!1&3!(/.!$%.,4!1&3!CD!B%+.>.*!#/!#&!H%1*R.!
+)!*.R(91$#&R!$%.,!#&!$.*,/!+)!/.H(*#$D!1&3!'*#>1HD6!!A%.!H+99.H$#+&!+)!3#R#$19!31$1!#&!8,/$.*31,!#/!,1&1R.3!I+*!
'+$.&$#199D!*.R(91$.3O!#&!/.>.*19!3#)).*.&$!B1D/!I/..!Z#R(*.!KOT!$%+/.!B#/%#&R!$+!H+&3(H$!*./.1*H%!+*!H+,,.*H#19!
'*+[.H$/!$%1$!#&>+9>.!H+99.H$#&R!3#R#$19!31$1!+&!*./#3.&$/!,(/$!)#*/$!H%.H_!B#$%!$%.!*.9.>1&$!3.'1*$,.&$4!1&3!
R1#&!'.*,#//#+&!)*+,!+))#H#19/!$%.*.!$+!H+99.H$!1&3!'*+H.//!$%.!31$16!A%.*.!#/!19/+!1&!#&3.'.&3.&$!H+,,#//#+&!
+&!'*#>1HD!1&3!'.*/+&19!31$14!$%.!<+,,#//#.!-.*/++&/R.R.>.&/!8,/$.*31,!I$%.!8,/$.*31,!<+,,#//#+& !)+*!
-.*/+&19!51$1O4!B%+/.![+C!#$!#/!$+!*.>#.B!1&D!*#/_/!$+!31$1!'*+$.H$#+&!#&!$%.!,(&#H#'19!H+&$.:$!1&3!$+!#&)+*,!$%.!
H#$D!H+(&H#9!1&3!13,#&#/$*1$#+&6!A%.!<-8!#/!/(''+/.3!$+!3#/H(//!#//(./!1&3!H+,'91#&$/!/(C,#$$.3!CD4!1,+&R!
+$%.*/4!$%.!H#$D!+,C(3/,1&!+*!$%.!0&$.R*#$D!b))#H.!I2(*.1(!0&$.R*#$.#$O!+)!$%.!H#$D4!C($!19/+!CD!#&3#>#3(19!
8,/$.*31,!*./#3.&$/6!A%.*.!#/!19/+!1!&1$#+&19!31$1!'*+$.H$#+&!1($%+*#$D4!$%.!<2-4!C($!$%#/!+))#H.!R.&.*199D!3.19/!
B#$%!&1$#+&19S9.>.9!#//(./!+)!31$1!,#/(/.6!0$!3+./!&+$!3.19!B#$%!1&+&D,#/.3!+*!3.S#3.&$#)#.3!31$1!+)!$%.!_#&3!
)*.`(.&$9D!(/.3!#&!/,1*$!H#$D!*./.1*H%S1&3S3.>.9+',.&$!'*+[.H$/!C.H1(/.!$%./.!1*.!.:.,'$!)*+,!31$1!
'*+$.H$#+&!91B!–!19$%+(R%4!#,'+*$1&$9D4!9+H1$#+&!31$1!#/!C.H+,#&R!1!R*.D!1*.1!)+*!eP!31$1!'*+$.H$#+&!*.R(91$#+&!
now that it is recognised that one’s location can be both identifying and can convey details about a person’s 
1H$#>#$#./!1&3!'.*/+&19!H%1*1H$.*#/$#H/6!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
WLG..!7.D,+9.&4!e64!f!2*+.3.*/4!56!IWXJJO6!0&&+H.&H.!9+/$T!<1*.!1&3!H+&$*+9!#&!5($H%!3#R#$19!D+($%!H1*.6!British 
Journal of Social Work4!1>1#91C9.!1$T!
%$$'/T\\BBB6*./.1*H%R1$.6&.$\'*+)#9.\5.&&#/g2*+.3.*/\'(C9#H1$#+&\WLLMWFLFYg0&&+H.&H.g=+/$g<1*.g1&3g<
+&$*+9g#&g5($H%g5#R#$19gh+($%g<1*.\9#&_/\MMCLF)LMXa1.XNW.NYMLX)X.6'3)!
Wa!G..4!)+*!.:1,'9.4! %$$'T\\BBB6$%../$1C9#/%,.&$6H+\WXJY\XJ\Wa\B%DS(/#&RS%1H_#&RS$+S.*13#H1$.S/.: S
$*1))#H_#&RS#/S31&R.*+(/\!
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Figure 3. Data protection at city and national level 
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The city’s data authoritD!I$%.!<-8O!#/!1!'(C9#H!H+,,#$$..!3./#R&.3!1/!1!H%.H_S1&3SC191&H.!/$*(H$(*.!)+*!$%.!
31$1!H+99.H$#+&!1&3!'*+H.//#&R!'.*,#//#+&/!#//(.3!CD!H#$D!3.'1*$,.&$/6!!0$!,..$/!*.R(91*9D4!$%.!*.H+*3/!+)!#$/!
discussions are available on the city’s website,WN!1&3!#$!#/!1!'(C9#HS)1H#&R!#&/$#$($#+&6!i+B.>.*4!+(*!*./.1*H%!
found that today’s digital data collection and use practices present a challenge to the CPA. Like the national 
1($%+*#$D4!#$!H1&&+$!C.!.:'.H$.3!$+!'*+1H$#>.9D!)#&3!.>.*D!#&/$1&H.!+)!31$1!(/.!$%1$!,1D!C.!'*+C9.,1$#H4!C($!#/!
*.9#1&$!+&!H+,'91#&$/!)*+,!$%.!'(C9#H!+*!)*+,!+))#H#19/6!A%#/!,1_./!#$!3#))#H(9$!)+*!$%.!<+,,#//#+&!$+!%1>.!1!
'*..,'$#>.!)(&H$#+&!#&!R(1*3#&R!1R1#&/$!'+$.&$#19!%1*,!)*+,!'*+[.H$/!/$#99!C.#&R!H+&H.'$(19#/.36!?+*!H1&!#$!
+'.*1$.!+&!$%.!/H19.!+&!B%#H%!31$1!#/!&+B!C.#&R!H+99.H$.3!1&3!(/.34!/#&H.!#$!,..$/!+&H.!1!,+&$%!)+*!$%*..!
%+(*/4!1&3!#$/!,.,C.*/!1*.!*.$#*.3!>+9(&$..*/!B#$%!.:'.*$#/.!#&!$%.!)#.93!+)!3#R#$19!31$1!1&3!'*#>1HD6!A%.*.!#/!
also a challenge in terms of people’s awareness of the CPA:!&+$!+&.!'.*/+&!B.!/'+_.!$+!)+*!$%#/!*./.1*H%!%13!
%.1*3!+)!$%.!<+, ,# //#.!-.*/++&/R.R.>.&/!8,/$.*31, 4!19$%+(R%!+&.!*./.1*H%.*!%13!1!'*+[.H$!$%1$4!1/!#$!91$.*!
$(*&.3!+($4!%13!C..&!1''*+>.3!CD!$%.!<-86!0&!$%#/!H1/.!$%.!'.*,#//#+&!%13!C..&!%1&39.3!CD!+&.!+)!$%.![(&#+*!
*./.1*H%.*/!1$$1H%.3!$+!$%.!'*+[.H$!/+!$%1$!$%.!'*+[.H$!9.13.*/!%13!&+$!C..&!'1*$!+)!$%.!'.*,#//#+&!'*+H.//6!

2.D+&3!$%.!H%199.&R./!+)!/H+'.!1&3!'(C9#H!1B1*.&.//!$+!3+!B#$%!$%.!<-84!$%.*.!1*.!,+*.!/$*(H$(*19!I1&3!
/'1$#19O!+C/$1H9./!$+!#$/!)(&H$#+&6!0&!$%.!H1/.!+)!,+&#$+*#&R!1&3!31$1!H+99.H$#+&!$%1$!$1_.!'91H.!#&!'*#>1$.9D!
owned space, such as for example at a football match or an arena concert, only the organisers’ permission is 
&.H.//1*D!1&3!$%.*.)+*.!&.#$%.*!3.'1*$,.&$19!1($%+*#$#./!&+*!$%.!<-8!B+(93!C.!H+&/(9$.36!P*C1&!,+C#9#$D!
*./.1*H%.*/!#&$.*>#.B.3!&+$.3!$%1$!

‘…it depends. When you monitor at an event and the event is held at a confined spot, by an event 
organiser, you don’t have to go through them [the city authorities] because you are talking!3#*.H$9D!$+!
the event organisers who do all the permissions.’ (academic transport researcher, interviewed 
Ja6K6WXJMO!

A%.*.!1*.!$%.*.)+*.!,1&D!'*+[.H$/!B%.*.!&+!'.*,#//#+&!&..3/!$+!C.!/+(R%$!)*+,!'(C9#H!1($%+*#$#./4!&+*!B+(93!
'1*$#H#'1&$/!#&!1&!.>.&$!_&+B!$%.D!B.*.!C.#&R!,+&#$+*.36!!
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Figure 4. Billboard posted in the Amsterdam metro during the 2015 SAIL event 
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‘On the governmental side, things like the criminal record. On the one hand I understand that some 
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this for his whole life, it’s kind of a CV then and that's not fair.’!
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+))#H#19!*.H+*3/!+)!199!_#&3/6!89$%+(R%!'1*$#H#'1&$/!B.*.!H9.1*9D!1B1*.!$%1$!H#$#V.&/!3+!&+$!%1>.!$%.!*#R%$!$+!
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%#R%Sprofile ‘right to be forgotten’ case against Google in 2014, where it was established that European citizens 
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1&3!'.*/+&19!/.H(*#$D6!0&!$%.!.*1!+)!C#R!31$14!'(C9#H!1($%+*#$#./!B#99!#&H*.1/#&R9D!C.!H+&)*+&$.3!CD!$%.!$.&/#+&!
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3.3. Participation in innovation  
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3.3.1 Bias in citizen involvement 

"%.&!/.9.H$#&R!+(*!)+H(/!R*+('/ !B.! 9++_.3!)+*!1!,#:$(*.!+)!1>.*1R.!H#$#V.&/!1&3!$%+/.!B%+!1*. !9#_.9D!$+!C.!
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Box 4: Social Glass 
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excluded from, the digital world. Another natural bias is that the city’s digital world tends to be skewed 
$+B1*3/!H+,,.*H#19!'1*$#H#'1$#+&!–!+&.!+)!+(*!.: '.*$!#&$.*>#.B../!B%+!B+*_/!#&!$*1&/'+*$!1&19D$#H/!&+$.3!$%1$!
$%.!H#$D!R+>.*&,.&$!B1/!_..'#&R!H#$#V.&!31$1!(&3.*!H#$D!1(/'#H./!#&!.>.*D!B1D!'+//#C9.4!$+!$%.!'+#&$!+)!
*.[.H$#&R!'*#H.S/1>#&R!H+991C+*1$#+&/!B%.*.!$%.D!B+(93!,.1&!$%1$!H+,,.*H#19!'1*$#./!,13.!,+&.D!)*+,!$%.!
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The public face of Amsterdam’s smart city projects is designed to promote a sense of possibility for 
'1*$#H#'1$#+&4!1&3!$%#/!H.*$1#&9D!.:#/$/6!i+B.>.* 4!*./'+&3.&$/!R.&.*199D!>+#H.3!1!3./#*.!$+!C.!1C9.!$+!*./#/$!1&3!
exit what they saw as ‘the system’ of data collection and use rather than to participate in it. There were 
/.>.*194!'1*$#H(91*9D!1,+&R/$!$%.!/$(3.&$!*./'+&3.&$/ 4!B%+!B.*.!.&$%(/#1/$#H!1C+($!$%.!'+//#C#9#$#./!+)!$%.!
/,1*$!H#$D!1&3!3#R#$19!31$1!H+99.H$#+&!1&3!(/.4!C($!$%.D!B.*.!#&!1!/,199!,#&+*#$D!H+,'1*.3!$+!$%+/.!B%+!B#/%.3!
$+!)#&3!B1D/!$+!*./#/$!31$1)#H1$#+&6!E1&D!/1B!$%.!/,1*$!H#$D!1/!1!&.+9#C.*194!,+3.*&#/$!'*+[.H$!–!'*+C1C9D!
C.H1(/.!+)!$%.!H.&$*19!*+9.!+)!'*#>1$.!)#*,/!–!1&3!).9$!$%1$!$%.#*!*+9.!1/!H#$#V.&/!B1/!R.$$#&R!9+/$!1,#3/$!1!*#/#&R!
$#3.!+)!3#R#$#/1$#+&6!

3.3.2. Citizen science: measuring one’s environment 

8,+&R/$!$%.!H1$.R+*D!+)!#&#$#1$#>./!$%1$!H+(93!C.!3./H*#C.3!1/!H#$#V.&!/H#.&H.!–!H+99.H$#&R!31$1!3#*.H$9D!+&!$%.!
.&>#*+&,.&$!1&3!+&!&.#R%C+(*%++3!#//(./!–!1&!#,'9#H#$!1//(,'$#+&!H1&!C.!)+(&3!$%1$!.,'+B.*,.&$!#/!1C+($!
R.$$#&R!'.+'9.!#&>+9>.3!#&!'1*$#H#'1$+*D!+'.&!31$1!H+99.H$#+&!1&3!H*.1$#&R!,+*.!/'1$#19!3#R#$19!31$1!+&!H#$#V.&S
*.9.>1&$!#//(./6!b)$.&!$%#/!,1&#)./$/!1/!+*R1&#/#&R!1!31D!B%.*.!'.+'9.!B19_!#&$+!$%.!/$*..$!B#$%!$%.#*!
/,1*$'%+&.!1&3!H+99.H$!31$1!1C+($!%+B!,1&D!#&/$1&H./!$%.*.!1*.!+)!1!'1*$#H(91*!H1$.R+*D!+)!#&$.*./$6!Z+*!
.:1,'9.4!H+(&$#&R!%+B!,1&D!'.+'9.!1*.!B19_#&R!1&3!B%1$!$%.D!1*.!3+#&R!B%#9/$!B19_#&R4!1&3!B%.$%.*!$%1$!
1)).H$/!%+B!'.+'9.!$19_!+&!$%.!/$*..$4!1/!1!'*+:D!,.1/(*.!)+*!&.#R%C+(*%++3!)*#.&39#&.//6!8!&+$1C9.!.:1,'9.!#/!
the Measuring Amsterdam event from the Hogeschool van Amsterdam’s Citizen’s Data Lab,KK!B%#H%!B1/!1!
,+,.&$!$+!)+H(/!+&!H#$#V.&!.,'+B.*,.&$!$%*+(R%!'1*$#H#'1$+*D!+'.&!31$1!H+99.H$#+&6!"%#9/$!3#/H(//#+&!3#3!
$+(H%!+&!#//(./!+)!#&H9(/#+&!#&!C+$$+,S('!#&#$#1$#>./4!$%.!.//.&H.!+)!$%.!31D!B1/!H*+B3/+(*H.3!#,1R./!+)!
H+,'91#&$/!+&!$%.!/$*..$!1&3!1!3#R#$199D!,.3#1$.3!>+$#&R!/D/$.,!)+*!'*+'+/.3!/+9($#+&/!–!C+$%!+)!B%#H%!9.1>.!
+($!$%+/.!B%+!1*.!&+$!3#R#$199D!1B1*.!1&3!1H$#>.6!

?+$B#$%/$1&3#&R!$%.!'+//#C9.!,.$%+3+9+R#H19!'*+C9.,/!#&!(/#&R!+&9D!1!'1*$#H(91*!/.R,.&$!+)!$%.!'+'(91$#+&!$+!
*.'+*$4!1&3!+&9D!1!'1*$#H(91*!/9#H.!#&!$#,.!$+!H+99.H$!31$1!1C+($!$%.!B1D!$%.!/$*..$!#/4!+&.!.:'.*$!#&$.*>#.B..!
&+$.3!$%1$!B%#9/$!,+*.!31$1!3+./!R#>.!C*+13.*!$++9/!$+!3#/H(//!&.#R%C+(*%++3!#//(./4!'1*$#H#'1$+*D!+'.&!31$1!
H+99.H$#+&!#/!&+$!.,'+B.*#&R!#&!$%.!B1D!B.!+)$.&!#,1R#&.!$%.!.,1&H#'1$+*D!'+$.&$#19!+)!$%.!#&$.*&.$6!

‘It’s a very normative take on citizen empowerment, [...] that the society is an energetic society, and if 
B.!'*+>#3.!$%.!/+H#.$D!B#$%!$%.!'*+'.*!#&)*1/$*(H$(*./!'.+'9.!H1&!.,'+B.*!$%.,/.9>./6!0$!H1&!C.!
#&/$#$($#+&19!'+9#$#H19!#&)*1/$*(H$(*./4!C($!19/+!#&)+*,1$#+&!)*+,!31$16!b&H.!D+(!_&+B!%+B!31$1!)9+B/!
+*!%+B!,1$.*#19/!1&3!'.+'9.!1*.!)9+B#&R4!D+(!H1&!,1DC.!H%1&R.!$%.!#3.1!+&!%+B!$%.!B+*93!1*+(&3!
D+(!)(&H$#+&/!1&3!%+B!D+(!B+(93!9#_.!#$!$+!)(&H$#+&6!8!9+$!+)!#$!#/!1C+($!,1_#&R!$%#&R/!$*1&/'1*.&$!)+*!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
KW!See, for example, Adam Greenfield’s Against the Smart City!I%$$'T\\BBB61*H%#$.H$(*19S
*.>#.B6H+,\1*H%#>.\*.>#.B/\$%1$S/,1*$/ S1R1#&/$S$%.S/,1*$ SH#$D\aYYLXLM6)(991*$#H9.O!
KK!%$$'T\\BBB6,.1/(*#&R1,/$.*31,6&9\!
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$%.!91*R.*!1(3#.&H.4!B%#H%!0!$%#&_!#/!_#&3!+)!1!,+*.!R.&.*19!#3.1!C.%#&3!$%.!3.>.9+',.&$!+)!
infographics. [...] Sometimes it’s a fairly technocratic narrative that goes some!B1D!19+&R!$%.!9#&./!+)!
D+(!_&+B4!B.!%1>.!$%#/!R*.1$!31$1!>#/(19#/1$#+&!+)!%+B!$%.!#,'1H$!+)!'1*$#H(91*!B1$.*!*.91$.3!'+9#HD!#&!
$%.!,(&#H#'19!1*.1!1&3!#)!B.!'*./.&$!$%#/4!$%1$!B#99!enable democratic decision making.’ !

I0&$.*>#.B!B#$%!*./.1*H%.*!1$!-2=4!JL6K6WXJMO!

The smart city’s development, then, needs $+!)#&3!1!B1D!$+!#&>#$.!#&!+$%.*!'.*/'.H$#>./!C.D+&3!$%.!
$.H%&+H*1$#H6!b$%.*B#/.!#$!#/!#&!31&R.*!+)!1!H%#H_.&S1&3S.RR!/#$(1$#+&!B%.*.!$%.!'.+'9.!#&H9(3.3!$.&3!$+!
19*.13D!C.!$%.!%#R%9D!.3(H1$.3!B%+!1*.!.:H#$.3!CD!/,1*$'%+&.!1''/4!3..'.&#&R!$%.!B.3R.!C.$B..&!#&S!1&3!
.:H9(3.36!A%.*.!#/!$%.!'+//#C#9#$D!+)!1!>#*$(+(/4!*1$%.*!$%1&!>#H#+(/!H#*H9.4!%+B.>.*4!B%.*.!'.+'9.!'1*$#H#'1$.!
>+9(&$1*#9D!#&!$%.!31$1/'%.*.!#&!+*3.*!$+!#&H*.1/.!$%.!1HH(*1HD!+)!C#R!31$1/.$/T!

‘You know, I’m much less scared [of data maximisation]!than I thought I was. I’m scared of being 
`(1*1&$#&.3!#&!1!31$1Spoor environment. I don’t know if I’m scared of city planning in a data poor 
environment or in a data rich environment. I don’t know which is weirder. Probably the poorer 
.&>#*+&,.&$!#/!1R1#&!more problematic, because yeah, it’s less accurate. … so this might also be the 
incentive for people that they know if they give away their data, that they’re at least privileged in 
/+,.!*./'.H$/4!_&+B!$%1$!H+,'1&#./!1&3!,(&#H#'19#$#./!.$H.$.*1!%1>.!$%.!Horrect data and they’re 
not on a false positive list of some kind.’ !

I;./.1*H%.* 4!#&$.*>#.B.3!JW6K6WXJMO!

A1_#&R!$%#/!H#*H(91*!3D&1,#H!)(*$%.*4!#&$.*>#.B../!B%+!B.*.!$%.,/.9>./!$.H%&+9+RD!3.>.9+'.*/!19/+!#3.&$#)#.3!
1!)..3C1H_!9++'!C.$B..&!'.*/+&19!>#/#C#9#$D!1&3!)(&H$#+&19#$D!#&!$%.!/,1*$!.&>#*+&,.&$4!.:'91#&#&R!$%1$!$%.!
+&9#&.!.H+&+,D4!'1*$#H(91*9D!1*+(&3!+'.&!/+(*H.!/+)$B1*.4!3.,1&3/!'.*/+&19!+'.&&.//!1&3!>#/#C#9#$D!#&!*.$(*&!
)+*!H*.3#C#9#$D!1&3!('$1_.!+)!#&&+>1$#+&T!!

‘I come from an openS/+(*H.!C1H_R*+(&3!and in an open source background it’s very common to put 
everything online… you create and people get to know you from what you are doing... so not telling 
1C+($!B%1$!D+(d*.!3+#&R!C($!3+#&R!#$6!2($!1/!1!H+,'1&D!D+(!&..3!$+!'*+,+$.!D+(*/.9)!1!9#$$9.!C#$!,+*.!
$%1&![(/$!'($!+&9#&.!$%.!H+3.!D+(d*.!,1_#&R…4!C.H1(/.!'.+'9.!$%1$!$1_.!$%.!3.H#/#+&!B%.$%.*!$+!%#*.!
D+(!+*!&+$!3+&d$!19B1D/!(&3.*/$1&3!$%.!H+3.6!G+!D+(!&..3!$+!$.99!,+*.!1C+($!D+(*/.9)!$%1&![(/$!
putting your code online.’ !

IZ*..91&H.!3.>.9+'.*4!#&$.*>#.B.3!WY6Y6WXJMO!

0&!R.&.*19!$%.!,+*.!$.H%&#H199D!#&>+9>.3!'.+'9.!B.!#&$.*>#.B.3!B.*.!,+*.!B#99#&R!$+!$*13.!31$1!+&!$%.#*!
1H$#>#$#./4!9+H1$#+&!1&3!,+>.,.&$!)+*!#&&+>1$#+&/!$%1$!B+(93!#&H*.1/.!$%.!.1/.!B#$%!B%#H%!$%.D!H+(93!,+>.!
$%*+(R%!$%.!H#$D4!C($!19/+4!CD!.:$.&/#+&4!'1*$#H#'1$.!#&!#$/!9#).6!A%.*.!B1/!1&!(&.1/D!C1*R1#&!.:'.*#.&H.34!
%+B.>.*4!C.$B..&!(/#&R!1&!#&&+>1$#+&!1&3!'1*$#H#'1$#&R!#&!3.>.9+'#&R!#$!CD!3+&1$#&R!31$1!–!+)$.&!C.D+&3!$%.!
'+#&$!$%1$!'.+'9.!).9$!H+,)+*$1C9.6!

[focus group participant 1]: ‘I thi&_!B.!1HH.'$!$+!R#>.!('! +(*!31$1!B%.&!#$!*.199D!1#3/!(/!#&!31#9D!9#>#&R4!
like stuff like Google Now for instance. It says like 'leave now for this and that meeting’, I find that 
1RR*.R1$#&R!$%./.!31$1!/+(*H./!jD+(*!1R.&314!#)!$%.*.!1*.!$*1))#H![1,/!+&!D+(*!*+($.4!B.1$%.*4!.$H6k!0!
)#&3!$%1$!$%#/!#/!*.199D!/,1*$4!#$d/!*.199D!%.9')(9!$+!%1>.!$%1$!/$())!1&3!0!1,!B#99#&R!$+!R#>.!+&!'*#>1HD!)+*!
$%./.!(/. SH1/./6!

j#&$.*>#.B.*kT!5+!D+(!,1_.!3.H#/#+&/!1C+($!B%+!D+(!$*(/$!$+!%1>.!D+(*!31$14!+*!#/!#$![(/$!$%1$!#$!#/!+($!
$%.*.!1&3!$%.*.!#/!&+$%#&R!D+(!H1&!3+^!
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j'1*$#H#'1&$!JkT!0)!D+(!1*.!R#>.&!$%.!H%+#H.!j1C+($!B%+!$+!$*(/$!B#$%!D+(*!31$1k!$%.&!D+(!3+!$%#&_!
1C+($!#$6!8$!9.1/$!0!3+!$%#&_!1C+($!#$6!j'1*$#H#'1&$!W!1R*../k!

j'1*$#H#'1&$!KkT!h./6!2($!)+*!1!9+$!+)!/.*>#H./!$%.*.’s no alternative. It's so well integrated with, for 
instance your phone, that you can't do without them you have to use them. You are forced.’ !

I$.H%&+9+RD!3.>.9+'.*/!)+H(/!R*+('4!K6JW6WXJMO!

b&.!,1#&!)#&3#&R!$%1$!H1,.!+($!+)!$%#/!*1&R.!+)!3#/H(//#+&/!1C+(t innovation and measuring one’s 
.&>#*+&,.&$!#/!$%.!'1*13+:!$%1$!B%.&!D+(!,.1/(*.!$%.!.&>#*+&,.&$!+*!D+(*!&.#R%C+(*%++34!D+(!19/+!
,.1/(*.!D+(*/.9)6!0&!+*3.*!$+!'1*$#H#'1$.!#&!'*+H.//./!+)!3#R#$19!#&&+>1$#+&!1&3!/,1*$&.//4!'.+'9.!,(/$!
.,C*1H.!$%.#*!>#/#C#9#ty both for the sake of the technology’s development, and for the accuracy of the data it 
B#99!'*+3(H.6!A%.!/,1*$!H#$D!#/4!CD!#$/!&1$(*.4!1!H+99.H$#>.!.&3.1>+(*4!.>.&!$%+(R%!#$!#/!C#1/.3!$+B1*3/!$+'S
3+B&!'*+H.//./!$%1$!'*#>#9.R.!$%.!$.H%&+9+R#H199D!13.'$6!!!

The other issue that came out most strongly was people’s nervousness and anxiety about being surveilled in 
'(C9#H!/'1H.4!1&3!+)!$%.#*!.>.*D31D!1H$#>#$#./!C.H+,#&R!'1*$!+)!$%.!R9+C19!31$1!,1*_.$6!Z*+,!$%.!3#/H(//#+&/!#$!
1''.1*.3!$%1$!$%#/!)..9#&R!/$.,,.3!9.//!)*+,!H+&H*.$.!.>#3.&H.!+)!/(*>.#991&H.!$%1&!)*+,!$%.!_&+B9.3R.!$%1$!
199!$%.#*!+&9#&.!1H$#>#$#./!B.*.!,+&#$+*.3!1&3!,+&.$#/.34!$%1$!31$1!C*.1H%./!CD!$*(/$.3!1($%+*#$#./!1&3!)#*,/!
1*.!)*.`(.&$4!1&3!$%1$!$%.D!/#R&.3!1B1D!$%.#*!'*#>1HD!B%.&.>.*!$%.D!1HH.'$.3!1!(/.*!1R*..,.&$6!A%./.!
.9.,.&$/!H+,C#&.3!$+!H*.1$.!1!/.&/.!+)!3#/$*(/$!$+B1*3/!31$1SR1$%.*#&R!#&!R.&.*194!.:H.'$!)+*!$%.!,+/$!C1/#H!
)(&H$#+&/!+)!H#$#V.&/%#'!B%#H%!$%.D!1HH.'$.3!%13!*.,1#&.3!,(H%!$%.!/1,.4!C($!%13!C..&!3#R#$#/.36!A%.!1&:#.$D!
1&3!).1*!R.&.*1$.3!CD!(C#`(#$+(/!31$1!H+99.H$#+&!seem to strongly influence people’s feelings about smart city 
'*+[.H$/!1&3!#&)*1/$*(H$(*./4!/+!$%1$!$%.D!)..9!9.//!1!/.&/.!+)!'+//#C#9#$D!1&3!,+*.!*./#R&1$#+&!$+!C.#&R!31$1!
/(C[.H$/6!Z#&3#&R!B1D/!$+!R1#&!'(C9#H!H+&)#3.&H.!1''.1*/!$+!C.!1!H.&$*19!H%199.&R.!)+*!$%.!/,1*$!H#$D!
,+>.,.&$6! !

4. Ways forward: integrating the citizen into the geo-
information infrastructure 

4.1. How can the city regulate the urban datasphere? 

e>.&!$%+(R%!#$!+&9D!H+&$*+9/!1!/,199!'+*$#+&!+)!$%.!31$1!$%1$!H#*H(91$./!#&!$%.!,1//#>.!R9+C19!31$1/'%.*.4!the 
city has great power to establish and enforce good practices to do with data6!<#$D!1($%+*#$#./!%1>.!$%.!'+B.*!
$+!procure new technologies and infrastructure4!1&3!$%(/!$+!#&)9(.&H.!$%.!3.>.9+',.&$!+)!$.H%&+9+RD!1&3!
31$1C1/./!3#*.H$9D6!A%.D!19/+!%1>.!power over education!I#3.&$#)#.3!CD!,1&D!)+H(/!R*+('!'1*$#H#'1&$/!1/!1!
H*#$#H19!,#//#&R!9#&_!#&!'*+,+$#&R!R*.1$.*!'(C9#H!31$1!1B1*.&.//!1&3!.&R1R.,.&$O4!C.H1(/.!$%.D!1*.!)(&3.*/4!
1&3!H1&!$%.*.)+*.!#&)9(.&H.! –!$%+(R%!&+$!3#H$1$.!–!31$1!*./'+&/#C#9#$D6KF!<#$#./!19/+!%1>.!$%.!1C#9#$D!$+!stimulate 
the regional economy4!1&3!$%(/!H1&!#&)9(.&H.!1!C*+13!*1&R.!+)!$D'./!+)!*.R#+&19!3.>.9+',.&$!1&3!#&&+>1$#+&6!

A%.!/H.&1*#+SC(#93#&R!.9.,.&$!+)!+(*!*./.1*H%!#&!H+,C#&1$#+n with the focus groups’ responses to those 
/H.&1*#+/!/(RR./$!$%1$!H#$#./!H1&!19/+!manage their partnerships with the private sector!#&!B1D/!$%1$!'*+,+$.!
1!,+*.!#&H9(/#>.!1&3!3.,+H*1$#H!31$1/'%.*.4!#&!B1D/!&+$!9#,#$.3!$+!$%.!'*+H(*.,.&$!+)!$.H%&+9+R#H19!/D/$.,/6!
A%.D!H1&!H*.1$.!H+&$*1H$/!$%1$!.&/(*.!H#$D!1($%+*#$#./!%1>.!)(99!1HH.//!$+!31$1!/$.,,#&R!)*+,!$%.!'*+>#/#+&!+)!
'(C9#H!/.*>#H./c!$%.D!H1&!create public consultations!1*+(&3!$%.!3.>.9+',.&$!+)!/D/$.,/!1&3!#&)*1/$*(H$(*./4!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
KF! !Z+*!.:1,'9.4!*.R1*3#&R!H+&&.H$#&R!H%#93*.&!$+!$%.!31$1!,1*_.$!$%+(R%!/H%++9!91'$+'!#&#$#1$#>./T!
%$$'/T\\BBB6.))6+*R\/$(3.&$'*#>1HDSH1/./$(3D^)*+,]/$(3.&$ S'*#>1HD!
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C*#&R#&R!$%.!'(C9#H!#&$+!$%.!3.H#/#+&,1_#&R!'*+H.//!1C+($!B%1$!$%.!H#$D!&..3/4!C($!19/+!%+B!#$!/%+(93!)(&H$#+&!
1&3!B%1$!_#&3!+)!#&)+*,1$#+&!$%.D!1*.!'*.'1*.3!$+!H+&$*#C($.6!A%.D!H1&!19/+!'*+,+$.!'(C9#H!3#/H(//#+&/!1C+($!
H+&/.&$4!'*#>1HD!1&3!1($+&+,D!B#$%!*.R1*3!$+!3#R#$19!31$1!–!+(*!)#&3#&R/!/(RR./$!$%1$!$%.!3#*.H$!'.*/+&19!
H+&&.H$#+&/!)+*,.3!$%*+(R%!H#$D!/.*>#H./!/(H%!1/!B.9)1*.!1&3!.,'9+D,.&$4!'.*,#$/!1&3!H#$#V.&!*.R#/$*1$#+&!
+)).*!1&!+''+*$(&#$D!$+!C*.1_!3+B&!C1**#.*/!+)!,#/(&3.*/$1&3#&R!1&3!91H_!+)!#&)+*,1$#+&4!1&3!$+!C+$%!#&)+*,!
1&3!#&>#$.!)..3C1H_!1C+($!31$1!(/.!1&3!/%1*#&R6!A%./.!'+#&$/!+)!H+&$1H$4!%+B.>.*4!1*.!C.#&R!.*+3.3!CD!
3#R#$#/1$#+&6!Z+*!.:1,'9.4!1$!$%.!$#,.!+)!B*#$#&R!H%1&R./!1*.!'91&&.3!$%1$!B#99!3#R#$#/.!#&$.*1H$#+&/!C.$B..&!$%.!
H#$D!1&3!B.9)1*.!1''9#H1&$/6KM!

b&.!H+&H*.$e opportunity presented by the city’s position as an alternative to the commercial datasphere is 
&+$!$+!C(#93!1!)($(*.!1/!1!31$1!C*+_.*!C.$B..&!H#$#V.&/!1&3!'*#>1$.!/.H$+*!H+&$*1H$+*/4!C($!#&/$.13!$+!#&&+>1$.!
CD!'*./.*>#&R!#$/!13>1&$1R.!1/!1!closed loop in terms of data processing and sharing6!A%.!H#$D!%1/!/+!)1*!
*./#/$.3!199+B#&R!H+,,.*H#19!)#*,/!$+!/.99!+&!31$1!R1$%.*.3!1/!1!*./(9$!+)!/,1*$!H#$D!*./.1*H%!1&3!3.>.9+',.&$!
'*+[.H$/6!i+B.>.*4!1''/!1*.!C.H+,#&R!$%.!/%+*$./$!*+($.!$+!H+&&.H$#&R!'.+'9.!$+!/.*>#H./4!1&3!1''/!1*.!C(#9$!
+&!1!,+3.9!B%.*.!3.>.9+'.*/!1,1//!199!$%.!31$1!)*+,!$%.#*!(/.6!i+B.>.*4!$%.!H#$D!%1/!1!,+&+'/+&DKY!+&!$%.!
'1*$#H(91*!/.*>#H./!#$!'*+>#3./!–!)+*!.:1,'9. !'(C9#H!#&)*1/$*(H$(*.4!B.9)1*.!1&3!*.R#/$*1$#+&!'*+H.//./!–!1&3!
H+(93!'+$.&$#199D!3.>.9+'!1''/!+)!#$/!+B&!$%1$!B+(93!&+$!/%1*.!31$1!B#$%!+($/#3.!'1*$#./6!A%.!1''!.H+&+,D!
H+(93!$%(/!3.>.9+'!#&$+!1!B#&SB#&!)+*!$%.!'(C9#H!#&!$.*,/!+)!(*C1&!/.*>#H.!'*+>#/#+&4!'*+>#3#&R!'.*/+&19#/.3!
/.*>#H.!1&3!199+B#&R!*.19S$#,.!)..3C1H_!B%#9.!19/+!'*./.*>#&R!'*#>1HD6!!8&+$%.*!+''+*$(&#$D!)+*!$%.!H#$D!#/!$+!
H+&/#3.*!*.$1#&#&R!–!+*!.>.&!#&H*.1/#&R!S!points of face-to-face encounter!C.$B..&!R+>.*&,.&$!1&3!H#$#V.&/!1/!
3#R#$#/1$#+&!'*+R*.//./6!8/!)+H(/!R*+('!'1*$#H#'1&$/!%1>.!'+#&$.3!+($4!#$!#/!3#))#H(9$4!#)!&+$!#,'+//#C9.4!$+!
'.*/+&199D!/'.1_!$+!,(&#H#'19!H#>#9!/.*>1&$/ !#&!*.91$#+&!$+!,+/$!+'.*1$#+&/!+)!(*C1&!H#$#V.&/%#'6!

b&.!,1[+*!#//(.!$+!C.!/+9>.3!#)!$%.!31$1)#.34!/,1*$!H#$D!#/!$+!/.*>.!199!#$/!'.+'9.!*1$%.*!$%1&![(/$!$%.!,+/$!
$.H%&+9+R#H199D!#&$.R*1$.3!#/!$%1$!+)!tailoring data collection and sharing to context6!-%#9+/+'%.*!i.9.&!
?#//.&C1(,!%1/!B*#$$.&KL!1C+($!%+B!$%.!B1D!$+!H*.1$.!1&3!'*./.*>.!$*(/$!1,+&R/$!$.H%&+9+RD!(/.*/!#/!$+!_..'!
31$1!#&!H+&$.:$(19!/$*.1,/!–!)+*!#&/$1&H.4!#)!0!R#>.!1!'*+>#3.*!,D!'.*/+&19!3.$1#9/!#&!+*3.*!$+!.&/(*.!0!*.H.#>.!,D!
'.&/#+&!+*!1''*+'*#1$.!%.19$%H1*.4!0!/%+(93!&+$!$%.&!*.H.#>.!,1*_.$#&R!C1/.3!+&!$%1$!#&)+*,1$#+&!)*+,!
H+,,.*H#19!H+,'1&#./6!b))#H#19!31$1!H+99.H$#+&!)+*!'(*'+/./!+)!*.R#/$*1$#+&4!%+B.>.*4!$.&3/!$+!,1//!'.+'9.!
$+R.$%.*!#&!B1D/!$%1$!>#+91$.!$%.!H+&$.:$(19!#&$.R*#$D!+)!$%.#*!#&)+*,1$#+&6!8!*.R#/$*1$#+&!'*+H.//!$%1$!#/!
(&'*+C9.,1$#H!)+*!1!%1#*3*.//.*!,1D!C.!.:'.*#.&H.3!1/!1C(/#>.!CD!1!/.:!B+*_.* 4!/#&H.!B%1$!#/!'+/#$#>.!'(C9#H#$D!
)+*!+&.!#/!1!>#+91$#+&!)+*!$%.!+$%.*6!0&!)1H$4!1&D!*.R#/$*1$#+&!/D/$.,!$%1$!1''9#./!$%.!/1,.!*(9./!$+!#&3#>#3(19!
+'.*1$+*/!1/!$+!H+99.H$#>.!)#*,/!#/!9#_.9D!$+!.:'.*#.&H.!'*+C9.,/!#&!$.*,/!+)!1HH(*1$.!#&)+*,1$#+&4!1/!'.+'9.!B#99!
.,'9+D!,.1/(*./!$+!C.H+,.!9.//!>#/#C9.!1&3!3.H*.1/.!$%.!'+$.&$#19!)+*!'*+C9.,/4!1&3!$%+/.!,.1/(*./!B#99!
$%.&!3.H*.1/.!$%.!*.9#1C#9#$D!+)!$%.!31$1C1/.6!8!H#$D!B%.*.!.>.*D+&.!#/!)+*H.3!$+!C.!.`(199D!>#/#C9.!B+(93!C.!1!
'*+)+(&39D!3D/)(&H$#+&19!'91H.!$+!9#>.6!8/!+&.!+)!+(*!#&$.*>#.B../!/(RR./$.34!1&D+&.!B%+!$%#&_/!$%.D!%1>.!
&+$%ing to hide and therefore doesn’t need control over their visibility should try removing their bedroom 
H(*$1#&/6!0&/$.134!+&.!/(RR./$#+&!$%1$!1*+/.!#&!+(*!)+H(/!R*+('/!B1/!$%1$!*1$%.*!$%1&!H*.1$#&R!+&.!/+9($#+&!$+!
)#$!1994!$%.!R+>.*&,.&$!H+(93!3.>.9+' !/.'1 *1$.!+&9#&.!/'1H./!+*!H91//#)#H1$#+&/!$+!H1$.*!$+!'1*$#H(91*!31$1!'*#>1HD!
&..3/6!

!
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KM!! -.*/+&19!H+&>.*/1$#+&!C.$B..&!'*+[.H$!*./.1*H%.*!1&3!8,/$.*31,! B.9)1*.!3#R#$#/1$#+&!'*+[.H$!
,1&1R.*4!JL6Y6WXJY!
KY! !8!H+&3#$#+&!B%.*.!1!/#&R9.!C(D.*!#/!/+!'+B.*)(9!$%.D!H1&!3.$.*,#&.!B%1$!#/!'*+3(H.36!
KL!%$$'T\\BBB6$%.1$91&$#H6H+,\$.H%&+9+RD\1*H%#>.\WXJW\XK\$%.S'%#9+/+'%.*SB%+/.S)#&R.*'*#&$/S1*.S199S+>.*S
$%. S)$H/S&.BS1''*+1H%S$+S'*#>1HD\WMFKYM\!



<(/$+,.*/4!(/.*/!+*!H#$#V.&/^!0&H9(/#+&4!/'1$#19!31$1!1&3!R+>.*&1&H.!#&!$%.!/,1*$!H#$D!

WN!
!

4.2. Citizen insecurities and alternative visions 

i#/$+*#1&!U1&!i+9>1/$4!#&$.*>#.B.3!)+*!$%#/!'*+[.H$4!.:'91#&.3!%+B!$%.!5($H%!H.&/(/!C+DH+$$!+)!JNLX!+HH(**.36Ka!
A%.!H.&/(/!$%1$!D.1*!B1/!$+!C.!H+,'($.*#/.34!B#$%!.1H%!'.*/+&!199+H1$.3!1!&(,C.*!1&3!$%.#*!3.$1#9/!H+991$.3!
(/#&R!'(&H%H1*3/6!A%.!`(./$#+&&1#*.!3.9>.3!#&$+!'*#>1$.!#//(./!/(H%!1/!'.*/+&19!>#.B/4!#&H+,.!1&3!%1&3#H1'/4!
1&3!'1*$#H#'1$#+&!B1/!,13. !H+,' (9/+*D4!B#$%!&+&H+,'9#1&H.!'(&#/%1C9.!B#$%!.#$%.*!1!/#R&#)#H1&$!)#&.!+*!1!
'*#/+&!/.&$.&H.6!899!$%./.!)1H$+*/!*.,#&3.3!'.+'9.!+)!$%.!?1V#!+HH('1$#+&4!when IBM’s automated tabulation 
/D/$.,/!B.*.!(/.3!+&!H.&/(/!31$1! $+!#3.&$#)D4!>#H$#,#/.!1&3!3.'+*$!U.B#/%!1&3!+$%.*!(&3./#*.3!H#$#V.&/6!-.+'9.!
).9$!$%*.1$.&.34!C($!19/+!'*+$.H$#>.!+)!,1*R#&19#/.3!R*+('/!1&3!#&!'1*$#H(91*!(&3+H(,.&$.3!,#R*1&$/6!0&!
*./'+&/.4!$%.*.!*+/.!('!1!'+'(91*!*./#/$1&H.!$+!$%.!H.&/(/!$%1$!*./(9$.3!#&!#$/!1C+9#$#+&!1&3!*.'91H.,.&$!CD!1!
,(&#H#'19!*.R#/$.*4!B%#H%!'.*/#/$/!$+!$%#/!31D6!!

Holvast’s history of the boycott is relevant to this report for several reasons. First, it demonstrates the deeply 
embedded insecurity about being counted, categorised and recorded!$%1$!#/!C.#&R!*.1B1_.&.3!CD!
31$1)#H1$#+&6!A%#/!#&/.H(*#$D!B1/!>+#H.3!CD!199!+(*!#&$.*>#.B../!B#$%+($!.:H.'$#+&4!#&H9(3#&R!$.H%&+9+RD!
3.>.9+'.*/4!31$1!/H#.&$#/$/4!1H13.,#H!*./.1*H%.*/!#&>+9>.3!#&!/,1*$!H#$D!'*+[.H$/!1&3!H#$D!+))#H#19/!$%.,/.9>./6!
G.H+&34!$%.!,1#&!R*+('!$%1$!3*+>.!$%.!H.&/(/! '*+$./$!B1/!#&!8, /$.*31, 4!B%.*.!'.+'9. !C+$%!*.[.H$.3!$%.!
.H%+./!+)!$%.!?1V#!bHH('1$#+&4!C($!19/+!).9$!/+9#31*#$D!B#$%!$%+/.!B%+!B+(93!C.!3#/13>1&$1R.3!+*!,1*R#&19#/.3!
CD!$%.!31$1!H+99.H$#+&!,.$%+3/!'*+'+/.36!Z#&199D4!$%.!/$+*D!#/!#,'+*$1&$!C.H1(/.!#$!.H%+./!+(*!19$.*&1$#>.!
/,1*$!H#$D!/H.&1*#+4!‘Anonydam’, a less individually visible but more interdependent (*C1&!'+'(91$#+&!+)!$%.!
_#&3!.&>#/1R.3!CD!831,!Q*..&)#.93!#&!%#/!P*C1&GH19.!'*+[.H$6KN!

0$!#/!'+//#C9.!$+!`(./$#+&!%+B!/+H#199D!#&$.*3.'.&3.&$!'.+'9.!1*.!B#99#&R!$+!C.!$+31D4!#&!H+,'1*#/+&!$+!$%.!
Amsterdam community of 1970. Holvast notes that ‘the most important difference between now and then is 
$%1$!$%.&!B.!B.*.!$19_#&R!1C+($!our!'*#>1HD4!1&3!&+B!B.!1*.!$19_#&R!1C+($!my!privacy’. This was also a )#&3#&R!
+)!+(*!*./.1*H%T!'.+'9.!B.*.!H+&H.*&.3!1C+($!'*#>1HD!,1#&9D!#&!$%.!H+&$.:$!+)!$%.#*!#&3#>#3(19!*.91$#+&/%#'!
B#$%!$%.#*!+&9#&.!B+*934!+*!B#$%!$%.!H#$D4!*1$%.*!$%1&!1C+($!$%.!'*#>1HD!+)!$%.#*!)1,#9#./!+*!$%.#*!&.$B+*_/6!A%#/!
/(RR./$/!$%1$!B%1$!H+&/$#$($./!R++3!31$1!R+>.*&1&H.!%1/!.>+9>.3!/#&H.!JNLX6!0&/$.13!+)!'*+$.H$#&R!$%.!,+/$!
>(9&.*1C9.4!'.+'9.!1*.!#&$.*./$.3!#&!1!/D/$.,!$%1$!'*+$.H$/!$%.!H#$#V.&!(/.*4!$%.!H+&$*#C($+*!+)!31$1!–!D.$!
%+B.>.*!#&3#>#3(19#/$#H!$%1$!#3.14!#$!H1&!C.!1*R(.3!$%1$!1!/D/$.,!$%1$!'*+$.H$/!+&.!#&3#>#3(19!H1&!C.!,13.!$+!
'*+$.H$!199!#&3#>#3(19/6!8!,+*.!*./'+&/#>.!/D/$.,!C.&.)#$/!.>.*D+&.4!1&3!#/!19/+!'+$.&$#199D!,+*.!#&H9(/#>.6!2($!
B%1$!B+(93!/(H%!1&!#&H9(/#>.!(*C1&!31$1!R+>.*&1&H.!/$*(H$(*.!9++_!9#_.^!0$!#/!%1*3!$+!#,1R#&.!1!/D/$.,!$%1$!#/!
#&&+>1$#>.!1&3!$1_./!13>1&$1R.!+)!H(**.&$!$.H%&+9+R#H19!'+//#C#9#$#./4!C($!$%1$!#/!19/+!1HH.//#C9.!1&3!)*#.&39D!$+!
$%.!.93.*9D4!$%.!,1*R#&19#/.34!$%.!9.//!.3(H1$.3!1&3!$%.!9+B.*S#&H+,.4!1&3!$%1$!199+B/!1!H.*$1#&!3.R*..!+)!
+'$#&R!+($!–!1$!9.1/$!#&!$.*,/!+)!,1//!31$1!H+99.H$#+&6!!G(H%!1&!#&H9(/#>.!R+>.*&1&H.!/$*(H$(*.!B+(93!19/+!%1>.!
$+!3.19!B#$%!$%.!9.//!>#/#C9.!)+*,/!+)!31$1!H+99.H$#+&!1&3!(/.4!+)!B%#H%!'.+'9.!1*.!,+/$9D!(&1B1*.6!

A%.*.!1*.!two different conceptualisations of informational privacy!$%1$!.,.*R.!C+$%!)*+,!$%.!9#$.*1$(*.!1&3!
)*+,!$%#/!/$(3DT!+&.!#/!C1/.3!+&!1!,+3.9!+)!'*#>1$.!'*+'.*$D!B%.*.!$%.!#&3#>#3(19!_..'/!H+&$*+9!+)!#&)+*,1$#+&!
1C+($!%#/!+*!%.*/.9)6!A%#/!>#/#+&!+)!'*#>1HD!#&>+9>./!_..'#&R!$%.!'(C9#H!/'%.*.!+($!+)!$%.!'*#>1$.!/'%.*.6!A%.!
/.H+&3!>#/#+&!#/!about preserving the integrity of one’s personal infosphere, and thus keeping a personal space 
B#$%#&!B%#H%!*.91$#+&/%#'/4!/%1*#&R!1&3!1($+&+,D!H1&!C.!H*.1$.3!1&3!'*./.*>.36!A%.!/.H+&3!*.91$./!,+/$!
H9+/.9D!$+!$%.!)#&3#&R/!+)!$%#/!*./.1*H%6!2+$%!,+3.9/! +)!' *#>1HD!%1>.!1!/'1$#19!1/'.H$T!$%.!'.*/+&19!/'%.*.!#/!
H+&H.#>.3!1/!1!/'1H.!B#$%#&!B%#H%!+&.!)(&H$#+&/4!1&3!B#$%#&!B%#H%!+&.!H1&!H%++/.!$+!1HH.'$!+*!*.[.H$!H+&$1H$!
+)!>1*#+(/!_#&3/6!".!3+!&+$!1*R(.!$%1$!/'1$#19!31$1!3./.*>./!/'.H#19!H+&/#3.*1$#+&!#&!$.*,/!+)!(*C1&!31$1!
R+>.*&1&H.4!C($!$%1$!$%.*.!#/!1!/'1$#19!1/'.H$!C+$%!$+!B%1$!+(*!*./'+&3.&$/!B#/%!$+!/..!H*.1$.3!–!data 
infrastructures that serve people as citizens and that open up the city to its people, rather than just opening 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
Ka!%$$'T\\BBB6&'+R./H%#.3.&#/6&9\1&3.*.S$#[3.&\1)9.>.*#&R.&\WXJJSWXJW\@+9_/$.99#&R6%$,9!
KN!%$$'T\\(*C1&/H19.6+*R\1C+($\!
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up the people to the city!–!1&3!/#,#91*9D!1!/'1$#19!1/'.H$!$+!B%1$!$%.D!B#/%!$+!'*./.*>.4!B%.$%.*!$%1$!/'1H.!#/!
>#/(19#/.3!1/!$%.!%+,.!+*!$%.!/.9)6!2+$%!+(*!,+>.,.&$/!1&3!$%.!'91H./!B%.*.!B.!/$1D!/$#99!$.99!19,+/$!1/!,(H%!
1C+($!(/!1/!+(*!#&$.*&.$!/.1*H%!%#/$+*D4!C($!1*.!/#R&#)#H1&$9D!9.//!B.99!'*+$.H$.36!!!

4.3. What capacity needs to be built by cities? 

".!/$1$.3!1$!$%.!/$1*$!+)!$%#/!*.'+*$!$%1$!B.!1*.!#&$.*./$.3!#&!)($(*.!$.H%&+9+R#H19!3.>.9+',.&$/4!1&3!#&!$%.!
.,.*R#&R!'*+C9.,/!+)!(*C1&!31$1!R+>.*&1&H.4!#&)+*,.3!CD!B%1$!H1&!C.!/..&!#&!'*1H$#H.!$+31D6!A%(/!B.!*.$(*&!
$+!+(*!H.&$*19!`(./$#+&/T!)#*/$4!!B%1$!+*R1&#/1$#+&19!1&3!R+>.*&1&H.!/$*(H$(*./!1*.!&.H.//1*D!)+*!1!/+(&3!1&3!
#&&+>1$#>.!/'1$#19!31$1!#&)*1/$*(H$(*.!#&!8,/$.*31,^!8&3!/.H+&34!%+B!/%+(93!$%.!H#$D!133*.//!$%.!&..3/4!
'*#>1HD!*#R%$/!1&3!*./'+&/#C#9#$#./!+)!H#$#V.&/!B%+!H*.1$.!1&3!(/.!/'1$#19!31$1^!0&!*./'+&/.!$+!$%.!)#*/$4!+(*!
findings suggest that the city’s management of its own data is an important capacity to build. Cities that have 
)+99+B.3!$%#/!,+3.9!)#&3!$%.,/.9>./!B#$%!,+*.!+'$#+&/!B#$%!*.R1*3!$+!$%.#*!.&R1R.,.&$!B#$%!$%.!'*#>1$.!
/.H$+*4!1&3!19/+!'+$.&$#199D!B#$%!C.$$.*!H+&&.H$#+&/!$+!$%.#*!H#$#V.&/!1&3!,+*.!+''+*$(&#$#./!$+!C(#93!$*(/$!
1*+(&3!31$1!H+99.H$#+&!1&3!(/.6!0&!*./'+&/.!$+!$%.!/.H+&3!`(./$#+&4!there is an!emerging democratic deficit!
B#$%!*.R1*3!$+!$%.!B1D!31$1!#/!H+99.H$.3!1&3!(/.36!51$1!#/!.//.&$#19!$+!3.,+H*1$#H!*.'*./.&$1$#+&T!$%.!/+H#19!
H+&$*1H$!.&$1#9/!'.+'9.!,1_#&R!$%.,/.9>./!R+>.*&1C9.!#&!*.$(*&!)+*!R++3!R+>.*&1&H.4!1&3!>#/#C#9#$D!#/!1!
&.H.//1*D!H+,'+&.&$!+)!R+>.*&1&H.6!i+B.>.*4!$%.!,+*.!.))#H#.&$9D!/D/$.,/!H*.1$.!>#/#C#9#$D4!$%.!,+*.!
3.,+H*1$#H199D!H+&$*+99.3!$%.D!,(/$!C.6!b&.!B1D!$+!+'.*1$#+&19#/.!$%#/!#/!)+*!$%.!H#$D!$+!'+/#$#+&!#$/.9)!1/!1!
$*(/$.3!#&$.*,.3#1*D4!3.>.9+'#&R!#$/!+B&!31$1!/H#.&$#)#H!1R.&31!1&3!)+/$.*#&R!31$1!/H#.&$#)#H!#&&+>1$#+&!B#$%#&!
#$/!+B&!C(*.1(H*1HD6!0&!$%.!#&$.*&19!.&>#*+&,.&$4!$%.!#&H.&$#>./!)+*!,+&.$#/#&R!31$1!1*.!,#&#,#/.3!1&3!$%+/.!
)+*!H*.1$#&R!.))#H#.&$4!31$1SH+&/.*>1$#>.!/.*>#H./!1*.!,1:#,#/.36!<*.1$#&R!$%#/!&.B!/'1H.!)+*!31$1!/H#.&H.!,1D!
C.!$%.!,+/$!.)).H$#>.!B1D!$+!#&>+9>.!'.+'9.!1&3!C(#93!$*(/$!#&!$%+/.!3#R#$19!+'.*1$#+&/!$%1$!1*.!C./$!'.*)+*,.3!
*.,+$.9D4!/(H%!1/!31$1!1&19D$#H/!)+*!'1*_#&R!199+H1$#+&4!.&.*RD!,1&1R.,.&$!+*!)#*.!/1).$D6!

"%1$!#/!&.H.//1*D!$+!1H%#.>.!$%./.!#3.19/^!Z#*/$4!technical capacity within the city administration4!1/!B.99!1/!
'1*$&.*/%#'/!B#$%!#&&+>1$+*/!+($/#3.!#$!&..3!$+!C.!C(#9$6!A%#/!#/!+HH(**#&RT!$%.!H#$D!%1/!31$1!/H#.&$#/$/!+&!/$1))!
1&3!#/!3.>.9+'#&R!#$/!H1'1H#$D6!b(*! '*+).//#+&19!3.>.9+'.*!#&$.*>#.B../4!%+B.>.*4!%13!*.91$#>.9D!9#$$9.!)1#$%!#&!
governmental technical capacity, and therefore felt resigned to the city’s data .>.&$(199D!)+*,#&R!'1*$!+)!$%.!
R9+C19!31$1!,1*_.$6!i+B.>.*4!$%#/!#/!&+$!#&.>#$1C9.!–!$%.*.!#/!19/+!$%.!+'$#+&!$+!'*#+*#$#/.!C(#93#&R!#&$.*&19!
H1'1H#$D!$+!C191&H.!+($!$%.!'1*$#H#'1$#+&!+)!H+&$*1H$+*/6!0)!H#$D!,1&1R.*/!H1&!C.$$.*!1(3#$!B%1$!31$1!#/!
'*+3(H.3!1&3!%+B!#$!#/!'*+H.//.34!$%.D!B#99!C.!C.$$.*!'+/#$#+&.3!C+$%!$+!(/.!#$!1&3!$+!1H$!1/!1!*./'+&/#C9.!
#&$.*,.3#1*D!)+*!$%.!H#$#V.&/!B%+!'*+3(H.!#$6!

A%#/!9.13/!C1H_!$+!$%.!%(,1&!3#,.&/#+&!+)!31$1!R+>.*&1&H.T!C(#93#&R!1!,+*.!#&H9(/#>.!31$1/'%.*.!19/+!,.1&/!
.&R1R#&R!B#$%!/+,.!'+$.&$#199D!(&H+,)+*$1C9.!'+9#$#H19!3.C1$./!1C+($!#//(./!/(H%!1/!'*+)#9#&R4!B%1$!/%+(93!
$*#RR.*!31$1S/%1*#&R!1H*+//!H+&$.:$/4!1&3!–!'.*%1'/!,+/$!#,'+*$1&$9D!–!%+B!$+!include currently marginalised 
groups in the discussion about data governance6!b&.!.:1,'9.!+)!$%#/!'*+C9.,!#/!#99(/$*1$.3!CD!$%.!*./#/$1&H.!
B.!.&H+(&$.*.3!)*+, !H#$D!R1$._..'.*/!B%.&!B.!$*#.3!$+!.&R1R.!B#$%!+&.!'1*$#H(91*!R*+('!–!/.:!B+*_.*/ !–!
1C+($!$%.#*!31$16!8$!+&.!'+#&$!B.!B.*.!$+93!B.!H+(93!&+$!#&>#$.!1!R*+('!$+!3#/H(//!3#R#$19!31$1!C.H1(/.!$%.D!
B+(93!&+$!(&3.*/$1&3!+(*!*./.1*H%. ‘They will not understand these questions,’ a city official told us, ‘they are!
not sex workers for nothing.’ In fact, the sex workers with whom we were able to engage on these questions 
B.*.!/+,.!+)!$%.!,+/$!.3(H1$.3!1&3!1*$#H(91$.!'.+'9.!B.!,.$!#&!$%.!H+(*/.!+)!$%.!'*+[.H$4!1&3!'*+>#3.3!/+,.!
+)!$%.!C./$S1*$#H(91$.3!#&/#R%$/!+)!1&D!R*+('6!!

8&+$%.*!'1*$!+)!$%.!%(,1&!3#,.&/#+&!#/!strengthening and engaging with intermediary institutions4!/(H%!1/!
$%.!<+, , #//#.!-.*/++&/R.R.>.&/!8,/$.*31 ,!C($!19/+!H#$#V.&!+*R1&#/1$#+&/!/(H%!1/!$%.!"11R!G+H#.$D4!2#$/!+)!
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Z*..3+,!1&3!1H$#>#/$/!)+*!'1*$#H#'1$+*D!31$1!/(H%!1/!G$#H%$#&R!Q;J-6FX!A%./.!#&/$#$($#+&/!'.*)+*,!$%.! >19(1C9.!
)(&H$#+&!+)!H.&$*19#/#&R!#&)+*,1$#+&!1C+($!B%1$!B+*_/!1&3!B%1$!#/!'*+C9.,1$#H4!1&3!1H$!1/!1!H+(&$.*C191&H.!$+!
$%.!3#/$*#C($.3!31$1!#&)*1/$*(H$(*./!$%1$!H%1*1H$.*#/.!$%.!(*C1&!R+>.*&1&H.!H%199.&R.6!A%.!<-84!9#_.!$%.!
&1$#+&19!31$1!'*+$.H$#+&!1($%+*#$D!$%.!<2-4!#/!+>.*/$*.$H%.3!#&!$.*,/!+)!#$/!,1&31$.6!A%.!<+,,#//#+&!#/!*(&!
1&3!/$1)).3!CD!'.+'9.!B#$%!/#R&#)#H1&$!.:'.*$#/.!B%+!1*.!H+,,#$$.3!$+!$%.#*!*+9.!#&!/1).R(1*3#&R!'*#>1HD!#&!$%.!
H#$y. However, the challenges of today’s smart city programs seem to require a huge increase in the amount of 
1$$.&$#+&!1''*+'*#1$.!$+!1//.//#&R!$%.!'*#>1HD!H+&H.*&/!*1#/.3!CD!31$1)#H1$#+&6!

Z#&199D4!the rules may also need to change!#)!#&)+*,1$#+&!#&)*1/$*(H$(*./!1*.!$+!1&/B.*!$%.!&..3/!+)!$%.!/,1*$!
H#$D6!!Z+*!.:1,'9.4!$%.!*(9./!)+*!31$1!'.*,#//#+&/!/%+(93!C.!1C9.!$+!H*+//!C.$B..&!'(C9#H!1&3!'*#>1$.9DS
,1&1R.3! /'1H. !–!)*+,!$%.!/$*..$!$+!$%.!)++$C199!/$13#(,4!+*!$%.!,.$*+!/$1$#+&!$+!$%.!&#R%$H9(C!+*!.>.&!C*+$%.9!
–![(/$!1/!#&3#>#3(19/!1&3!$%.#*!31$1!3+6!i1>#&R!3#)).*.&$!/.$ / !+)!*(9./!)+*!$%.!H+99.H$#+&!+)!31$1!#&!'(C9#H9D!>.*/(/!
'*#>1$.9D!,1&1R.3!/'1H.!#/!9#_.9D!$+!9.13!C+$%!$+!$%.!#&1''*+'*#1$.!H+99.H$#+&!1&3!(/.!+)!31$14!1&3!$+!'*+ $./$!#)!
31$1!#/!_&+B&!$+!C.!,#/%1&39.36!A%#/!B#99!C.H+,.!'1*$#H(91*9D!'*+C9.,1$#H!$+!,1&1R.!1/!#&$.*&.$!H+&&.H$#>#$D!
#&H*.1/#&R9D!,#&R9./!'(C9#H!1&3!'*#>1$.9D!+B&.3!/'1H.!–!$%.!&.:$!R.&.*1$#+&!+)!B#)#!%+$/'+$/!B#99!C.!/,199!
3.>#H./!1$$1H%.3!$+!H#$D!#&)*1/$*(H$(*.!/(H%!1/!91,''+/$/!1&3!C#99C+1*3/4!C($!19/+!%+(/./4!+))#H.!C(#93#&R/!1&3!
/%+'/4!B#$%!$%.!1#,!+)!'*+>#3#&R!1!&.$B+*_!+)!H+&&.H$#+&/!$%1$!'.+'9.!H1&!,+>.!C.$B..&!/.1,9.//9D4!B#$%+($!
/#R&#&R!+&!$+!.1H%!/.'1*1$.!/+(*H.6!51$14!9#_.!#&3#>#3(19/4!B#99!$%.&!#&H*.1/#&R9D!H*+//!'(C9#H\'*#>1$.!C+(&31*#./!
#&!*.19!$#,.6!A%#/!,.1&/!$%1$!#&3#>#3(19/!B#99!.#$%.*!H1**D!1!/.$!+)!'.*,#//#+&/!B#$%!$%.,!.,C.33.3!#&!$%.!31$1!
$%.D!.,#$4!+*!$%1$!+>.*1*H%#&R!*.R(91$#+&!B#99!3.$.*,#&.!B%1$!31$1!H1&!C.!H+99.H$.3!1&3!%+B!#$!H1&!C.!(/.36!
A%.!9#_.9#%++34!#&!)1H$4!#/!$%1$!$%./.!$B+!1''*+1H%./!B#99!,#&R9.!1&3!$%1$!#)!H#$#./!B1&$!$+!R(1*3!1&3!'*./.*>.!
people’s right not to be tracked and read as they pass through urban space, they will have to become actively 
#&>+9>.3!#&!*.R(91$#&R!1&3!#&$.*>.&#&R!$+!H*.1$.!$%.!_#nd of urban datasphere that serves everyone’s interests 
*1$%.*!$%1&!H%1&&.99#&R!'+B.*!1&3!31$1!$+!91*R.S/H19.!H+,,.*H#19!#&$.*./$/6!<(**.&$9D4!$%.!3.)1(9$!,+3.9!#/!
3#/$*#C($.3!3.H#/#+&,1_#&R4!C($!,+*.!H.&$*19#/.3!1B1*.&.//!1&3!H+,,1&3!+>.*!31$1!,1D!%1>.!$+!C.!
3.>.9+'.3!$+!_..'!$%.!31$1/'%.*.!)1#*!1&3!3.,+H*1$#H6!

;.91$.3!$+!$%#/4!H#$#./!B#99!C.&.)#$!#&!)($(*.!)*+,!thinking beyond the compliance paradigm!IB%1$!#/!9.R19O!#&!
$.*,/!+)!31$1!H+99.H$#+&!1&3!/%1*#&R6!Z+*!'*#>1$.!H+&$*1H$+*/!#&>+9>.3!#&!H#$D!31$1)#H1$#+&!'*+[.H$/4!'*#>1HD!%1/!
C.H+,.!1&!#//(.!+)!H+,'9#1&H.!I1//(,#&R!$%1$!$%.!(/.!+)!3. S#3.&$#)#.3!31$1!3+./!&+$!H+&/$#$($.!$*1H_#&R4!)+*!
#&/$1&H.O!1&3!H+&)+*,#$D6!0&!H+&$*1/$4!1!/(HH.//)(9!31$1!R+>.*&1&H.!#&)*1/$*(H$(*.!#&!$%.!)($(*.!B#99!C.!9.//!
)+H(/.3!+&!H+,'9#1&H.!1&3!,+*.!+&!. `(#$D!1&3!(&3.*/$1&3#&R6!8!H#$#V.&SH.&$*.3!)*1,.B+*_ !)+*!31$1!
,1&1R.,.&$ 4!*1$%.*!$%1&!1!/+9.9D!H+,,.*H#19!+&.!C1/.3!+&!9.R19!H+,'9#1&H.4!#/!,+*.!9#_.9D!$+!133*.//!$%.!
,+*19!1&3!.,+$#+&19!1/'.H$/!+)!31$1!/'1H.!#3.&$#)#.3!#&!$%#/!*.'+*$6!0$!B#99!19/+!+'.&!,+*.!'+$.&$#19!/'1H.!)+*!
3.,+H*1$#H!1HH+(&$1C#9#$D!1&3!3.C1$.6!b(*!*./.1*H%!/%+B/!$%1$!*1$%.*!$%1&!C.#&R!(&#&)+*,.3!+*!1'1$%.$#H!
1C+($!$%.#*!31$14!'.+'9.!1*.!.&R1R.3!C($!)*(/$*1$.36!A%.D!/$*1$.R#/.4!$%.D!,#&#,#/.4!C($!I1/!U+/.'%!A(*+B!
'+#&$/!+($!#&!%#/!*.H.&$!/$(3D!+)!H+&/(,.*!'.*H.'$#+&/!+)!31$1!/H#.&H.FJO!$%.D!C.H+,.!*./#R&.3!B%.&!$%.D!1*.!
+&!$%.!9+/#&R!.&3!+)!31$1!,#/(/.4!1&3!$%1$!*./#R&1$#+&!9++_/!9#_.!I1&3!#/!$1_.&!1/O!1'1$%D!1&3!H+&$*13#H$+*D!
C.%1>#+(*!CD!$%+/.!B%+/.!*+9.!#/!$+!, +&.$#/.!$%.#*!31$16!

A%.!3.>.9+',.&$!+)!1&!#&$.R*1$.3!R.+S#&)+*,1$#+&!#&)*1/$*(H$(*.!*.`(#*./!1!*.$%#&_#&R!+)!$%.!*.91$#+&/%#'!
C.$B..&!'*#>1HD!1&3!/'1H.6!A%#/!#/!&+$!+&9D!#,'+*$1&$!H+&H.'$(199D4!C($!19/+!)+*!$%.!3./#R&!+)!$%.!1C+>.S
,.&$#+&.3!R+>.*&,.&$SH#$#V.&!3#19+R(.!1&3!$%.!3.>.9+',.&$!+)!*.R(91$+*D!)*1,.B+*_/6!b&!+&.!%1&34!B.!
)+(&3!$%1$!#$!#/!./'.H#199D!9+H1$#+&!31$1!.,#$$.3!,+*.!+*!9.//!#&>+9(&$1*#9D!via people’s use of GPSS.&1C9.3!
3.>#H./4!+*!.,#$$.3! ,+*.!H+&/H#+(/9D!>#1!/+H#19!,.3#14!$%1$!*1#/./!$%.!)..9#&R!+)!#&)*#&R.,.&$!+)!'*#>1HD6!b&!$%.!
+$%.*!%1&3!B.!19/+!/..!1!&.B!*.R#,.!.,.*R#&R4!./'.H#199D!#,'+*$1&$!#&!$%.!H1/.!+)!R.+S#&)+*,1$#+&!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
FX!%$$'T\\R*J'6+*R\!
FJ!%$$'/T\\BBB61/H6('.&&6.3(\&.B/S.>.&$/\'(C9#H1$#+&/\$*13.+))S)1991HDS%+BS,1*_.$ .*/ S1*.S,#/*.'*./.&$#&R S
1,.*#H1&SH+&/(,.*/ S1&3!
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#&)*1/$*(H$(*.4!B%.*.!$%.!H1$.R+*#/1$#+&!+)!/'1H.!#&$+!/(*>.#99.3!1&3!(&/(*>.#99.3!&+!9+&R.*!,1_./!/.&/.!)*+,!
1&!#&3#>#3(19!'.*/'.H$#>.4!C.H1(/.!#$!#/!'+//#C9.!$+!3#R#$199D!,+&#$+*!19,+/$!199!/'1H.!#&!3#)).*.&$!B1D/6!".!%1>.!
19*.13D!/..&!$%.!.,.*R.&H.!+)!H+3.3!/'1H./ FW!#&!19,+/$!.>.*D!1*.1!+)!,+3.*&!9#).4!C($!#$!#/!)1#*!$+!1//(,.!$%1$!
#&!$%.!)($(*.!'*#>1HD!/.$$#&R/!B#99!19/+!C.H+,.!1!H%1*1H$.*#/$#H!+)!/'1H.4!1&3!B#99!#&)9(.&H.!$%.!C.%1>#+(*!+)!
'.+'9.!B#$%#&!#$6!P*C1&!/'1H./!B#99!.:#/$!+&!1!H+&$#&((,!+)!,+*.S!$+!9.//S/(*>.#99.34!B#$%!$%.#*!'+/#$#+&!+&!$%1$!
H+&$#&((,!#&)9(.&H#&R!$%.!B1D!'.+'9.!(/.!$%.,6!0&!)1H$4!1/!$%#/!*.'+*$!/%+B/4!'.+'9.!1*.!19*.13D!1B1*.!+)!
#&)9(.&H#&R!/'1H.!CD!C.#&R!,+&#$+*.3!#&!>1*#+(/!B1D/6!;./.1*H%!C*#3R#&R!$%.!'*.>#+(/9D!(&9#&_.3!)#.93/!+)!31$1!
.$%#H/!1&3!(*C1&!R.+R*1'%D!,1D!%.9'!H#$#./!(&3.*/$1&3!%+B!/'1H.!#/!C.#&R!'*+3(H.3!CD!H#$#V.&/4!1&3!%+B!
H%+#H.!H1&!C.!.:.*H#/.3!+&!C+$%!/#3./!$+!&.R+$#1$.!1!H#$D!$%1$!#/!+'.&!$+!.>.*D+&.6!!

P9$#,1$.9D!$%.!*+9.!+)!$%.!H#$D!1($%+*#$#./!#&!$%.!)($(*.!B#99!C.!$+!C191&H.!$B+!/+,.$#,./!H+&$*13#H$+*D!*#R%$/T!
people’s right to visibility, action and representation, and $%.#*!*#R%$!$+!1($+&+,D!1&3!'*#>1HD6!A*13#$#+&199D!H#$D!
R+>.*&1&H.!%1/!&+$!#&>+9>.3!$%#&_#&R!1C+($!$%.!/.H+&3T!$%.!*+9.!+)!1($%+*#$#./!B1/!,1#&9D!$+!R1$%.*!31$1!1&3!
$%.&!(/.!#$!$+!H+&H.'$(19#/.!1&3!.:.H($.! '+9#HD6!A%.!H#$D!+)!$%.!)($(*.4!%+B.>.*4!B#99!#&>+9>.!1!C191&H#&R!1H$!
C.$B..&!$%.!$B+!#,'.*1$#>./4!1&3!1($%+*#$#./!B#99!%1>.!$+!.>+9>.!B1D/!+)!#&)9(.&H#&R4!&(1&H#&R!1&3!*.R(91$#&R!
>#/#C#9#$D!#&!(*C1&!/'1H.6!A%#/!#/!1&!.&$#*.9D!&.B!$1/_4!1&3!+&.!$%1$!B#99!*.`(#*.!&.B!)+*,/!+)!'(C9#H!H+&/(9$1$#+&4!
*(9.,1_#&R!1&3!.&)+*H.,.&$6!G,1*$!H#$D!#&)+*,1$#+&!#&)*1/$*(H$(*./!1*.!#&!1!/$1$.!+)!.,.*R.&H.T!#$!#/!('!$+!
$%+/.!#&!H%1*R.!$+!.&/(*.!$%1$!H%.H_/!1&3!C191&H./!.>+9>.!#&!'1*199.9!B#$%!$%.,!#)!$%.!H#$D!+)!$%.!)($(*.!#/!$+!C.!
&+$!+&9D!.))#H#.&$!1&3!/1).4!C($!19/+!%(,1&!1&3!9#>.1C9.6!b&9D!H#$D!R+>.*&,.&$/!$%.,/.9>./!H1&!3.$.*,#&.!
B%.$%.*!'.+'9.!#&!$%.!/,1*$!H#$D!B#99!C.!H(/$+,.*/4!(/.*/!+*!H#$#V.&/6!
! !

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
FW!7#$H%#&4!;64!f!5+3R.4!E6!IWXJJO6!Code/space: Software and everyday life6!E#$!-*.//6!
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5. Annex: Interviews and focus groups 

Expert Interviews 
!

Name! Institution!

Evert Meijer Q.+31&!

Peter van der Mede 58A6E+C#9#$D!

Tom Demeyer 5.!"11R!G+H#.$.#$!

Dorien Zandbergen G+H#+9+R#/$4!P&#>.*/#$D!+)!8,/$.*31,!!

Bart van der Sloot 0&/$#$($.!)+*!0&)+*,1$#+&!=1B4!P&#>.*/#$D!+)!8,/$.*31,!

Luca Bertolini -*+).//+*!+) !P*C1&!-91&&#&R4!P&#>.*/#$D!+)!8,/$.*31,!

Marten den Uyl <eb4!G.&$#.&$!

Ger Baron <Ab4!8,/$.*31, !

Serge Hoogendoorn -*+).//+*4!AP!5.9)$!

Hans van Lint -*+).//+*4!AP!5.9)$!

Hiddo Huitzing -2=!?.$%.*91&3/!e&>#*+&,.&$19!8//.//,.&$!8R.&HD!

Matthijs Kouw -2=!?.$%.*91&3/!e&>#*+&,.&$19!8//.//,.&$!8R.&HD!

Sander Klous - *+).//+*!+)!C#R!31$1!.H+/D/$.,/4!P&#>.*/#$D!+)!8,/$.*31,c!7-EQ !

Berent Daan <%#.)!51$1!GH#.&$#/$!S!5#*.H$+*!+)!;./.1*H%4!0&)+*,1$#+&!1&3!G$1$#/$#H/!#&!
8,/$.*31, !

Jan Holvast i#/$+*#1&!1&3!'*#>1HD!*./.1*H%.*!

Luuc Posthumus <%1#*4!8,/$.*31,!H+,,#$$..!)+*!$%.!'*+$.H$#+&!+)!'.*/+&19!#&)+*,1$#+&!
I<-8O!

Bart de Groot i.13!+)!2..%#>.4!ll-!)9.:B.*_!/'1H. !

Mariska Majoor 5#*.H$+*4!-*+/$#$($#+&!0&)+*,1$#+&!<.&$*.!8,/$.*31,!

Rence Damming -*#>1HD!b))#H.*4!7-?!

Arnan Oberski 0//(.!E1&1R.*!I9#R%$#&RO4!8,/$.*31,!H#$D!R+>.*&,.&$ !

!
!
!
! !



<(/$+,.*/4!(/.*/!+*!H#$#V.&/^!0&H9(/#+&4!/'1$#19!31$1!1&3!R+>.*&1&H.!#&!$%.!/,1*$!H#$D!

KF!
!

Focus Groups 
!

Z+H(/!Q*+('!
!

Q.&3.*! 8R.! <%1*1H$.*#/$#H/!

People at high risk of 
being profiled 

M!,.& ! WXSWM! E#:.3!.$%&#H!1&3!*.9#R#+(/!C1H_R*+(&3/4!
/$(3.&$/6!!

Non-users of smart 
phones 

K!,.&4!F!B+,.& ! WXSYM! eP!+*#R#&T!5($H%4!0$19#1&4!Q.*,1&4!2.9R#1&6!
5#)).*.&$!'*+).//#+&19!C1H_R*+(&3/!

Sex workers M!B+,.& !
IH+&3(H$.3!
/.`(.&$#199D4!K!n!WO!

WKSFM! E#:.3!.$%&#H!1&3!&1$#+&19!+*#R#&4!
3#)).*.&$!$D'./!+)!/.:!B+*_!
I+&9#&.\+))9#&.O!

Non-EU immigrants J!B+,1&4!Y!,.&! ! WLSYa! G'1&#/%!1&3!-+*$(R(./. !&1$#>.!/'.1_.*/!
)*+,!e(*+'.!1&3!=1$#&!8,.*#H1c!+&.!
e$%#+'#1&!

EU-immigrants F!B+,.&4!K!,.& ! WMSFM! 5#)).*.&$!'*+).//#+&19!C1H_R*+(&3/4!
,+>.3!$+!8,/$.*31,!)*+,!&+& S5($H%!eP!
H+(&$*#./!

Freelancers (ZZP’ers) M!,.&4!J!B+,1& !! FX!S!MM! "+*_#&R!#&!#&)+*,1$#+&!$.H%&+9+RD!
3.>.9+' ,.&$!1&3!(*C1&!3./#R&4!$B+!>#/#$/!
3(*#&R!/+H#19!R1$%.*#&R/!+)!)*..91&H.*/4!
+&.!R*+('!#&$.*>#.B!

Technology developers F!,.&4!J!B+,1& ! WMSFX! E#:.3!.$%&#H!1&3!'*+).//#+&19!
C1H_R*+(&3/4!199!5($H%!

Schoolchildren K!C+D/4!K!R#*9/! JMSJL! E#:.3!.$%#H!1&3!*.9#R#+(/!C1H_R*+(&3/4!
%#R%!/H%++9!/$(3.&$/6!
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!


