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Executive Summary

Introduction

A%#/1* '+*$I#/1C1/.31+&!1!D.1*1+)!*./. 1*H% W& titizens in Amsterdam are becoming producers of digital

data through their use of technology4!1&3!$%.!B1D/!#&!B%#H%!$%1$!31$1#HEHB#88RY 9DIC.H+,.|#&!

$9%.1)($(*.H'1*$!+)1$5%.1B1D!$%. | H#SD#/'R+>.*&.3611" 1)+ H(/.3!"#,1*#9D!+&!/' I HRLIBEF1*, 1 $+#& @)
3.)#&. 31111 &BHR#$IAh that indicates a person’s location or movements. A+31D4!B.!"*+3(H.!/'1$#19!31$1!
B#3$%!.>.*D$%#&R!BIB&3E4S%0.)($(*.41#$1#/19#_.9D!$%1$!$%./.!131$1!R.&.*1$.3ICDI!H#SD1#&)* 1/$*(HS$(
* R#/$*1$#+&!/D/$.,/IB#99IC.H+,.FR.3!11&319#& _.3!B#$%!31$1!R.&.3#$ ABSID!H#$D!*./#3.&%$/!/(H%!1/!
[+H#19!,.3#1!'+/$#&R/A131$1)*+ B8 H_#&R!3.>#H./11&3!/,1*$!%+,./4!,1'/'R.&.*1$.3!CD!H*+B3/#&R4!
3*+&./41&3!)..3C1H_!+)!199!_#K3/6

".1%1>. la specific focus on the citizen’s pe*/'. H$#>.6'%1$! #&3!+)IR+>.*&1&H.1+)!I3#R#$19!31$1IH*.1$./'1&
'91D#&RN#.93)+*1$%.!.93.*9D4!$%.!D+(&R4!$%.!>(9&.*1C9.!+* 1 *R#& 1QH13) 17, 1 *RBS- & %0 & +9+R#./4!
&+EHASHV .&JIAN' 1 *'+)1+$%.*191&R(IR$%! $0#/1#&! #&3HBAI(HS. 3IWX*SI#&$.*>#.B/1 1&3al)+H(/!
R('/I#8&18,/$.531,1+> 11$%. IH+(*/.14) WXIMA #E&RIS+H&HO(3.I' L*$#H# 1 &SABIHK!* &SID! #//H#&R1)*+ 4!
+*1 1*R#&19#/.3ICDAIH(**. &SB! 3#/H(//#+&/1 1L &3 *AIHS#H./!+)1/, 1*$IH#SD!3.>.9+',.&$4!1&3!19/+!$%+/.|B%0
HRY%$IAH%I1&R. 3!, +/$!CD!1&!#&H*. 1/ 1#&!(*C1&!31$1)#H1$#+&6! b (*I3#/H (//#+&/'%#R%I#R % $.3!6>.*
&1$#>./c! . $%&HH!+*1* OHRH+(/) #&+*#S#./CIHY#93*.&11&3!$%.1.93.*9Dc!$%+/.!B%+!+'$.31+($!+) ! (/#&R!$
H(**.&$9D!/..&!1/1&.H.//I1*D")+*IH#$#\F804#& . &$'1#&!$%.!/,1*$H#SD!#6.6!/,1*$'%+&./0c!$%+/.1B%+!+'.* 14
%#R%9D!*. R(91$.3!"+).//#+&/411&3")*..91&H.*/'B%+!1*.1*.['+&/#C9.1)+*1$% #*|+B&!IB+* #&R!&>#*+&,.&

Future scenarios

21/.34&I+(*.: *$I4&S$. *>#. B/IB.IH+&/S*(HS.31)+ (1" +/HCO.1) ($(*. VKL #+/\BYH#HY!$%. & 1#&)+*,.31$%.1)+H
R*+('13#/H(//#+&161A%.")#HSe utopia/dystopiadH-+, CH&I I11/#$(1S#+&IBY%.* 1H#&3#>HB{IMHRTE*1H. 1.
BH$Y6!/$*+&RIHEBD+01+> *I3APRHS+HERT+$%6! (CO#HILEII #>1$.1/ 1H./1#&1*. 19148, . 1&/1$UBHHSD!
H1&+)#9.!I' +'0.I#&IR*.1$!3.$1#911&31$+I$1*R . $I'+O#H#. /11 &3S AL IR C+(*o++31+%1.> &19%+(/.%+93!
9.>.9H9.13#&RI$+1.)J#H#. &S *>HH. I +>#/#+811&3IH+&$*+91+> *I'(CTHHHG/$ID! 13/1$+!/+HA19!

&RH#&. HE&RICD!'+9#HD,1_*/11&3MH%.*/411&31$.&/H#+&I$%1$! (9$#,1$.9D!I3.H*. 1/./1/+H#191H+%./#+&6!
[ H+&3VH.&1*#+Ahonydam’ 41#&>+9> /IR*.1$ *I#8&3#>#3(19!1&+&D #$DIH-+, CH#&. T BMIHALIHED-+> *131$ 1
0&ISYott/|/H. &L+ THSHSHISI* [(*.),1_./$%.IHASDISL_.19.13.*/%6# HEWENHBRH* 1 SHERIHS/+ BEI*C
1831 #&H HIH&RI$%.!.:$. &SI+ BUHHYLIHS/! 1*$&. */IH1&!OALA ISTSIBN) #/1$%1$!' +9.1 (/$IC 1, +*.!
#8>+9> 311&3!1HS#>.1$+IR.$1$%.!/.*>#H./1$%.D!&..3411&3!$% 1$IH*#, #&191&.$B+*_/1$1_113>1&$1R.I+
+)11&+&D #SDI$+)9+(1#/%6

GH.&1*#+!$%*. dditpant profiling TYo#R¥H1LH. 1 CHIHFDTHE&. 3 B#SHA>1$ 3. HS+*IH+&$H9.*1315168H$DISH 1!
C.H+,./111H+,,+3#3DI#&!$%./1R9+C19!31$1!,1* .$411&3!,1#&9D!C.&.)#$/'1$%.1)#*,/'$% 1 P+ 99 H1$. 31436
#&H.&$#>#5381/.99!13151!1$+!1$%.!1%#R%./$! C#3BHAIH&I!9.//19# 9IDI$%1$!H.*$1#&!R*+('/\B#99!*. H.#>.!.
$*.1%,. &$H&IC+$%!H+,, M#1911 &3 H#SHV . &/%#' 1+ *BBYe:B#& 19!/H.& 1 *taridiymity at a price4!B%.*.1!

A% SN+ I*4>THD!L, *R.N11&31$%6. 11 CHI#PEE one’s details and activities private!$%*+(R%!.&H*D'$#IB/
1$!11%#R%!"*#Ph A% HdB/! to be ‘greenlisted’ for various forms of security, C($#*3#&1*D!".+'9.11*.!
$*1H_.31#&!.>G+*.13.$1#9.3!B1D/'1/N)#* N$*[H+H*. 1$.1 1 & I#&H. & $#> . 1$+1BDWB#R %! "*#H.!+)1+'$# &R +($6!
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Findings: people, data and personal data

E +/$+)H(*1*./+&3.8$/! B.*.1%#R%9D!1B1*$%)L131$11$%.D1%13!>+9(&$-1$%. #1B3* //41B+*_'91H.!11&3!
H&)+* 1$H+&I+&IS% #4/$1$(/11& 3 L HBHSEEBHINHO. 11 1C+($8%.*43./! +)I$*1H_HRRYS..&1R.*/!
#&$.*>#.B.31B.*.1$%.19.1/$!1B1*.41C($!C191&H. 3I$%#/ B#$%!$%. 1%6#R %./$! 1B1* &.//1+)! 1&DIRZEGIIC+(
1% _.$ 11831B%1$!1$%6#/!,. 1& SN &DSUH#ERISHBIH + &OH#E. 61 1*Hb /H&S. *>#.B.31)+*1$%.1*+[. HS!+ ($O#E..
119+&RIOHBHFH./1+)131$11$%18F. 13DL_IHS!+//#CO.1$+IH+,* %.&/#> ODFL*H%!, +>., &SIH&I(*C1&!
I'1H . #&HOI(3H&RI/+H#19!, .3#141$*1> OH1*3/411&3IBH)#I/HR&LI/N)*+,'%+&./6

- HOIH&ISY0.)+H(/IR*+(/1).9$!*. 91$#> ODIS*(ISHERI+)1$%. HASDI BHS%!* R1*BI&RMGIBI6H #/+&19131$1!

$%1$5'#/IH+99InBed a new resident registers, one saying that ‘0$!)..9/19# .1$%.*.!1#/111%#R%.*!/1).$D6!03Y/..,[!

like for the fact that you know who lives where is sort of more under control and | like it more’ (immigrant
R*+('GB!AYRI1 $#>B(SHYAL *$#tH# 1 & Fowever, felt that points of human contact with the city’s data collection
/DI$.,/'B.* 1#&H*.1/#&R9D!).B.*411&3!$%1$!$%.D!B.*.|C.H+ #&R!" . */+&199D#&>#/#C9.!B%#9.1$%.#*13 19
,+*I1IHH. /I#C9. T think we are virtually#&>#/#C9.411$19.1/$!+&!113#R#$19!9.>.96 @ 16 1£HSBH &S/ B#$%!
$%.!H#$D!+)18,/$.*31,6!?.1*9D!.> *D$%#&R!0!&..3!$+!3+!B#$% ! SAH M S OBIL ($+,15.3.” (technology
3.>.9+ ¥IR*+(" @!-.+'9.13#3!)..9111/.&/.1+)!" */[+&19!H+&$1HS$!B%.&! S8R . 3!B#$%!$%. |H#SD!1($%+*#$
social media, however, because ‘de gemeente is meer bereikbaar op Twitter want het is publiek, iedereen ziet!
%.%. [The municipality is more reachable through Twitter because it’s public, everyone seesi#3)] !

A%.*.!BIs a high level of trust in every group about the city’s ability to keep volunteered key personal data

*#>1$41C($!$%.*.I1B1/1,(H%!9.//'$*(FPR1*3#&HR%.!1&.B!B1D/1#&!B%#H%!31$1!B1/!C #&R!"*+3(H.34!1&3!$%.!

& HEEB!, *RH#&R!+)I31$1C1/./1$%1$!*./(93. I HO91€ 1$#+&/IB#S%!*#>1$.'"1*$SR&HEF>#.B. /!
)*.(.&$9D!/1#31$%1$!$5%.DIB+(93!19# _.1$+!_.."1$%./.] #&3/1+)!131$1!,+* 1"#>1$.41+*1%1>.111C.$$.*1#3.1!+)
B.*IC.#&R!(/.34!C($!$%1$!$%.D!).93$!$%. 1#& - HHR1/.B+(93!,1_.1$%1$!#,'+//#CB8!A%.0513!1!
"T*$HH(91HAMT#>19.&3!*.91$#+&/%#' 1 B#$%!<<A@4!1/!/%+B&!CD!BR! HA+&ETHREB +1#, #R*1&$!)+H(/!
group participants. The first said, ‘I''*.).*!1$+!'1* | DIC#_.1#&!1!'91d-with a camera than without it’, and the
second, ‘0!B+(93&@# tb have a camera watching me.’!!

The merits and perils of data for security

E+/$r1*$#HA'1&9/"). 9EC#>19.&$! 1 CHEBO.1($+,15.3! H+99. HE#+&!+)!131$11#&!" (CO#HEOAHD! (&3.*/$++3!
$%1%$!$%.1&.B!13151!$. H%E&+9+R#./H+(93!"+>#3.1)+*! +&#S+*#FIIRBH(1$% 15! H+(93!'+$.&$#199D!,1_
1&3!5%.#*1"*+' *$DV/1).*41C($!15!$%.1/1,.1$#,.13#31&+$!)..91#&)+*,.311/I$+!B%1$!B1/!C.#&R!(/.34!%+B!#$!
R+>.*&.31+*IB%1$!I$W+#8. IH& IR#SHER!" * #/[#+& |\ B&MHY%.!*./. 1*H%!1/!111B%+9.!B.")+(&3!1!R.&.*19!'(C9#H!
3+(C3!1+>.*IB%13$!I3.R*..I+)'(CO#H!Y/1).$DI*# IH1&4!+*!/%+(934!$*#RR . *1 31 SN SRR HT & 3!
H#&ISHS($#B'&+'9.13#H/SHE&R (#/%.3!C.$B. 31 $15% 1 S H+ (BB 1#3.&$#%0.,! |.>.&!#)|&+F!ICD!&1,.!+*1+$%.*!
3.$1#9/MA381$15%1$!H+(93&BPO!C. H+!*.199D!". */+&199D!* . H+R&#/1C9.!CD!$%#/) LH#19!* H+R&#$#+
| start to wonder what they are going to do with this. Then | would feel uncomfortable.” (technology developers!
R*+(' @!.+'9.119/+!,13.1$%#/13#/$#&HSH+& 1 #&!S. IS HASD!/ ¥>HHon’t really want everybody to know
B%.*.I,DIH1*I#/I'1* .36!2($!0!3+!B1&$!$+! &+B!B%.*.1$%.*.1#/111)*. . 1/'+$6!G+!0!3+&d$! #&3!1$%#/!131$1!C
for that general benefit but | don't want it to be personal.’!I$.H%&+9+RD!3.>.9+" */R*&’
|

-+'9.11 9/+1#3.&%#)#.3!11"+C9.,!B#3%!&+$!(&3.*/$1 &HERBI#&IH%1*R.1+)1*, +$.9DIH+99.H$.3!31$1!/(K
<<A@!+*!/.&M31$1)*+ IH#SD#&)*1/$*(HS(*.4!+*1%+B!#$! #R%$!C.!(/.311&3!/%1*.36!A%.D!).93!$% 1 $!#S
%1*31$+!C.11&+&D,+(/'#&! LIH#$D!3#R#SE BOHBEB' (CI#H!/1). $DA!+*1$+IHYo++/ 1 &+SIS+!"1*SHHHA' 1. 1#4
city’s digital life. One smartphone non$/.*!/1#341A%.!/D/$.,'$%1$!.:$*1H$/11&3!,1_./\#&)+*, 1$#+&!%1/1$+!/.*
$%+/.1'.+'9.1B%+!%1>.1&+$%#&R!$+!9BH#B o6 people don’t want the governm.&$!$+! &+B!B%.*.!1$%.D!
are.’ll
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The risks of losing data’s context

b&.!+)1$%.!"*+C9.,/IC#R!I31$1!'"*./.&$/N)+*IR+> *&1&H.|#/1$% 1 $'#$!#/1/$+*.311&31%1&39.3! LH*+//13#)).*.&
31$1C1//61A%#/,1_/"*#>1HDEB&IR., &S 1> *DBH))#HEB(*1*./+&3.&$/1).951$UE31$ {11 1&3!/%1#&R!
%13!IC.H+,./(&$*1H_1C9.11&3!1%1*3!1$+!11(3#54!,1_#&R!$%.,!%#R%ID!* O#1 &S +&! 1 ($%o+*#S#./1)+*1"* | 4
3HR#$19!"#>1HDG6!E.1&B%#9.4!1$%.*.1#/1&+$!+&.IH#$D! 13 #&#/$*1$#+& ! C($!1IH+99. H$#+&!+)13.'1*$,.
%1&39#&R"* RAMRABH)*1/$*(HS(*.4!$*1)HHAIC(#O3H&R!" * #//#+&/411&31* 91 $#&R!IS+!,+*.13.'1*$,.&S/!/
91B!.&)+*H.,.&$!1&3!$%.1$1:!11($%+*#$#./411&3!31$1!+)$.&!H*+//./\C+(&31*#./'$+!C.!(/.3'#&!&.B!B1D/6!
,1&1R.3!CD!$%.!H#3$D!,1D!19/+!C.!IC*+(R%%$!$+R.$%$1BASIHBL *#>13.1/ . HSHEAHL(/.!( &9.//'1'H#3$D!%]
#&$.*&194'H.&$*19#/.3'H1L'1H#SD!$+!3+!$%.131$1/H#.&H.11&3//$1$#/$#H/1&.H.//[1*D!$+!1(/.1199!$%.!31
available (as for example New York’s mayor’s office has established), ¥#$!B#99!%1>.|SHT.28/%!"' 1*$&.*/%#' | B#:
H+,, *H#19)#* /1$+11HH.//11&3!1&19D/.!131$14!,. 1&#&R!$%1$!$%.*.1#/1/.93+,11//#&R 9.1 IH$+*1#&IH% 1*R
"T*SHH(9L*1*. . 1*HY% I +*11"9H#H1$#+& | (H#&R!3#RH$19!31$16

8,+&R/SI+(*IH&S. *>#.B. [HSIBL/IH+, +&I$+1%1>.1.: *#.&H.31$% #1131 $BYRRI LTH*+//1H1$.R+'G(6! %13
19*.13D:" *4#.&H 3!/ #+(/1*+C9.,/  1B#$%!'(CBH>1$.131$11)9+B/4!/(HYSHERI3.&#.3111, +*$R1R.I3(.I$+!
THSHH(9141%. 19$%! H+& 3#$#+ STB% 1 SISEOD!3#/HO+/.31$+111%. 19$%6H1*. | SBEBE(SHLL!+)I$%0+/.| BERY
H&I*+) [[#+&/1$%1$!B.*.1$%.)+H(/1+)191B1.&)+*H.,.&$!1&3!' (CI#HI/1).$SDAY(H%I L/ :1B+*_ */AH$IB1/IH+
)+H3LSLISYA+BILH*+//1#&ISHS(SHEEM CO., 1$#H!BUBHIS% 1! C(H&HRH#/$*1$#B8Y!,13.1'(CO#H!CD!$%.!
<061,C.*1+)I<+,, *H.IT7>70!1&31*./( 9$.31#8&1$%.#*IC #&R!3.&#.31%+(/#&RA+*IB1/11HH.//. 3IRBEYRI%0#
BY%+$%. &5+ .3 1$%.,)+*I/. 1*H%! 1&3!" (./$+E&HBRYH/ #:H&RI+)(COHHI1&3I*#>1$.1/'1H.1$%*+(R%!31$
* REIS*1$#+&1%1".&.3IC. H1(/.1+)!, . 1/(*./! 3./#R&.3I$+)HR%S$!$*1) MR IHBRR(1*3!'(CI#H1%.19$%4!C($!
HE&S.F>#.B. I +*$.31$% 1S IHSIBL/IH+, +&!)+*1$% #41%+, /1$+1C.1/. 1*H%. SHGEH. | 1/14)1$%.D!B.*.1C*+$86.9/

A%#HE& #&R!+)1$%.!)($(*.41$%#/! #&HABR+FD!)9+BI#/1&+S![(/$!'"*+C9.,1$#HBHH _*/ 41C($)+*11&D!
B+*_*/IBY%H/.I"(CO#H1&3!"*#>1$.!/'1H.1#&!B1D/!$Pli$. 1#, ' O#H I $#+&/) +*1* R (9 L O8I +,, . *H#19!
$*13.%/41S1:#13*#AFHOHH . 41" *)+*, *[4IC(#93. 1K 3!,1&D!+$%.*[@5!19/+!/%+B/1 % +B)#9#&R!1&3!,+&#$+*#
L)+ 3D (R4 1+)IHL* H+, C1$#&R!)+* H.3!/.:1B+* O!H1&!.1/#9D!C.1.;" *#.&H.3!1/IH+&BHDB! , +*.!
* R(91$#-EL/#S#>.|[+C/'B#99!+&ID!IR*+B!#&!$%.!)($(*.!11/1$%.191C+(*!,1* . $IH+&PH&(./1$+!'(/%!".+'9.1$+
C.H+ #&R#&3#>#3(19'H+&$*1H$+*/6!0&!$%0o#HITB)RIRBUBEHE 1 1R+> . *& . &S BB/ 1*#/ DI+*41."(199D4
1$I*#/-19.13/1$+!, +* 1"+ 9 #H 31D 1 *#&RI1H*+//'R+> *&,.&$19!3.'1*$,.&$/11&3!1IR*.1$.¥19# .9#%++3!+
intervention by authorities in one’s space."!A%.!&.B.*I®chnologies that capture people’s electronic signals and
,+FE&HSH % '™ [ &H.V/(H%!1/!/,1*$'91,"+/$/O'H1&!19/+!IC.H+,.I'1*$1+)1/D/$. ,/'$% 15! 3H#HS I 2AB Yo+ 1 #/!
C.%1>#&R#&!1&!(&(/(19'B1D4B%+!#/19+#3. *#&R4!B%+#/'R1$% . *#&R!$+R.$%.*1#&!1!1B1D!$%1$! #R

Accountability of data-organising agencies

51$L1#&)*1L/$*(HS(*./11%.IR+> *&.31C+$%!CDI$%+/.1B%+1/.$!$%.,1(11&3!(/.1$%. 4! 1&3ICD!BY%+.> *I#/1#&!
1% R(O1$H&RI$%. 1#8&1$.* [1+) I/ H(HSDIL&IIHOSHBBBL, | $Y6#/H#8&>+9> /1$%*..19.>.9/1+)!1($%+*#$D!
3.1%$,.8$19 D.> Ol * #//#+&/1)+*IH+99. H$#8RIking data, the city’s #&3.".&3.&SIH+, #//#+&I+&!"*#>1HD!
1831 */+&19131$1415%. 1<+, #//#.1- *++&IR.R.>.&/18,/$.*31,11$%.18,/$.*31, 1<+, #/[#+&!)+*1- */+&19!
51$114+*1<-8AR3ISUR1$#+8&19!131$11*+$. HE#+&! 1 ($%+H#SDRISHIGR- *199D!3. 19/ BHSUHERTD. > O!
#II(N+)131$11#/(/.6! 0&IR.& *194131$11*+$. HS#+8IANBFSH+> 1 &+&D #/.31+*13 33 .&$#)#.3131$11+)1$%
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KG..17.D,+9.&4!e64!f12¢£ 3 */4156!IWXJJO6!0&&+H.&H.19+/$T!<1* 11&3IH+&$*+91#&!5(SHY | SHMBHHER! D+
Journal of Social Work4!1>1#91C9.!1$T!
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_#&31)*.(.&BID!(/.3#&!, 1*$IHASD*./. 198083.>.9+', . &PB!*+[.HS/ -119$%+(R%4#,'+*$1&$9ID4I9+HI1SH+
C.H+#&R!1!R*.D!1*.HEU data protection regulation now that it is recognised that one’s location can be
both identifying and can convey details about a person’s activities and personal characteristics.!

Poday’s digital data collection and use practices present a challenge t0!$%.!<-8C.H1(/.'#$!3+./'&+%$!%1>.1$%.!
H1'1H#3$D!$+!"+1H$#>.9D#3.&$#)D!(/./'+)!31$1!$%1$!, 1D!C.!I"+CH/PEHHA SIS H+,' 91 #&$/!)*+,!1$%.!
(CORHI+*N*+ 1) #HALI/6IA%H/, 1 [IHSI3H)HH(9$!)+*1$%. 1<+, #I[H+&!S+1%1>. 111, '$#> IREHBHRE #&
1IR1#&/$!"+$.&$#191%1*,411&3119/+!$+!+" *1$. 1+ & ! $UHSUBUSHEHY%!31$1 1#/!&+BIC. #&R!H+99.H$. BIP&BH/ 3
#119/+111"*+C9.,1+)11B1*.& /IT&B!+&.I' */+&!B.\/'+ . 1$+1)+*1$%#/!1*./. 1*H%!%13!%.1*3!+)!$%, | t#/#.!
-*++&/R.R.>.&/18,/$.*31,6 !A%.*.11*110H/$HHP(*19!11&3!/'1$#190!+C/$1H9./41&1, . 9DHRAPSHARR!1& 3
31$1IH+99. H$#+&!S1 I'91H.1#&!"*#>1$.9D!+B&.3!/'1H.4!/(H%! A/ $&BH( &A*!,19%nly the organisers’
LRI & &.H./11*D6!? . BI"* LH$#H . /11* /$1*$#&RI$+!.,.*R.41%+B.> *41/(#PA 1 +/$H#&R!+) 1#&) +*, 1 $#+& !
1C+($!,+&#$+*#&RI+)I'(CO#H!/'1H.I+&!ICHI99C+1*3/13(*#&R!$%.!WXIM!G80=!.>.&$6

Citizen involvement in the smart city

A% 91&R(LR.14)1$%.1/, 1*$IHASDI#/I#&HO(/#>.11&3IH+991 C+*1$#> TIHHSHV &/ 1* I#&>#S$.31$+I$1_ 11+
THS#> IH+&SHC ($+*/1+) 143, 111 &3H&)+*, L $H+&B1i+B. > *4HSI#/134#) J#H(9$I$+!+> *H+, 1$%.IC#1/1$+B 14
+*1.3(H1$.341%6#RYBI&H+, 418 1$HEE+*&A! +*.1$.HY&+9+R#H199DI1B1*.I' +'9.61A%.!' +'0.1B.1#&$.*>#.5
B.*.191*R.9DI&+$!)*+,1$%./.13.+R*1'06#HN68.0I0$!'1*$!+) DL *R.*131$1/'%.*.1B%+/.IC+(&31*#./1B.*.!

(&H *$1HEC($!3#318+$1)..O1#&HO(3. 314&!$%. 'O L &&H&RI+*! . H($#+&I+)!/, 1*SIHHSD!*+[. H$/1 1&31*./. 1*HY
A%.DIB.*.[&1B1*.1+)IB%+B1/+*R1&H#H&R!/, 1*SIHHSD "+ H$/1#&18 /$.*31,41%+BRIMHIY6 1 > 148 ($41+]
>.& 1%+BISH#E3I+($I1CH+($IBY%I$IBL/1%1" &H#&R6le>. &ISYIWARBHDB! . +'9.41#&HI(3#&R!$. HY%&+9+R
3.>.9+' *A1$%1$IB.1/+_I$+B* I/H. ' $#H1911C+($!$%.19#& _|C.$B..&I3#RHS$19!(*C1&!/, 1*$&./11&3!' 1*$#1
CD!+*3#&1*DIH#$#YoSHBHBD!%1/!,13.11&..))+*$BBHB>. 1$%+/.|BYo+! 1+ 14&$.*./$.341 (J#&R 1 BTCHS.

St +$.1191*R I&(,C.H1+)! (COAHTIHHERI+[.HEBH. §1' 1*$1)*+ 1 1IH+('9.1+)1* /'+&3.&$/1B%+!B.*.|

1) J1#+&199DIH+8&. HS.3I$+1/, 1*SIHASDI* /. 1 Hb!+*1*+ [ HS/A1$%. 1149 IB+1B * 1(&1B1*.1+)!$%. .6 !

b(*! interviewees generally voiced a desire to be able to resist and exit what they saw as ‘the system’ of data
H+99. H$#+&!1&3!(/.6!A%.*.!1B.*.1/.>.*194I'1*$#H(91*9D!1,+&R/$!$%.!/$(3.&$!#&$.*>#.B../4!B%+!B.*.|.&$
1C+@@!1$%.1"+//#CHIHSH./1+)1$%.1/, 1*$IH#SD! 1 &3!3#R#$19!31$1/H+99. HS#+&!11&3!(/.4!C($!$%.D!B.*. 1#&

E1&D!/1B!$%.!/,1*$IH#$D!1/11!& . +9#C.*194! +3 *&#/$H+HARICID!IC. HL(/.1+)!1$%.!H.&$*19!*+9.1+) " #>1$.|

V#*, 1 -11&31).95!$%13!1$% #*1*+9FANR/\B1/IR. $S#&R!9+/$! 1, #3/S! 1 *#/#& R $#3.1+) | IARASH A D3RG, |
"HHCHIHED+B. > *41+H) I L ISH#HS(HIHBY. *. I +'9. ' I*$#HA' 1$5.1>+9(&P1*#ID 1#&!$%.131$1/'% . * . |1#&!+*3.*1$
#&H* 11$%./11HH(*1HD!+)!C#R!31$1/.$/6'b&.!*./.1*H%.*I#&$.%atiB12lon’t know if I’'m scared of city
'91&&HA&RIH&!I1131SL! ++*1 &>H*+ & &R 11131 $11*#H%! . &>H#*+ &G &FEBLCOD!$%.!'++* *| &>#*+&,.&$#/! 1R
more problematic, because yeah, it’s less accurate...'#)l.+'9.k IR#>.11B1D!$%.#*!3[118!1/$!$% D8+B!$% 1$!
companies and municipalities etcetera have the correct data and they’re not on a fal/.!'+/#$#>.19#/$!+)!/+,.]
kind.” I&R.&.¥19!$%.!,+* 1$.H%&#H199D#&>+9>.3!' +'9.1B.1#8&$.*>#.B.3!B.*.],+*.IB#O9#&R!$+!$*13.!131$
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Conclusions: how can the city regulate the geo-information datasphere?
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There is an emerging democratic deficit with regard to the way data is collected and (/.3 4!1&3%##/!

O# _ODISHIC.H+,.!,+*1+)11&!+C/S1HI.N)+*11($%+*#h#.I6A.:1,'9./1+)!H.&/(/'1&3!31$1 ! H+99 H$#+&!
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Designing the role of the city
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Customers, users or citizens?
Inclusion, spatial data and governance in the smart city

1. Introduction

1.1. Study background and aims

A%#1*'+*$1#/1$%.1H(9,#&1$#+&!+) BHR RI™*+[ . HS!H+&3(H$. 313 (*#&RIWXBNM1$!*./. 1*HYchB\w citizens in

Amsterdam are becoming producers of digital data through their use of technology4!1&3!$%.!B1D/!#&!B%#H%!
$%13$!31$11#/'C.H+ #&RB#99!9# .9D!C.H+,.!1#&!$%. HAFH1+)!$%.!B1D!$%.|HASD #/'R+>.*&. 36! b (*)+H(/!1#/!
*#,1*#9D!+&!/'1$#19!31$14!B%#H%!B.!3.)#&.11/'#&HI (3#&ili&@Itai&ld person’s location or

+>., . &BI6! A%+ HS/$1*$.3IB#S%! 1) +H(/1+ 83>, 1$#+&! IBH#RAS19I31$ 1 B#S%!/+,.!_#&3!+)/'1$#19!I$1R!+*!
[#R&19'1$$1H%.3!$+1#$0!1&3!1$%. 1#&)* 1/$*(HS(*./1)+*1"*+H./[#&R#$6!2($!B.!1%1>.1)+(&3!$% #{BHR#$19!1&3!'%D/
['1H./'#&3$.* #&R9.4!11&31#$!#/1 &+$!'+/[H#T A F+)!$%.!131$1C1/./11&3'H%1&&.9/")+*IR.+31$1!B#$%+($!19/+!

[l #&R!1C+($!$%.!%(,1&/!$%1$!'+'(915.!1$%.!91&3/H1" . 41#&$.* 1HS!B#$%!#$4!1&3!.&R1R.|B#$%!$%.! 1 ($%+*#S#./1$
R+> *&I#$6!A%.*.)+* 1$%#/1* '+ BIBH#9 . *1#//(./'*.91$#&R!$+1$%.1B1D!31$1 1#/"+3(H.34!,1&1R.3!1&3!(/.3!CD!
H#$#VAS0. | HASR3!$%. 1" #>13.!/ HEH1&3!19/+1%+B!".+'9./(C[.H$#>.9D!)..9' 1C+($!$%+/.I'"*+H.//.I6

A+31DAYSI+)(/ 1*+3(H.1/ 1$#19!131$1!BH#$%!.> *DSUHER!IB.13+61".IR.$I(1HRASHER11&3!(/.11!, +C#9.!

'Y+ & ISV LSHIH+&/SLESOD! . HESHER 1SHLOHE)+* 1$#+&IS+HYo. H_I+(*1., 1#941$%.1&. B/ 1&3Y+HH#19!, 3#161" I$*1>
$HB+_I(/H&RI1&1.9. HE*+&H#HI$* 1> OH1*31+* &I LIH1*IBH#$%!>1#+(/!Q-G1&3I3#R#$19!/D/$.,/61".1B19_13+B&!/$*..$/!
BY%%.* IHRAO/NM)*+, 1+ (*'0h+&./1 1&31+$%. 513 >#H /1 1* IH1'$(*.3!1&3!*.13ICD!B#)#C. 1H+&/4!11&3!+(*!#,1R./ICD!
HH$>6!".1(/.11"/1$%1$!. #$!3.$1#0/1+) 1+ (*19+H1$#+&4!B.1$B..$4!B.I$1RAIB.IHY%.H_I#&6!".1,1_.1'%+&.1H199/!

$%*+(R%! 1*$#H(9111&$.&& 1/ $I(1CDI+(*!, +CHO.'Ub+8413 */61" 1#&$.* 1 HS! BHSY%!$%. H#$D! 3#R#$199D!CD!' 1 DH&R!
+(HISL: JAIOHSHERIHE!+(M1%+(1 /A (JHERIHASDY *>#H /11&31+)). *4&R1)..3C1H_I$+1$%.11($%+*#$#./61899131D4!/' 1$#19!
JHR&L$(*./11%.1.,C.33.31#&1$%.!1$. HY&+0+RH. /1B I ([#8%$.3!1/ 1B.IH+,,(&#H1$.11&3!,+>.11 *+(&3411&3!

J#R&199.3IGTB!+) !+ (X LHSH>#SH. 161 A%#), 1&/1$% 1$1$%. I HHS(*.1$% 1$IC(#O3/1(11C+($! (/H&I$%6.IH+(*/.14)1.> *D!
31DWH/1C.%1>#+(*1941C($!119/+!/ 1$#19H&IBID/I$% LS 1* 14)$.&1+'1 (1$+!(/612(SIH&H* 1/H&RIDAHSIHS$%. 1/ 1$#19!1/
+)1+(*131$11$968 D/ I1$IptY$!13.$1#9. 3$+*DI 1C+($! (/6!

=#./C.$!@1&!1++&.&!%1/1+C/.*> 31$%1$H#SDIR +> *&, . &$/1$+31D!1*.!) 1 IsuPBH#BAKEd problem!+)!31$1!
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<1/%+*.412.64!2 *&/$.#&41G6!f18(934!Q6!IWXIWO6!b>.*H+ #&R!$%.!1$*1R.3DI)!/(". *IB#H_.3
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L($%o+*HSH# [1$+13.$.% #&.1BY%1$L.9.,.&$/1+)I'(COHHIOHN).I1* I"#>1$.1"+H.//./411&31%+BIH1&!1$%.DIC.IC191&H.3!B#$%!
$%.1C. & )HS/1+) % 1IHE&RIS+HH*. 1$.1'(CO#HIR++3/41/(H%! 1/1%.19$% R/&IB! 3(H1$#+

"IHHSIS%1SIH&!+*3 XIS +I3+/+AHS I H#*S1 & H.//1*DI$+IH+&H.'$(19#/.|1B% 1$!*#>1HD!,.1&/'B#$%!*. R1*3!$+!C#R!314
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and managing ‘big’ digital!31$11#/IR+#&R!$+!C.H+,.11I"1*$#H(91*!'"*+C9.,)+*1$%+/.!, 1&1R#&R!(*C1&!
Lo#+&,.83/61A%.1/'1$#19!31$1!B.1"*+3(H.1%1/4!(&$#9!*.H.&$9D4!C..&!(/.3!1+&9D!#&H#3.&$199D!CD!, (&#H# 194 54#. /€
2($!$+31D1#&!$%.1)#.93/1+)1* [ 1*H%!1&3!R+> *&,.&$4!/(H%! /#R&19/'&RIG&H* £ /#&ROD!(/.)(9!1/!B1D/I$+!
$*1H_11&3!,+&#$+*IB%1S!#/1%1" &#&R!#&!(*C1&HidstBémselves are creating data on us, sharing it, and

using it to provide us with services, track us and communicate with us6!G.&/+*/!/(H%!1/'1($+,1$#H!&(,C*

'91%.*F H+R&#$#+&!187-;0!$*1H_! #99#+&/1+)IH1*/131#9D4!1&3!B.11*.!, +&#$+*.3!1/1B.!(/.\8AE/4!H*.3#$'H1*3/41B+*_|
#&!/,1*$!IC(#I3H&R/11&319#> 1#&!/,1*$!%+,./6 | E1L&D!H#$#./\B+*93B#3.11*.113+'$#&R!31$1/H#.&H.191C/11/!_.D!$++9/!
H)I(*CL&!R+>*&1&H.T!$%.D#&$.R*1$h&h&8khe data that emerges from all the city’s systems with the aim

)"+ 3(HH&R#&/HR%$/1$%1$!B#99!,1_.1$%.IHASD!,+*.1.)#H#.&$4!/1).*11& 3! CI8$! H%ot 1A IS QA H#SD!
#&)*LI$*(HS(*.1/(H%!1///, 1*$Y/$*. . $I90#R % $HERAI<<A@!1&3!.>. & BIVS.\@HBIB#S% /. &/+*1$%1$!H+99. HS!
#3.&$#)DH&RIH#R&19/")*+,I'%+&./1$+1$*1H_1'.+'9.11/1$%.D!,+>.1$%*+(R%! (*C1&!/'1H.6

0&!$%.!)($(*.41#$'#/19# .9D!$%1$!$%./.131$1'R.&.*1$.3!CDIH#$D#&)*1/$*(HB(*.!11&3!* R#/$*1$#+&!/D/$.,/'B#99!C.H+
. *R.311&319#& .3!B# data generated purposely by city residents. People’s social media postings, data from
1.9)$*1H_#&R!3.>#H./'1&3!/,1*$!%+,./4!,1'/'R.&.*1$.3|CD!H*+B3/+(*F8#&R441&3!)..3C1H_!+)!1199! #&3/!

will be merged to create a more complete picture of the city’/!)(&H$#+&/11&3!3D& 1, #-86H)!$%.!*./.1*H%.*/!
#&$.*>#.B.311/11&!1.:" *$)+*15%6#/1 *+[ . I835.35%13$!$.&!D. 1*/' IR+41#3$IB1/!./$# |TIDB$%. |5($HY | <Rl B!

every Dutch person’s details were in somewhere between 500 and 3,500 databases. Ten years later wi$%!$%.!
FLUH)ICHRIZ1$1LN#*,9D!./$1CO#/%.34!C+$%!$%.!1&(,C.*1+)!131$1C1/./'11&3!$%.!$. H%E&HAHI9IH1' IH#$D!$+19#& 1$%.,!
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&+ERH14)1$%.1#8$.*&.$6!8!, 1[+*#$D!1+)1$%. |B.*.1+03.*I' +'0. 41B#$%!B+,.&! 1&3I$YIHH1$.3!,+/$!

* % | &%$.3610)1B.11* 1/("+/.31$+. &R1R.IB#$%!$%. 1/, 1*$IHHSDISY0*+(R%!+(*1(/.1+)!1$.H%&+9+RDAI$%#/ H(**.&$ID!
LIS HIHCO.N)+ H#R%S! FIH.&S$I+)I$%. I H+(&S*DIS+'1*$MH#1$.6

Z%+,1* [ 1*H%+&5%.13.>.9+', &$!+) 1#&) +*, 1$#+&!/D/$. /1 1&31#&)* 1/$*(HS (* AHE# & RIFBH&) +*, 1 $#+&11&3!
1$#19131$1IH&)*1/$*(HS(*.41B.1%1>.19.1*& . 31$% 1S HS!#/13#) J#H(9$!$+!3./#RE&! 11) (99D!) (&HSH#+EH&RI/D/S. [)*+ 1 /H* 1
C($!*1$%.*I$% 1S H#&)* 1/S*(HB(*.!.,.*R./1$%*+(R%!1&#&$.'91D!C.$B..&!$.H%E&#H19! 1 & 3BA LI T R-K$/

+)$.&Po1M&*. 3H#HS$LCO."1$%/1 1&3(9%/1#& olitical choices becoming hidden in the system’s nature and

O+RHHIBY 1 SISVIHSHHL N4, THS/I+&1/+H#. B J#H (95! S+ SVBHO&) +%, L$H#+&I#&)* 1/$*(HS(*./1%1> 19+&R!19.)$!

LiHere we quote Liesbet van Zoonen’s paper, Big, open and linked data challenges for urban governance4!

1>1#91C9.11$T!
%%$$'/T\BBB6*./.1*H%R1$.6&.$\'(CO#H1$#+&\WLNINXNKLg20Qgb-e?g8?5g=0?7e5958A8g<i8==e?QeGgZb;gP;
28?gQb@e;?87<é

4e:1,'9./'#&H9(3.1?.B!h+*_1%3$$' T\BBBJI6&DHER+>\/#$.\1&19D$#H/\# &R 1&IB(CO#&!I
%$$'T\BBB63(C9#&31/%C+1*36#.\'1R./\@R.3.:

N04$$' T\BBB6B#*.36H+6( \&.BiH%#> \WSIK\XN\*. HD HOERHRA *. B1SHYHRR(!
ANGI*RUMADN+H(&3H&IWXIW!$%1$!$%.!1&(,C.*1B1/11$!9.1/$IMAXXXN%$S T\V1*FA1EHRAXR1$1C1/.6

8 SH++&/IR.R.>.& THH>.*%.#3\0

1196$$'/T\BBB6HC/6&RERBH#. (BAWXIYV\WW\BHLHL IS 163, R.3.*9183 . */R++#F" H&$.*&.B

MWZ+%1.:1,'9.418>R . *+(4!<64!fIEHQ*1$%4! 76 IWXXLO6!-+B.*41* 1 $#+& 19#$D4!11&31$%.!1*$!+) 198>#& R !$%*+(R%!/+ H#H
$.H%&#H19IH%1&R.6'E0G!M(1*$.*9DBKINMV/EBICBHNMIG6!=6!f176!;(%9.3.*IINNYO6!GS$./!$+B1*3!1&!.H+9+RD!
+)#&)* LISHB(*.!3. HR&!IL&IIIHH. /) +*191*R.I#&)+*, 1$#+&!/'1H./6]10&) +*, 1$#+&!GD/$.,/'U+(*& 1 BIKEBO4!JJJ



http://www1.nyc.gov/site/analytics/index.page
http://www.dublindashboard.ie/pages/index
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+*1.> &I+&. IH+(&$*D!NL/1#&!1$%. 1H1/.1+) & 1$#+& 191#&) +*, 1$#+&!/D/$.,/06!18/1$.H%&+9+R#H19!3.>.9+',.&$!$1_./1+&!
#&H* 1/H&RID!3#>.*/ N +* '1&3H&H* 1/#&R!/'..34)) +*I#&/$1&H.1#&/, I RIHRBETAH & $+!5%. IR+> *&1&H.!+)!
/(H%!/D/$.,/'1&3!%+B!$%.D#&!$(*&!R+> *&!/+H#.$D!1*.|191RR#&R#&!1&!191* #&R!,1&&.*6| A% #/!"*+[.HS$!/.._/'$+]
H+&S#C($.1$+!(&3.*/$1&3#&R!$%.!13.>.9+' . &$HGIR)+* 1 $H#+&IH&)* 1/S*(H(*.1#&!8,/$.*31,|B#S% /' H#)#H!
)+H(/1+&!$%:itizen’s perspective and the implications these bear for political and regulatory processes and

3#19+R(.6

We approached this project with the view that people’s increasing awareness that they are producing digital

31$1!B#99!H% 1&R.IHASHV . &/%# MEASBHRA99!*.91$.13#)).*.&$9ID!$+!$%+/.1B%+!1%1>. 1 1HH.//1$+1$%.#*131$14!1&3!
will start to think about how they want their data channelled and managed. The authorities’ linking and
FRA&GRI)I31$1/.$/1/(HY%!1/1$1:131$1!B#$%!9+H1$#+&1*. H+*3/41$* 13/ SRR BA! BB#06+/$#&R/OB#99!C.!

debated. So will the extent to which people’s ‘public’ data (such as social media, check$t&/411&3!+$%.*!"+/$#&R/!
+&!"(CI#H!'91$)+*,/O#/1$*(9D!>+9(&$..*.3411&3!,1DIC.I(/.3'#&!1&DIH+&$.:$4!> */(/| C #&R!+C/.*> 31+*13 . *#> 3!
31911&3!1$%.*)+* /(C[.HS!S+!" * #//#+&I8AY.!" (/$#+&!+) I H+,, *HH#LO#/1$#+&!+)131$1!B#99!19/+!C. . H+,.!
#,'+*$1&3$!1/1$%. | HASDI#&S. * 1HS/\B#S%!IH+,, *H#19I'1 *$& . */\BY+!1* 1#&$.*./$.31#& | (/#&R!1&3!/.99#&R!31$1!,+*.!
C*+139D4!1&3!/+!B#99!$%.!B1D/!#&!BY%#HDo! [HDBRIRE% .1 Z1#*10&)+*, 1$#+&!-* LHS#H 1-*#&H#' PN Z0--GO
H1&!C.11"9#.31$+131$1!)9+B/1#&!(*C1&!R+>.*R1&H.6

Box 1: the ‘Rode Loper’ crowd observation project
I
0&!8,/$.*31,411&!.:1,'9.14)1$%.! #&3!+)!,+&#S+*H#&RIS%LSH#/I'+/[#CO.1H#&IH#SD!/'1H.!1#/1$%.!;+3.!1
"*+[.H$4!B%#HY%!$++ "91H.1#&IWXIF!1/111H+991C+*1$#+&!C.$B..&!$%.!<#$D!+)!G1% 31411, /.
AP!5.9)$11&3!"*#>13.1/.HS+*IH+&/(9$1&$/I51S6 E+CH#I#SD6!A%.!"*+[ . H!H+&/SBR(B. B (FBH R
and involved monitoring pedestrian and cycle traffic in the ‘Rode Loper’ zone between Central Station
1&3!51,!G"(1*.6!b&!$%.!C(/DV/%+"#&R!/$%!719> */$*1 154! 3(*#&R!SB+!,+&$%/!+)IWXIFA ! 19V /
B.*1$*1H_.3#&!/.>.*19!B1D/T"#*/$4!CD!<<A@!'B#3$%!)1H#19!* H+R&#$#+&!$.H%&+9+RDc!19
BY%#H%!'"#H_.3!("13.>&#R.&$#) DH&RIH#R&19/M)*+,!, +C#9.I'%+&./411&3")#& BIRREIHR!, +Of
'%+&.131$1!"(*H%1/.3!$%*+(R%!1&#&$.*,.3# 1*D)#* 41E.V(*+4!B%#H%!$*1&/1HS$/!,+C#9.!'"%+&
#&)+* LH+&N)*+, IS+ (/1+'.*1$5+*/61899!$%#/IH*.1$.31113.$1#9.3I'#HB(*.1+)1$%.1$* 1) )#H!I"1 $3$.*&
719> */$*113!+>.*15%. | EFB-&$%!" *#+36!A%.!*./. 1*H%!B1/| & #$(&A#H1$.3!$+!$%.!".+'9.I'1 /[#&R!
$%*+(R%!$%.!11*.14!/+1$%1$!$%+/.|C #&R!,+&#$+*.3!B.*.|(&1B1*.1+)!$%.1"+H.//6

A%.1;+3.1=+" 1"+ H$I#/! 1IR++31,'9.1B#$%!B%#HS4 | C. RA&!+(*1*.'+*$4IC. H1(/.\#$!+($9#&./'/.>.*19!+)!1$%.!
*+C9.,/'#8&%.* &$1#&!$%.| > ERIH1' ITH#SD!$+I$*1H_4! +&#S+*11&31* H+*31+(*,+>.,.&$/11& 3! 1 ASH>#$+#./6!
$.H%&+9+RD!(/.3!$+!* H+R&#/.!" +'9.1#& I 1IH*+B3!#/1&+19+&R .*1./+$ *#H!+*1* [$*#HP.31$+1$%. ./ H*#SD!/ . *>#H./4IC($!
#/IC.H+ #&R!1HH.//#C9.1$+!.> *DMR&3.*1B%1$! H#*H(,/$1&H ./ /%4$98. | HASD 1#&/$#$($.111/D/$. '1$+!$*1H_11&3!
monitor people’s movements and activities? What kind of data should be collected and who should have
1HH./IMNG%+(931#3$!C.11>1#91CO.1#&!*.191$#,.41/%1*.341* . (*'+/.341/$+*.31)+*1$%.19+&R . *1$.* Mi+B!/%+(93!$%.!

KA./ 13 ) HEHSH+&/IH+,.1)*+,1i#93.C*1&3$4!E6!IWXIKO6!GI1>./1$+!12#R!51$1 6t | Redist De Internet,
Derecho y Politica JY®

F106$$ /T\.&6B#_#'.3#1R\B#_#\ZA<gZ1#*g0&)+*,1$#+&g-11HSHH.
Mo6$$/T\BBB6$%.R(1*3#1&6H+\$.H%&+9+RD\WXJIY\, 1D\ILYHE ) HHRE#SA'E S&3JCo#I
1&+&D #$D +&3$1_§.
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31$1!$%1%$!*.)9.HS/!$%.,MNA%./.\ (I$#+&/\C.H+,.1./ \H#199D!" *$#& .&$!B#S%! *+[.HS$//(HY%!1/'$%#/!.:1,'9.4!
B%.*.1$5%.!131$11#&!" (/$#+&!#/1&+B'HI.1*9D!3. ) #&/BRVDH#6.61#F!3+./1&+S!HI.1*9D!*. 91 3. 1$+1#&3#>#3 (19!
#3.&$#$#./615+./'1#$!,153.*1$%15!$%. |3 1$R& ) #.34!11&31#/'$*1H_#&R!11'*./.&H.1$%.!/1,.11/!$*1H_#&R!1&!
#E&3IMI(1NS+./'1#S$!,1 1113#)).*.&I5%13!$%.1$*1H_#&RH/)+*11H13. #H!*./.1*H%!1&BIFV615!$%.* . 1#/1&+!

H+,, *H#19!1# Mi+B!/%+(93!$%.!H#$D!B.#R%!$%.!"(CO9#H!/1).$D!1&3#&&+>1$#+&! 1/ . H$/!1+)!$%. I'"*+[.HS! LR 1#&/$!
those of preserving people’s privacy? And perhaps most importantly, who should decide on all these

(JBHA&IN

AY%#/1* ' +*$1/.. 1B11&/B.*1$B+!, 1#&! (./$#+&/6!Z#*/§Hat organisational and governance structures are

necessary for a sound and innovative spatial data infrastructure in Amsterdam?!8&3!/.H+&34Abw can the

city address the needs, privacy rights and responsibilities of citizens who create and use spatial data? A%./.!
T(ISH+&)%1> 1&+#,'9.11&/B.*/41C($!$%.D19.3!(/1$+!/.. 1$+I#&HI(3.1#&!ISY#/ *+[ . HEIR*+('/11&3!.." . *$/!1B%+!
B.*1+($/#3.19%.!,1#&/$*.1,'+*I1H$(199D!, 1*R#&19#/.31#&!>1*#+(/'B1D/'B#$%# &l S BH# S D6

HE&)F 1S#+&IH&)* L/$*(HB(*.!1$%. +*DIRALBR.)* 1/S*(H$(1BB LD/ :HI(3./1/+, . IR*+('/1+)I'+'9.  T6l1A%.!
[,++$%.*11&3!,+*.1/.1,9.//  9LB%.#&)*L/I$*(HS(*.1*(#RS.*&199D1$8@BH*.! $HRUH&S.R*1$.31#$1#/41$%.!,+*.]
[$*+&RID#$!$.&3/1$+!.:HI(3.1/+, IR*+(/1+}#9.11&3!$.H%&#H19!.9.,. &8/ address the idea of a ‘sound’
31S1IH#&)*L/S*(HB(* 11/ +& 1 $% 1S/ #SH+*111) ($(*.!1B%.*.1".+'9.1,1_.13#)).*.&$!H%+#H./I1C+($!.&R1R#&R!B#$%!
3H#R#$19!5.H%&+9+R#./4!1#&!111B+*93!B%.*.1$%. |H#SD!#/!C. H+ #&R!,+* 1"+ R* RAXIDIRBLH R*1$.3!1/!
$.H%&+9+RD!H+&S#&(./1$+! 1 3H10BHE #&3!+)IR+>*&1&H.1+)!13#R#$19!131$1IH*.1$./11&!.°(19!"91 DH#&R)#.93!)+*!
$%.1.93.*9D4!$%.!D+(&R4!$%.!>(9&.*1CO./RZ#MQH A *$!$. HY & +9+R#./4 &HESHV . &/A!'. 1 */1+)1+$%.*!
91&R(1IR.M

"HSYSY%6. 143, 1191 IH&) LISH(HS(*.L., *R./1*1$%.*1$%1&IC #&R13./#R& 3 1&31$% 1 H#SDIZ1$1148&)* LIS*(HS(*./11*.]
H(**.&$9D!., *R#&R4!B.|B1&$!$+!191D!$%.!R*+(&31)+*13.>.9+" */4IHASD! 1 ($%+*#S#./41)#* [11&31*.[. 1*H%.*/1$+11/ 1$%.!
_H&SNH) (S EBYLSIHLE *+SEBCL /1) +*1 &>+ SABR (#$1CO.IR+> *& L&MFHHS(*.))+*/ 1$#19131$11#&!
8,/$.*31,!$%1$!B#99!C.1131'$1C9.!$+1)($(*.!13.>.9+',.&%Ind responsive to residents’ needs and opinions6!

"119/+114 IS+ +.U (/$H+&N1C+H($!$*1&/'1* &HDAILHH+(&$1CHO#ID! 1881/ 135 11$%1$!B#99!,1 . I#$!'+//#C9.!
YHIHASHV &N L&BIH+&SHEC ($+*/14) 148 +* L $H#+&A11/1B. 991 L/1 (SHHH 1911 ($%+*#$# I AIS+1C.IC.&. JHHHL .1 +)1$%1$!
#&)*1/$*(HS(*.6

1.2. Methodology

A%#/1*.[. 1*H%!B1/IH+&3(H$.3!$%*+(R%!#&3$.*>#.B/1 1&3!+C/ . *>1$#+& 1#& 8, 1$FB U HH*/.1+) IWXIMI) +*11 ]
,+*.13.$1#9.31.:'91&1$#+8&4!/.8&&.: OB>.*1$%. I H+(*/.1+)\WXIM!B.119/+!"1*$#HA' 1 5. 31#&! 1 1*1&R.1+)!.>.&$/!
1&313#/H(/[#+&/1$+!13+1B#$%!/, 1*$IH#SD!$. H%&+9+R#./4IH% 1 *$#&R ! $%. | IHS+*/1. A R1IR#&R1#&!1$%.)#.931)*+,13#)).*.
[ H$+*/41&31$%.13.C13$./\., *R#&R6!A%."*+[.BBIH+&3(H$.3!'1*$ID1#&!5($H%!C($!, +/$9D #& e &RI#/%T!$%.!.:" . *$!
#8&$.*>#.B/!IB.*.IH+&3(H$.3!#&!e&R9#/%4!C($!$%.1.>.&$/!B.11$$.&3.3!1&3!$%.1)+H(/'R*+(I3#/H(//#+&/'B.*.1+)$.&!
#&I1 #:5(*.1+)15(3H%!1&3!1e &RI#/%4! 1 & 31 ICHIEBRGHE) 1+ (*I1* /' +&3.&$/!/'+_1+&9ID!5($HY%!3(*#&R!$%.!
*[.1*H%6!".|C.R1&!B#$%! 1!/ *#./1+)\WX#&S$.*>#.B/|B#$%!.." *$/1#&!31$111&3! (*C1&!R+>.*&1&H.41)+99+B.3!CD!1!
[H.&1*#EC(#93H&R!.. *H#/ \#&!B%#H%!B.!(/.3!1$%1$1#&)+*, 1$#+&I1$+1$%#& 1C+($!BLIBI3NFARVIFD++ !

o 1#&1$%.1)($(*.6!".1$%.&!H+&3(H$.3!1!/ *#./'+)L #R%$!)+H(/!R*+('/ARH#SIB V& ! . 1HY%6! A%./.1)+H(/.3!
+&#//(N1&3'$D".[1+)IHASHV . &4 B#S%! 11" 1*$#H(91*!.,'% 1/#/'+&!$%+/.\B%+! #R%$!C.!13#/13>1&$1R.3!CD4!+*1B.*.!
9# .9D!$+!IC.I"1*$dtH(sensitive to, an increase in the city’s reliance on digital data as a way to relate to and

MB18../$134IE64I6IE+&S.#*+41f1-612#.9/. &I MBRYEOBB#+810&)*1/$*(H$(*./118:31-(CO#HIQ++3/ THED ORI
*1H$#H19!0,'9#H1$#+&/")+*1G506!0&)+*, 1$#+&!A.H%&+9+RD!)+*15.> 9 SV B3 ICH1F4!G6!=6! I INNNO6!A%.!
€3%&+R*1'%D!+)I0&)*1/$*(HS(*.4!8, . *#H1&!2.%1>#+*1 9| GH#. & $ABMIFK ! IKOTKLL
L7#$HY%#&4!;64!f15+3R.4IE6! \8HE&IEpGLe: Software and everyday life6!EQA!-* /|6
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based on the research team’s background research and discussions. !
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Figure 1. Daily trajectory of a mobile phone, measured by GPS sensor
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Table 2. Types of data available to/in cities

Type of data! Who may have access! Who can gain access if

authorised!

Mobile phone records "%.&1#3.&$H)H1CI.41"*+>#3 . *1+&' -+9#H.4!/ H(*#$D!1&3!
"%.&!3. $#3.&5#)#.34!+)$.&! .. *R.&HD!/ *>#H./!
1>1#91C9.1H+,, . *H#198B!)+*!
1H13. #H!*./.1*H%

(Cor (conm

Volunteered geographic -(CO#H! -(CO#H!

information (e.g. crowd-

mapping)

Identity and address Q+>.%&,.&$4191&39+*3/4! -+9#H.11&3!/ . H(*#$D!/.*>#H

information (GBA) H+,, *H#19)#*,/I|.6R6!
&.B/'1'*/1)+*13.9#> *#./0O!

CCTV (Closed circuit bB& ¥ -H)I/ *>HH.I"*#>1$.1+*! -+9#H.11&3!/ . H(*#$D!/. *>#H
television) (COHRID ./ 1*HY%!#&/SHS (Bt +&/

ANPR (Automated Q+>.%&,.&$4A* [ I*HWH&/ISHS($YH -+9#H.!1&3!/. H(*#$D!/.*>#H
Number-Plate Recognition)
— traffic flow information

Car GPS data bB& *+)I/*>#H. " #>1$.1)#* 041 -+9#H.11&3!/ H(*#$D!/ . *>#H
19/+1$*13.31#&I9:3.&$#)#.31)+* !
$+IR+> *&, . &$!1&31+$%.*)#F,/

Q+>.*&, &$H&ISHS(SH+&IAR&SH -+9#H.11&3!/. H#$D!/ *>#H
)*1(3!

21&_/41$1:11($%+*#$DBH1EMH  -+9#H.11&3!/ H(#$D!/ *>#H

Travelcard information Z#* 1+B&#&RIH1*3/c!131$1119/+! -+9#H.11&3!/.H(*#$D!/.*>#H
1%1*.3(&3.*IH+&$*1H$!B#$%

$*1&/'+*$11($%+#$ALBHL B
#3.8&5#)#.31)+*, | B#FAL . *&,.&$4!

VB [AIH&S.* . /SIR*+('A*.[.1*H%!

HEISHS(SHH&/

<+, *H#19'H+,'1&#./4! -+O#H.11&3! . H(*#$D!/. *>#H
R+>.*&,.&%$!1&3!1H13. #H!

* [.1*H%.*/!

Healthcare data®® I.195%H1* 1"*+>#3.*/A1#&/(*1&H.! -+9#H.11&3!/. H(*#$SD!/Hix#
H+,'1&#./413. $t3.&$#)#.3!131$1!
(/.3!CD!%.19%%!1($%+*2 BB/

* 1. 1*H%!#&ISHS(SH+&/

Q+>.%&,.&34!". &/#+&!)(&3/4! -+O#H.11&3!/ . H(*#$D!/. *>#H
.'9+D.*/411&$8*1(3!

*+>H#3 *4IR+> *&, &9 -+9#H.11&3!/ . H(#$D!/. *>#H

information 3.'1*$,.&%/ !

Utility service records P$#O#SD!"*+>#3_t/A¥H %! -+9#H.11&3!/.H(*#$D!/ . *>#H
(water, electricity, gas) H&ISHP(SHARFIHH.41$1:!

1($%-+*#$#./4 TRHB!

Education records e3(H1$#+&!"*+>#3.*/4IH#$D! !
R+>.*&,.&$34!/H%++91#&/ . HE+*/

* [ 1XHObIH&ISHS(SH#+8&/

Criminal records -+9#H.4!/H*. &#HE&RI+*R1&EBM $# !
B#$%#&R+>.*&,1&$

INHealth data is increasingly generated in parallel by individuals, using ‘quantified self’ technologies such as
VH#$CHER 3196.19%%!$*1H_#&R!/.*>#H./6!A%#/\31$11#/!/+,.$#,./41C($!&+$!19B1D/4!$*13.3!1+&!$%.1+".&!,1* _.$!
3. &3HERIH&!N(/. ¥ * #/[#+&/6 !

al
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2.2. Scenarios for digital data in the future city

21/.31+&1$%.1#8&)+*, 1$#+&!11>1#91C9.N)*+,IC+$%!C1H_R*+(&3!*./. 1*H%!1&3!+(*1.;" . *$!1#&$.*>#.B/41$%.!*./.1*H%!
$.1,/C(#98.>.*19!//H.&1*#+/1)+*1$%.!B1D!31$1!,1D!C.!(/.31#&!$%.!H#3$D!+)!$%.!)($(*.6!A%./ //H.&1*#+/11* |
~$*,.T1$%.DI1* 13*1B&!)*+, | LIH+&H.'$(19#/1$#+&!+)1$B+!_.DI1:./119+&R!BY%#H%!31$1!(/.11&3!" . * #//#+&/',1D!

3.5 9+ 111 HR(*.\WBIA%.//H.&1*#+/1$%.8.1). 31 #ESHSHH 1 O1#&)+* L $H#+&I 1831 (/$H#+&/1'+.31$+1$%.1)+H(/!
R*+('/411&3!/.*> 311" 1R (#3.1)+*1$%.!3#/H(//#+&/6!A%.D!B .* '"1*$#H(91*9D#,' +*$ 1 &$I#&! +*# . & $H#H &R $%. | 3#/H (//#+&!
$+B1*31LIC*+13!" ¥/ H$#> . 1+&!(*C1&!31$1!(/.['1&3!$%.! #&3/1+)13151!$%1$! #R %R THL HHE. ) +H(/!
R*+('I'1*$#H#'1&$/1&1$(*199D!$.&3.315+!*.).*1$+1$. HY%&+9+R#./119*.13D#&!'91D!1&3!$%1$!$%.D!(/. 3!+ & 1 & 1# & 3#>HS
level every day. These ‘bigger picture’ scenarios /.*>.31$B+!"(*'+/./61Z#*/$4 ' H+&/$*(H$#&R!$%./.|/H.&1*#+/1#&!1!
B+*_/%+'1B1/$%.)#*/$!1*+(&31+)1 1&19D/#/1+)1.:" *$1#8&$.*>#.BI31$16!G.H+&341$%.1* [(9$#&RI/H.& 1 *#+/1B.*.!
/(CI.°(.&$9D!(/.3!CD!$%.!*./. 1*H%.*B+!/("+*$ I'LI*$#H# 1&$H#, LRA&) +//#C9.!$.H%&+9+R#H19)($(*./11&3!$%.!
_#&3/14+)I(*CL&IH+3.V'1H.1$%.DIB+(93!"%.). *I$+OH#H B * 1& *>+(/11C+($!/.. #&R!.>+9>16!

Figure 2. Urban data scenarios
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1.!Data utopia/dystopia: high traceability and city-led data control
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municipal authorities. The city uses data on everything from people’s movements to their electricity usage at
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household level. A decreased feeling of individuality in people’s urban lives mean citizens feel more like
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2. ‘Anonydam’: anonymity and city-led data control

In this scenario the state allows a lot of data to be collected and shared about people’s lives and activities, but
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city government’s accountability to its citizens increases.!
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3. Rampant profiling: traceability and private-sector control
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4. ‘Anonymity at a price’: privacy under private-sector control
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content of their communications and activities. The state and city have to buy people’s information from the
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functions, companies enforce ‘real identity’ policies online to ensure they are getting accurate data on people.
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2.3. Emergence of a geo-information infrastructure

AUIH(* &SIPOL" 1+)ISVAR +S1&)+* 1$#+8&)*1/$*(HS(N$%.!$. HO6&+O+RH. MR §ASH+ &6 1&&.9/1(/.31$+!
H+99.H$4!"*+H.//11&311& 19D/ 1#8&)+* 1$#+& 1 SHEHA.91$./1$+!$%.|B1D!B.I(/.1+*+HH( D!/ BHIQ!

. *RH&RWH&IS /$.%31, 1/ HY%1*1HS ZCD)L/9$. HO6&+9+R#H1913.> .9+ &$AI$9%. !, (9$# O#HHSDI+) 1H$+*/11&3!
+HR1&HVI$H+8/18+$!1+89D!19* 13DIHE>+9>.341C($! 19/+ H+&SH#E& (+(/ID! [+ HEHER!ISYo* HIRBIS L HK/MB . C1$./4!
1&831.>.&$/+*R1&HV.311+(&3IH+&H.'$/V/(HE6&1/ 1*$IH#SB!I 2. BI1THS+*1 199#1&H./11* 1., *R#&RI1$!11*.91$#>.9D!
)L/ IH.IC.$B. . &IR+> *&, &$AIH#>1$.1/ H$+*411&31 [ 1*HYb I#&/SHS @HHEBI 3./118319. . &$/1+)1$%H]!
R*+B#&R!,(9BH.D 31&.$B+* HE&HO(F+F199.319#>#&RI91C/11&3.:" *#, &$/|BHS%!$YS 1SHRESAOECLEI9#).!

1. 1C+:IWOB%. IR. B+, 1$#+ &I#8&)*1/$*(HS(*.|BYHH%!B.1/. .., *RH&RIHE&I$Y%.|H-ERS L EREH#SD! 183!
1%+(&31$%. I3#REBH+&I+) | (*CL&IH).134)) */1)*+ ¥ G+ 1 3HSH+ELIR*1'Vo#HIH&) +*, 1$#+&!/D/$.,H&!

13, HE&HIS* 1 SH+&I URTH1 9131 $1IH&)* /S (HMERISB * /1+)1$%.1 (9$# OHHHSELS)* /$/41BY%.* IR+> *&, &SIH#/!
H(*.&$9D!$1_#&RI+&I+&ID!+&.1+), 1&DI*+9./411&31#&I$%. 1/ 311$! BY6#HBE -8B+ DI RTB3.311&3!

S 8S.3IBHSY6! 0S4/ 1IRHE)+*, 1$#+&IH&)* 1/$*(HS(*.1#&1$%. ! ¥11+)ICHRI31$16!

D&.1+)1$%.1*. 1/+&/1$% 1$ICHRIZIS1I™ [.&$/1&. BI*+CO. IH&IS.* /1+)IR+> *&1&H.WH/IC.HL(/. S 14/ 3#/$#C ($.3TIHS$!
CHISNLIH*+131$1C 1/ /411" O#H1$H+&/41+BE& I BB #+&/6! 8&+$% . *1#,'+*$18$13#)).*.&H.IC.$B..&! +*.!

$* 134+ &L OBRRY+, 1 SH+&IHE)* LHB(*.1 1&31$%. 1#&)* 1/$*(HS(*.1B.1/. .., *RH&RIH&I+(*!/SBEBY% UL $#19!
SISI/I[(/$I+&. S+ LE&BHSYHE!, 1&D!I3H)).* &$I31$ 1) DEBROIL Vot HIH&)+*, 1$#+&I/DIPHN> 1) +*1119+&RI$H, .
*(&I+&ISYSHHEHA'D. 1BY A LSHL B SIS+ 314&1+&.1)+* 18 &3 1$*#C(S3LS LMY I LHS. *#/BEH($!$%.

P1H.O1* U$+* H&IL&+SN#F, 1545%.815%. ISB+19#& . 3IBHSYHE&! BRSACL/)+*1(/.|B#$%!, 1"#&R!

[+)$B1*. OF131$1C1UR. $B+* BRISUH (. &SIR. B&)+*, 1$#+&IO1&3/HL'1+)1$% MASB . > *4131$1I#/1&+!
9+&R.*/(C[.H$!$+!$%6#/IC#8&1*D GRecH it + H1$#+&11&83),+>., &SI 1+ IH1'$(*.314&), 1&D!I3#)).*.&$!)+*, 1$/!
1&311/131$11.,C.33.31+*13 *#> 31)*+, 1+$%.*131$11)9+B/6!i+Ble’&location and movement 1*.!C.#&R!,1".3 !
#&1$%.1.¥11+)IC#R131$111&19D$#H/IC. H+, ./1#QBH+ BEARE 31 (&'*.3#H$1C9.8D6.134)).* &HC .$B..& !
[1$#19131$141+&1+&.1%1 &3ASHEBCUS. 131 $141+&1$%. 1+$% . *A1#/1 31+ O>HERAVL/#/1$%.13#)). * &HBIOBB. . &I3#R#
'1H.11&318+&B#R#$19610&!$%.1.*11+)IC#RI31$11+(*I13#R#$191B%.*. 1C+($/IH1&!$.99! HOBSHLHERL T4 ($!
+(*I'%D/#H1919+H15#+&6

Q#>.&8% H%1&R /N1&3IH+,'9. :#$D1+)1$%. 1., *RH&FBRY 1/$*(HS(*.41B.1(/.31$%.1)+(*'+//#C.1) ($(*.!

TH. &L+ ($OHE. 3IH&ISY. 1™ SH+ (/| HSEABY. | CLIBA*1+ (1) + H(/IR*+(13#H(//#+&IHE&I+*3 1S+ HEBYHS!
H#SDI* /#3.861 S+1H1&&+$!/. 35%.13.>.9+',.&$ +)I$Y6#/1&. BISD".I1+) IRH&)+*, 1$#+&#&)* 1/$*(HEK$H #/_/!
1&3!'+$.&$#19/6
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Box 2: Living labs
I
The idea of a city ‘living lab’ initially implied real $#,.1.:".*#,.&$/1$%1$!+)$.& #&>+9>.31%(,1&!
"T*SHHA 1&S/H&! (*C L& &&H#E&S/61A%.1$.%,1%1/1.>+9> 3IS+IH#&HI(3.I>1*#+(/13#)).*.&$!,+3.9/4!C
H.&$*./11%+(&3!$%. 1#&/. *$#+&!+)111&.B!S. HY &SBHARB! * 1 H$#H. 41 3#R#$199D!.&1C9.3!1#&)*1/$
+*1& $B+* IH#&I1I'I*$H#H(91*11*.114)!1$%. HASDAIH#& ! 1IH+&S$.:$!B%.*.|$%.!"* HE&#PH1 ! CL3!
>19(1$.36!<*+B3!,1&1R.,.&$!'"#9+$5/4!/,1*$19#R%SH&R!. . *#,.&$/4). &)RBH.&HD!"*+[ . H$/4!
experiments to influence or change people’s behaviour and neighbourhood §+H(/.3!$.H%&+9+RD
3> &I*+[.H$/11# #&RN)+*1/[+H#19!H%1&R.1199!) 1 9B (&R #HBe6& | +) | 9#>#&R!91C/6
I
=#>#&R!91C/!, 1D#&>+9>.13#)).*.&$!3.R*../1+)IH#$#V . &' 1 *$#H#' 1 $#+&!1&311B1*.&.//6!-.+'9.1, 1
"1*$#H#'1$./CD!3+B&9+13#&R!1"/1$%1$!$*1H_1$%.#*,+>.,.&$/1+*I1C.% 1 >#+(*41#&!BY%#HY%!H]
H+&/.&$H#H&R'1*$&.*/'1#&!$%.!*./.1*RIBABIAD!C.!1$*1H _.31#&!B1D/!1$%1$!1*.1H9.1*1$+!1$%.,4!)+*I4
) LI*+[ HSI#/V' (CO#HHA/.31#&113>1&H.11&3IH+&/ (91 $#+&/11*.1%.93!+*!)..3C1H_#&>#$.3!1/..1$
$%.!<-84N+*1#&/IS1&H.41#&!/ H$#+&IWEWEKO6!18!$%#*3!,+3.91#&>+9>./1*, +$. | FHBAHIBI99. HSH
&+$#)DH#E&R!".+'9.18%1$5!$%.DI1* " 1*$#HA 1 $HERIH#&! 11*.[.1*HY%!"*+[.HPI+*1.:" *#,.&$6!A%. | $%#
H(**.&$9D!$%.!&+* 4! 1#&9D!C.H1(/.!131$1!"*+$ . H$#+&!91B!3+./1&+$!1"9D!$+!31$1!$%1$!3+./!
L+'9.I'"*/+&199D#3.&$#)#1C9.41/+1$%1$!1 ($%a£34$#.1*H%.*/11*.1&+$!+CI#R.3!1$+!,1_.I'+'9.!
1B1*.1#)!1$%.D!1*'H+99. H$#&R!31$1#&!'(CO#H!/'1H.6

3. Findings - Citizen perceptions across four themes

A%%.1&. S HSH#+&/NO++ 11$1$%. 1 JH&SHERI)*+ 1+ (*)+H(HERIHYE(&HSH#+&IBHSY%!, 1$ #1091 + 1.1 *$!

H&S.>H.EB. I*[.&S$!,+%.13.$1#9.31$%.,./! *91$H&RI$W.I+CO. 1+)I31$1IR+> *&1&H.4IC. I*#&RIH#&! H&31$%.
)(S(*VH. &1HHE1IC.R1&! $%.1, 1[+*#$D!+)ISPH(/IR*+(/ IBHS%I L& *HH#/IBY%. *.I'I*$S#H# 18$/1B.* HE&>H#$.3!
$+HOH/SI1&D+& AIH+,, *HHLO+*I'(COHHAY */+&1914+*1(&_&+B&I$+!$%. 41B%+! #R%$!_&+B!'*/+&1913.$1#9/11C+($!
$%.,11$!1$%19!,+,.8$4!1&3!B%1$!$%.D!_&.B6!".119/81B%+! #R%S$! &+BI$% #*19+H1$#+8&6!".)+(&31$%1$!,+/$!
B.*.19%#R%9DI1B1*.1+)|B%+!_&.BI$%.#*1%+,.1133* //41(/(199DI1/I'1*$1+)113 #&#/$*1$#>.13. $1#9/IR#> . &IH+&/H#+(/9D!
CDI$%.1#&$.*>#.B..61i+B.>.*41$%.DIB.*.19.//1H9. 141 1C+($!B%+! #R%$!%61>.1$% #*190-+ HLAYHMNIHPLHB/H !

TrSHHA1&S/IH+(93181L, LIWIBH)). * &SI L $#. 1+ H&ISHS(SH+&/IS%LS!_&.BIS%.#51%+,.1133* //II#&HI(3H#&R!)1,#9D4!
&H#RUCH(*/4!.,'9+D . M/HY%o++941$%. HASDIR+> *&,.&$!1&31$% #*1C1&_O4IC($!B.*.!,(H%!%1V# *1 1C+($!%+BI$%.#*!
9+H1$#+&IC.H1,.! &+B&!.9.H$*+&#H199DBIAY*+(RY%+($11991$%.)+H(/IR*+(/41$%.* 1B1/11!,1* 311CL.&H.1+)!
1B1*.&./N11C+($!$%.).:$.&BIS+IBYHH®%! +CHI.I'%+&./1,1_1$% #*I(/ USALEII$*1H_1CO.1#&!>1*#+(/1B1D/6!
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3.1. Security, efficiency and data maximisation

b&.14)1$%.1$%.,./1$%13!.,.*R.3!)*+,1$%. 1#&$.*>#.B/IB1/11!$.&/#+&!C.$B..&!$%. /1)) ) #H#.&HD!1&3!

[ H(*#$Dwhich led the city to install ‘smart’ datafied systems that ge&.*1$.11&3!"*+H.//'31$1!#&!&.B!B1D/4!1&3!

the need to preserve people’s autonomy and anonymity in their daily lives. Moreover, people felt that data
1C+($!$%.,'B1/H+&/$1&$9D!9.1_#&R!)*+,1$% #*I3#R#$19!19#>./411&3!$%135!$%.*.|IB1/'\&+!. $%#H ) #&# #/1$H#+&IH#E&
+)131$1IH+99. H$#A»&D+&.11*+(&3!$%.,!B1&$.3!199!$%.!31$1!'+//#C9.6!A%.1$.&/#+&!C.$B..&!/,++3$%!*(&&H&R!
+)1$%. | H#$SD!1& 3! #&# ##HE&R! ,+&AS+ HERI#/11)1 #9#1*1+&.1)*+,1/(*> #991&H.1$% .+ (B BotBldAtOr NS/

and surveillance can be seen as a continuum, with aims of care at one extreme and control at the other6!
-*+[.H$/!,1DIC.R#&!1$!$%.!,+&#$+3#&Fare end of the continuum, but experience ‘function creep’ towards
H+&$*+911/1$%.#*1+$%.*!(/./'C.H+,.1H9.1*6!"%.&!) 1H.3!B#3$%!$%. 1#3. MO B#&R 1/$*(HS(*./'$%1$!H+(93!

$*1IH_ 5% #¥ ITHSH>H#SH.N1 1&3IS% #*1(/.1+) 1% /+(*H./41)+*1.:1,'9.1/,1*$191 AHBF$S!. 9. HE*#HASD!, . 3+ B#)#!
H1'$(*#&R!C.1H+&/'#&! (CO#H!/'1H.41#&$.*>#.B../'B.*.'H9.1*9D!1C9.I$+!" *H.#>.IC+$%!$%. . #*1'+$.&S#19!)+*I/ *>#H.!
3.9#>.*D!1&3N)+* +&#S+*#&RIC.%1>#+(*6

3.1.1. A digital observatory of city life

A%.1"*+C9.,!+)I13151!,1.# #/1$#+&R*+B/IB#$%!$%.!1>1*#.$D!+) 131511 1 A HHBI B LS. *>#.B.3!) +*1$%#/!
"+[LH$!B.*.11/_.3!$+!&1,.1$%.! #&3/1+)!31$1!$%.D!B+(93!9# .I#&BHB-1$5%.#*1#3.19!H*+B3!,1&1R.,.&$!
1&19D/HITIS% . #*1* ['+&/.1B1/'$%13$!$%.!#3.19!* /. 1*H%!$++9!B+(93!C.!1!H*+B3!,1&1R.,.&$!31/%C+1*3!B#$%!*.19!
time information on the situation in the city, ‘particularly at pinch points where you expect problems in terms

of safety’, with sensors to capture ‘wifi and bluetooth and video, and cameras that can count, and infrared and

GPS and twitter.” They would also like for each person in the city ‘a trajectory with an activity chain... the
IH$#>#S#./1$%1$!".+'9.1$1 11 th&t cause them to move from A to B and in the end wind up in a traffic jam’.
A%#/1$*1[.HS+*D!B+(93!C.!,13.1("1+)!I$*13#S#+&19!$*1))#H!3151!/(H%! 1/1*+13/#3./H.&/(/!31$1419#H.&/.1'91$.1H1, . *1/!
$+I"*+>#3.1$*1>.91$#,./'C.$B..&!/ . H#)#HIO#& .3I'91H./4'H3B#5%!31$1!+&!$%. | HASDI#&)*1/S*(HS(*.1#$/.9)!/(H%!
as metrics from intersection controllers. The researchers also wanted ‘the cooler stuff, so if you have people
$%15!13*#>.11%+(&3IB#$%! 11 & 1>#R1$#+&!3.>#H.41$%.!Q-G!31$14! 1 &3 IR IBABPEEBY 1$!".+'9.!

are twittering, and also mobile phone data as far as we can get our hands on it... And then of course public

transport data, the OV Chipkaart data.’!

3.1.2. Public trust in data collection and use

- H'OIH&ISY0.)+HH(/IR*+(/1).9$!* 9 1$#> ODERERI+)1$%. HASDIBHS06!* R1I*3IS+IHS/I*+H /H&RI+)1$%.!' */+&19!31$1!
$%1$1#/1H+99.H$.3!B%.&!11&.BI*./#3.8&$!* R#/$.*/61A%./.131$11#&HO(3.1&1, .41133* //A+HH( 1$#+&AlH, #R*1$#+&!
I$1$(/11&3IHA>HOUS1$(/6!G+,.4!' 1*$#H(91+ODI#, #R*18&$/1B%-+10%6131$+1* IRHISIBH AL (9$/419# 3IC #&R!

* RH#$.* 311831H+,,.8$.3!1$%1$!$%.1/D/$.,1+)!, (&H#H# 191* R#/$*1$#+&1).9819# .111/1).$D!&.$4!1&3!$%1$!$%.D!19# 3!
$%.1)..9#&RI$Y1$I$%.#*1™* /. &H.1%13!C..&!* R#I$.*.3T!

‘It feels like there is a higher safety. It seems like )+*1$%.1)1H$!$%1$!D+(!_&+B!B%+!9#>./1B%.*.1#/!/+*$!+)!
more under control and | like it more.” (immigrant focus group, 2.12.15)!

i J#3.&5/\+)15(BHY% ! +*#R#8&41%+B.>.*41).95!$5%1$!$%. [#&H* 1 /#&RI3#R#S#/1$#+&1+)1$%. !, (&#H#' 19!* R#/$* 1 $#+&! /D!
,.1&$!$%1$!$%.*. 1B little contact on a human level about people’s data: !

‘I think we are virtually invisible, at least on a digital level. | have very little touch points with the city
+)18,/$.¥31,6!?.1*9D!.> *D$%#&R!0!&..3!$+!3+!B#$%!$%.HA#SD #/!. #$%.* H+,'9.$.9BHES -+ {H!

WK=D+&4!56!IWXXa06!G(*> #991 D81 GARE. B 1$!Z./$#>1913.9154#*#5$+41-#1H.&V1410$19#1T!G.'$. [C.*IWalWX Xa6
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any touch points or the rare following up about your driving licence or passport. That's all.’
1$.H%&+9+RD!3.>.9+" */4IK6JW6IMO

AYH'+#&$!+)I># BI#/1#&S$ . * I$HERIC. HL(/ 1#S H+&S* L/S/N 1 &IH&H* LH&R! . &/ 1+)I' *[+ &1 HE&>#IH#CHI#SD 1#&I3HR#SH/
/DI$,/!B#$%!$%. 1#&H* LI#&RI3HRASLIISHHCHIHSDI$%1$IH+, /| BH#SY+(*]. #[#+&!+)!,+*.1$D"./1+)131$16!0&!/(H%!
/D/$.,/141$%.IH#$DIC(*. 1(H*1HD!H1&!#3.&$#)D! (/4!C($!#$!H1&&+$!/..1B%+!B.11*.6

There was a high level of trust in every group about the city’s ability to k.."'>+9(&$..*.3!_.D!".*/+&19!31$1!
*#>15.41C($!$%.*.'B1/!,(H%!9.//1$*(/$'1,+&R/$!#&$.*>#.B../11C+($!$%.!&.B!B1D/1#&!B%#H%!31$1!B1/!IC #&R!
*+3(H.34!11&3!$%.!1&19D$#H/!11&3!, *R#&R!+)131$1C1/./1$%1$!*./(9$.31)*+,IH+991 C+*1$#+ &/ B#S%I*#>1$.I"1*$&.*/T

I think B.I3+&d$!_&+B1%+B!, (HY%I#&S. R*1$#+&1$%.* #IRD*4AR'91H.6!G+!B.19%1% % +C#4.

BOYGHHYO I/ +) I H+(*10#&_3I$+1/+ I 1*$14)1$%. IR+> *&, &$l+*11&1.:$.*&19!1R.&HD!$%1$!1H$(199D!, 1&1R.3!
$9.1B%+9.I'1* #&RI'O1H.I'LD,.&$/$())6!013+&d$! &+BIBY%.$%HH THEM)I$%1$I#/1 1HS(199D!*+>#3.31$+!
$%.IR+>.%&,.&$!1/1B.99610!13+&dS$!_&+BAIC($!10!1$96#E_BHSY%!1991$%. I3#RH#$19!/ *>#H./1$%1$11+.I"+>#3.31B;
$9.IH#SDI#$!3.". &3/1+&1%+B!, (HI6! LHH.//1$%. |, (&#H# 19#$D1% 1/1$+1$%#/1#&)+*, 1$#+&6!1$.H%&+9+RD!
3.>.9+' */4IK6IJW6IMO

‘[the city collects our data] to assess what services are needed —!$*1&/'+*$!H1'1H#SDAI3#/.1/.1* "+*$H&R!
—ll don’t feel spied on by $%lstate. If | go to a public service place and they have my data, that’s
alright. I mind if companies have my data.” (non&/.*/41IJX6N6JMO

0&$.*>#.B../)*. (.&$9ID/1#31$%1$!$%.DIB+(9319# .1$+!_..'1$%./.] #&3/N+)131$1!,+*1"#>1$.414+%1%1>111C.$$.*!
#3.11+)1%+B!$%.D!B.*.IC.#&R!(/.34!1C($!$%1$!$%.D!). 9$!$%. #&$. R* 1 $#+&!1+*I"+//#C9.1#&$. R*1$#+80!+)131$1C1/./!
13.15%1$1#, +//#C9.T

b@!jH%#'K_11*$!1/1B.994I#SIR.&.*1$./1119+$1+)131$11+&!B%.*.ID+(1%1>.1C..&666!A%.*.)+S4101%1> 1118&+&
' */+&191jH1*3KIC($!C.H1(/.10"'1D!$%.!). .|+ &!#$IB#$%!, DIC1& IH1*3!"*+C1CID!$%.D!I3+!_&+B6!1$.HY%&+9+RI
3.>.9+' */4IK6JWBEIMO

ZHH(ER*+(1'1*$#H#'1&$/1% 131 P1EHH (91*9D!(&. 1/D1*. 91$#+&/%# | B#SW I <<A@6!A%.!/$1$.,.&$/!1+)!1$B+e(*+'. 1&!
#, #R*1&$!#&$.*>#.B../l.&H1'/(91$.!1$%#/|(&H . *$1#&SDT

0&$.*>#.B..1JTI0!"™*.).*I$+I'"L*_| DIC# .I#&!11'91H.1B#$%!1!H1,.*1!1$%1&!B#$%+($!#$6!

0&$.*>#.B..\WTI0!B+(93&d$!9# .I$+1%1>.BHSH#&R!,.6!110, #R*1&$/41J6JX6IMO!
|
A%.[.1/$1$.,.&$/1.&H1'/(91$.19%.11,CH#>19.&H.!, 1&DI 1*$#H#H 1&$/1).951$+B1*3/1$%.1H+99. H$#+&!+)I31$LI#&!' (CIH#H!
I'1H.! —1$%.D!(&3.%/$++31$%1$!$%.1&. BI31$1I$. HY6&+0+RH.[IH+(93!*+>#3.1)+*1 +&#$+#&RI1&3V/(*> #991&H.!1$%1$!
H493!'+$.&$#199D!,1_.1$%.,11&31$%.#*"*+' *$DI/1) *4IC($!I1$!$%.1/1,.1$#,.13#318+$!)..O#&) +*,.311/1$+1B%1S!
B1/IC.#&R!(/.341%+B#S$IBL/IR+>.*&. 31+*IBY1$I$% #*1*+0 H&IR#>HER! * #//#+&IB1/6!P&3.1$%./ IH#*H( /$1&H./1#S$!
,IDIC.IH+&/#3.* 31&1$(*191$% 13! +'9QBI#&B(HS#> . 9DI%+/$#9.1$+1$%. 1#3. 11+)1/(*> #991&H.|B%#9.119/+!C #&RI1CI. !
#,1R#&.1$% 1SS! #R%S$IH+&).*IC.B.)#$/6!!

3.1.3. What justifies using data for public safety?

A%.1;+3.1=+ %+ [ S/ 10&S*+3(HS#+&OICH(R%SI(1/+,.1" (/$#+&/11C+($IBIBLI 1K H*+B3/4l/ (HY%! 1/!
<<A@!1&3!)1H#19!*. H+RE&HSADEAZASIT. . 1/$+* 34!, 1&1R.311&3!(/.3610&!1$%. 1)+ H(/IR*+(IH+,"+/.31+)1$%-+/.!
BY%+I3#31&+$!(1.1/,1*$'%+&./415% * IB1/13#/1R*.., &SI 1C+($!B%.$%. A1) H &L (CO#H!/'THHL'$(* 311!

H* 4, 1+ HH(*#&RA1$%. | BE$193!$%.&!C.1(/. 31$+#&> /$H#R1$.610&!111%D'+$%. $#H19IH1/.1B%.* | #$% *I'#H_'+H_.$#&R!
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%13!+HH(**.31#&!$%.!1*. 1!1C #&R)#9,.34!+*IB%.*.11!B+,1&!%13!C..&!C.13.&!("1#&!$%.1/$*..$4!1#&! 1HY%!H1/.!1$B+!

"Tr$HHA 1&$/1).981#$!IBL/119*#R%$!$+!(/.1$%.131$1!1 SAESHR TR /1&+$6!0&!. 1H%!H1/.41/.>.*19!'.+'9.1).9%!$%1$!

it was too extreme a repurposing of data for too little potential return, with comments including ‘the police

never get pickpockets’, ‘there should be more prevention’, and ‘I have been in that situation and they didn’t

catch anyone’. In the research as a whole we found a general public doubt over what degree of public safety

*# 1H1&4!+*1/%+(934!$*#RR . *131$11/%1*#&RI1H*+//\H1$. R+*#./'1& 31 #&/S#HP(SH+&/! 'L *$#H(91*9D!B#$%!91B!.&)+*H.

1&3!1/1$+!B%$%6.1%(9./1B.*.|1B#3$%!* . R1*3!$+!/ . H(*#$D!1&3!/% 1 *#&R!31$16

|

"%.&!1/ .31%+BIH+,)+*$1C9.1$%.D!).98!C #&R!$*1H_.3N+*IH*+B3!,1&1R.,.&$!"(*'+/./41#&$.*>#.B../!

3#I$H&R (#/%.3!C.$B..&!/D/$.,/'$%1$!H+(93!* H+R&#/.1#&3#>#3(19/11&3!$%+/.!1$% LS H+(93!&+$6!!
I
‘..[if] you!3+&d$!%1>.1$%.1) IH#191* H+R&#$#+&41#Sd/[(/$!(/.3!$+!_&+B!B%.*.'D+(11*.1B19 #&R!1/11&!
(&#3.&5#)#.3!1B19_#&R!+C[.H$4!1&3!#3$!#/1(/.3!)+*1199!$%./.!C.&.)#$/4!11&3!0'H1&!/..11IH$(199D!+&!$%.!1"!
B%.*.1#$d/!C(/D!1&3!B%.*.!&+$41$%.&#$!C.&.)#$/!,.\B#$%+($!. K& BOD!* H+R&#/1C9.6!0)!0!
C.H+,.1*,199D!" */+&199D!*.H+R&#/1C9.ICD!$%#/) IH#19!* H+R&#S#+&!/$())41$%.&!01/$1*$!$+!B+&3.*1B%1$

are going to do with this. Then | would feel uncomfortable.” (technology developers, 3.12.15)!
I

-.+'9.119/+!,13.1$%#/I 3#b#&HSH#+& 1#8&!$.* /\+)1/D/$.,/1$%1$!$%.DIH+(93!/..11&3!(/.!13#*.H$OD4!/(H%! 1/11!
%D'+$%. $#H1 B(EAED) +*#&3IH&R!'1* #&RI!/'1H./T
I
‘I don’t really want everybody to know where my car is parked. But | do want to know where there is
1)* 1/'+$6!G+!0!3+8&dR3!$%#/!31$1IC.#&R!(/.3")+*1$%1$'R.&.*19!C.&.)#3$!C($!0!3+&d$!B1&S#$!$+!C.!
personal.’ (technology developers, 3.12.15)!
|
-(CO#H!/1).$D!,. 1/(*.11*.I'1*$9D!" *)+*, 1$#>.6!A%.!" *)+* 1&H.!+)IH *$1#&! THSHABL/IH&R I +)) 1+ (*1/%+./11$!
$%.11#*' +*$41"*+ J(HARRIBH ) HH1SH+& 1 +&!3., 1&BI3. [#R&.31$+IR#> . *#/ 1$+111/. &/ .1$% 1$!/+, $Y#&R#/'C #&R!
3+&.I1$+!_1(1/1).6!i+B.>.*41$%.13. H+&$.:$(19#/.3!&.B/1$%1$!<<A@!B1/!C.#&R!(/.3!)+*IH*+B3! B+ +9!
A (&S A>#.BLY). 9L+ HKU($IC.HL(/.),+*.131$1! B1/IC.#&R!'H+99.H$.36!0&!)1H$4!*1$%.*1$%1& !
*,+$.13151H+99. H$#+&4!B%1$!,13.1#&$.*>#.B../")..9!/.H(*.11&3!.&R1R.3!B1/1$%.#*13#* H$!H+&S1HS$! B#$%!$%. HASL
R+>.*&,.&$4!" *)+* . 31$%*+(R%!LH$/!+)1* R#/$*1$#+&!1&3!,+,. &S/ +)IH+&SLHS!+> *I/ *>HH I'"*+>H#/#+&!1& 3!
).. 3C1H_6!A%#/I#&H9(3.3!H+,'91#8SM).95!$%.D!3#3!&+3$! &+B!B%+!B1/I#&IH%1*R.!1+)!*. +$.9DIH+99.H$.3!
31$1Y(H%!1/'<<A@!+*!/.&/+*131$1!)*+,IH#IDI#&)*1/$*(HS(*.4!C($!B.*.|B#IMH&R!$+!. &R1R.IB#$%!$%.H#$D!1 ($%+*#
via social media because ‘de gemeente is!,.. *IC.*.# C11*1+'|AB#$$.*IB1&$!%.$!#/!'(CO#._41#.3.*. . &I
[The municipality is more reachable through Twitter because it’s public, everyone sees.’] !
I
G.>*19I'"1*$#HH#' 1&$/4I#&HI(BHE&R!C($!&+3!19# #5.315+15%+/.|B%+!3#31&+$!(/.1/,1*$' BH& ! BI1) 1 9SHBFNL S!
to preserve the city as a space where people could be anonymous, or could choose not to connect to the city’s
3#R#$1919#).6!b&.I"1*$#H#' 1&3$!/1#34!

‘The system that extracts and makes information has to serve those people who have nothing!$+!%#3.6!
2($'B%13$!1C+($!".+'9.1B%+1%1>.1/+, . 1$%#&R/1$+19%6#3.1+*IB1&S!IS+! . IS%H#E&R/N */+&19MNA%. * 1#/IR+#&R!
to be a system that knows where somebody is and how many times a day he crosses the road and it’s
#,'+*$1&3$!1$+!$%.!1$*1))#H!)9+B666!1&3! 19+ BIDO!C.1b7!C.H1(/.!$%.DIH1&!B19 1/1).9D!1&3!$%.!

flow goes very well. But some people don’t want the government to know where they are.’!

1/,1*$'%+& .1&+&S/.*/4|\ IX6N6IMO

A%.!"(/$#+&!1+)IB%13$!B.!,1D! .."/ . H*$!1&3!B%1$!#/!I'(CO#HIH#/'R.* 1&.1$+ HA&D19%8}H (91*6!P*C1&!
L>H+&,.8$/1%1>.119B1D/IR.&.*1$.3!3.C1$./11C+($!%+B!".+'9./H1&!9#>.1$+R.$%.* 1 B#$%+($!1#&>13#&R!. 1H%!
other’s space. The addition of electronic means of defining, coding and making space serve various interests

1&31#&)+* 1$#+&19!&.. FP!$%.!/1,.1$#,.1133/111&.B!91D . *1$+!$%#/!13.C1$.4!11&3IH%199.&R /1 1 ($%+*#S$#./1$+1)#&3!

N



<($+, AN/ FN+HHHAESHV . &INO&HI (f#+&4/'1$#1 983> *& 1&H . 1#&!$%. 1/, 1*$IH#$D

&.BIB1D/1+)13.94& 1$#&RI1&3IH&)+* HEFBLYGSM 1 C-+(o+BI$%. 1 (COHHI'TH 1 1++(&31$%., 1#/13.)#&.311&3!
(.36 111

Box 3: Smart lighting in public space
I
Smart lampposts now populate the area around Amsterdam’s Bijlmer Arena, an area that
)*.C(.&$9D!. . IH*+B3/1.&$.*#&RI&3!. #S#H&R!/'+*$/IR1,./11&3!.>.& 81 &3119/961111%#/$+*D!+)!
%#R%IH*#,.1*1$./41 LIH+&$H#&(#&R!#,1R.1+)1&+3! C #& R [AHERBH! > 1 *#+(/| 1 &BH#H S *#&R!
W1I(*06 0 1A%.191,"+/$/1/.&/1.1%+B!,1&D"" .+'9.11*.1#&1$%.11*.111&3!$(*&!$%.!19#R%$! ('1+*!13+B
1HHB#&RID6!A%.DIH1&!19/+!"*+>#3.IB#)# H+&& HS#>#SD 4 B#3$%!$%.!"+//[#CHI#SD!+)!..
people’s attention by offering incentives to those passing by to shop in nearby outlets, and can
*131B%1$!".+'9.11*.I3+#&R!+&9#&.|B%#9.|H+&&. HS.3!$+!$06 MM RBA A HA S#./4!/, 1*3$!
91,"+/$/1%1>.!C..&!3.'9+D.3!$%1$!H1&!I"#H_I(",+C#9.I'%+&.1$*1))#H!#&!$%.!11*.16!
I
=# I<<A@4'$%./.191,"+/$/!+)).*1$%.1"+$.&$#19!$+19#R%$!1*.1/!,+*.1.))#H#.&SID!1&3!*./'+&
89+&R!B#3$%!35%#/1$5%.D!19/+!1+)) *I>1*#+(/\ VAR CEFSHERO1&H. 1 1& 3!, +&#$+*#&RI#&!'(CI#H
space, and also for commercialising and monetising people’s presence in that space. A range of
$D'./1+)l/.&/+*IH1&!C.1133.3!$+!/,1*$!91,"+/$/41199+B#&R!$%.,!$+!/.&/.1)++3$!$*1))#H4!C. %1
+C[.H$/11&3! 1H$#FHE ‘Christmas tree’ characteristic allows city authorities to develop and
H%1&R.!$% #*)(&H$H+&!+> *I$#, [H&I* ['+&/.1S+!" *H.'$SH#+&/+) *#/ _Al'+/[#C#I#3$D!1&3!.))#H

3.2. Privacy, responsibility and accountability

3.2.1 Distributed data

b&.1+)1$%.1*.1/+&/'$%1$!CH#R!I31$1!'™*./.&$/1&.BI"*+CO.,/#&!$.* /I+)IR+> *&1&H.#/\C.H1(/.\#$!#/ 3#/$*#C($.3T#$!
SHSNAH*+/131$1CL/ /141" IHHISH+&/A+BE& *11&3! * #//#+&/610&!H+&$*1/$!$+15%#/41$5%. | &+$#+& | +)I"*#>1HD!/.9)
J1&1R.,.&$ WHL/I'($ N+*BL*3IH&!I> 1 #+(/131$1*+$. HS#+& 1#&/$*(,.8&5/'%+93/1$%1$!B.!,(/S!C.11CO.1$+I$1_.!

* ['+&HCHIHSD)+*1$%.!131$1!B.!. #$4!1$%13$!B.1,(/$!C.11CO.I$+!+B&!#$4I$+H%. H_1#$N)+* #/$1_./A11&31$+!1* >+ . 1$%.!
*#>HO R ([H&RI#SH) 1+ (*1*. 91 S#+&/%#' | B#S%0 ! *EHBEIH/IHL &I H+&$*1/$!$%#/4!1%+B.>.*41B#$%!$%.!*.19!

world in which ‘our’ data is processed by many layers of actors in parallel, consecutively and often
[#,(9%1&.+(/9DTIR+>.*&,.&$!/D/S$. [AIH+,,(&H#HLISH#+ &N *+>#3.*/411"13.>.9+" */4131$11#&$.*,. 3#1*#./1&!C1L

1&31.FH+,, . *H.D#*,/41.,'9+D . */411&3!+(*1+B&!&.$B+* /41$+1&1,.!1C($!1!).B6!0&!$%.1*.19!B+*934!1+(*131$1!
H%1&R./'%1&3/!,1&D!'$#,./111/ . H+&3!1&3!%(R.1#&$.*&1$#+& 1913151 1#&S.*,.3#1*#./1%+93!$%+(/1&3/1+)!31$1!"+#&$/!
+&1.1H%!+& 1+) (JAI#&HI(3H&R!*#>1$. E4HHRI 1 C+($!%.19$%!1&3!C.%1>#+(*6!8/!/ . &#+ I EAH*+/+)$!+) ) H#H#19I<* 1#R!
E(&3#."*has said, ‘today, there is simply so much data being collected, in so many ways, that it is practically
#,'+IIH#CI.1$+IR#>.I".+'0.111 . 1&#&R)(9!B1D!$+!_..""$*1H_!+)!1199!$%. H#BHEN C+($!$%.,!$%1$!. :#/$/1+($!

there, much less to consent to its collection in the first place.’!

"%.&!B11/_3I+(*1#&S$.*>#.B..N1&3N)+H(/IR*+ (' 1*$#H#' 1&$/1 1C+($!%+B!$%.DIH+&H.'$(19#/.3!1&3!%1&39.3!

$% #*I3HRA#$19I*#>1HDA! +/$!1*. 19#/.31$%1$!$% 1BHE BIBE.$I#&!, 1&D!3#)). * & $!13#* HS#+&/11&3!B1/!
H+99.H$.3!1&3!(/.3ICD!1!>1*#.$D!+)!'(CO#HI1&3!"*#>1$.1C+3#./6|A%#/IR1>.I*#/.1$+11&!1B1* . &.//'$%1$!31$11%613!
C.H+,1(&$*1H_1C9.11&3!%1*3!$+!1(3#$4!1&3!$5%1$!&+!+&.1%13! #$%.*1$%.!1$#, | +*IH1' THASDISHDE R 1 R. 1#&

WEG+9+>.4156!U6!IWXJIKO!-*#31EHaKaaent and the Consent Dilemma’. Harvard Law Review4!JWY4!JahX6
WIE (&3#.4!<6!IWXJIFOB!-*#>1HD!'"* 1R, 1$#/,6!Z+* #R&!8)) 1#*/4|EL*H%\8"*#96
%$SWBBB6)+* #R&1))1#*/6H+ \1*$#HI. NIFXLFI\&I#R*#>1HD*1R,1$#/, |

Ju!



<($+, AN/ FN+HHHAESHV . &INO&HI (f#+&4/'1$#1 983> *& 1&H . 1#&!$%. 1/, 1*$IH#$D

1.9)S1&1R.,.&$6!8/1$%.I3#/H(/[#+&!"*+R*.//.341$%.I'1*$SHHH# 1&$/!,+/$9D!1**#> . 311$!$%.1* 19#/1$#+&!$%1$!$%.D!3#3!
&+$1%1>.1$%.1& . H.//1*DI#&)+* 1$#+&! #$%.*41,1_#&R!$%.,!1%#R%ID!* 9#1&$!+&! 1 ($%+*#P#H./)+*I"™* [ *>H&R!$% #*1 3¢
"*#>1HD6

A%.!H#$DMoIhanage privacy for the projects it conducts that use data about people’s movement and
IHS#>#$#./6!i+B.>.*41$%#/\H1&!C./H+,"9#H13$.3!C.H1(/.!B%.&!$%.!3.>#H./11&3!$%.!131$ 11 1*.I3#/$*#C($.341#3$1#/1%1*3
S+ 1$%. 1% [ +&IHCHIHSD 1 &I IHH+(&$LCHOHSDH R CHS #C($.36!b&. 1#,'+*$1&$!*. 1/+&!1$5%1$!31$11#/!
3#IS*HC(S.31#/1$% 13 HASD! 13 #&AH/$* 1 $#+&!I1&3!+' * 1$#+&11*.119/+I3#/S*#C($.3") (&HSH#+&/6!A%.!"+O#S#H19! 1 3 #&H/1
of the city (the mayor’s office and city council) is separate from the city’s lawS&)+*H.,.&$!1"1*1$(/4!)*+,1$%.!
B%+9.!C(*.1(H*1HD!"*+>#3#&R!"(CO#H!/ . *>#H./411&3")*+,1#&)*1/$*(HS(*.!3.'1*$,.&$//(H%! 1/1$*1))#H! 1&3!C(#93#&R!

" H#IH+&I6'P&I.JN1IHASD!%1/\#&$.*&194!H.&$*19#/ . 3 H1' 1H#SD!$+!13+1$%.131$1/H#.&H. 1 1&3/$1$#/S#H/1&.H.//1*D!S
(/.1199the data that becomes available (as for example New York’s mayor’s office has established), W¥#$!B#99!
%1>.1$+1./$S1CO#/%!'1*$& . *1%#' | B#$%!H+,, *H#19N)#* /1$+11HH.//'1&3!1&19D/.!131$14!,. 1&#&R!$%1$!$%.*.1#/!/.93+,!
L/H&RINTHS+*I#&IH%1*R.I+)1 11 I*$#HHI ¥ 1 "OH#H L SH+& | (/H#&R!3#R#$519!31$16!

3.2.2. Distributed databases

A%.[.13#)).* &S(1./1+)131$1ICDI3#)).* &$!'1*$/1+)1$%. IHASDIR +> *&,.&$119/+19. 13I$+13#/$*#C($.3131$1/.$/411&3!
H*.1$./1$%.1'+$.&$#191)+*11&D1*+CO. 1$%1$IH+,.I(1B#$%%!/$+*#&RAMIBSR]R31$1!$+!C.)*1R, .&$.3!
1,+&R/$!3.'1%$, .&$/610&.1.:1,'0.14) I SY6H/H/1$* 1) #HIZLS 1 TI#)1$%.1$* 1)) #H!, 1&1R. . &SI/ *>H#H |I5#.&/$!
0&)*L/$*(HS((*1@.*_..*OIBL&S/I$+!_&+BI%+BI11& BI'H.H.1+)H#&)*1/$*(HS(*.//(HY%! 1/ 1IC*#3R. 1+ 11$(8&.O#/!
1)).H$#&RI$*1)#BIYES*1))#H!, 1& 1R . */1H1&Y/$(3D!$%+.1)9+B/|(#&RILI/D/S$. ,1+)1%#R%B1DI29(.$++$%!/.&/+*/4!
#&3.'.&3.8B!)*+,1$%.1$* 1) J#HIH&) +*, 1$#+&1)9+BH&RI$%*+(R%!&1$#+&19!/D/$. ,/(H%! 1/ 1 ($+ FHB&(,C.*

* H+R&HSH+EO1!!

S#/$*#C($.3!/D/$.,/1)+*IH+99. HEH&R! 1& 3 HERIBHRH$19I31$1119/+1*1#/.1$%.1 (./$#+&1+)131$11+B&.*/%# 61A%.!
H#SDI+)$. 813+ /18+$1+B&IBLSLISY LS/ (/.3)+* (*CL&IR+>11&BEIA H* IH+,'9.:131$11/+(*H./11&3!

1&19D$H#H/I1* IH#&H* 1I#&RID!(/.34!$%.1.:$.&$!$+IBYH#H%!$%. IHHSD!H+&$*+ UGB BYSASR ESY LSS
3+./18+$1%1>.19%. 1#8$.*& 191H1 T H#SDI$+!3+1$%.11& 19D$#H/610&1$%. IH1/.1+)1$%.1;+3.1=+" *"*+[ H$A!) +*I#&/$1&H. 41
+C#9.1'06+&.131$11(/.31B1/1%1&39.31(&3.* 119#H.&H.1B%.*.1$%.)#* 1$%1$!H+99. H$.314#$IR 1> | THH.//1$+!$%.!

(&HHH LOHSDIH/ HA)HH! (< +1.41C($!_.'$1$%.131$1 1#&1#$/1+B&I31$LC1/.6

8,+&R/$!+(*1*.['+&3.&$/ HPBL/IH+,,+&!$+1%1>.1.." *#.&H.31$%.#*131$1!)9+B#&R! 1H*+/['H1$.R+*#./6!899! &.B!
$%1%$!91B!.&)+*H.,.&$!H+(93!'R.$I1THH./NN(&3.*!/' H#)#HIH+&3#$#+&/0!1$+119,+/$! 1 &H1R 1AV (FTHB (5!
(&H9.1*11/1$+1%+B!+$%.*1#&$.*3.'1*$,.&$19! 1 K BHRISHS($#+&L9!".* #//#+&/N)+*1 /% 1*#&R!1&3!(/#&R!31$1!
B+*_.36!G+,.1%13.:" *#.&H. 3!/ *#+(/I'"*+C9. /T1+&.1#&$.*>#.B..1* H+(&$.3!C #&R!3.&#.3!1! +*$R1R.I13(.1$+!
1I'1*$#H(91*1%.19%% ! H+& 36 $BHBD %131+ &9DI3#/HI+/.31$+1%.19$%! 1 ($%+*#$#./6!1G+,.1" . +'9.IB.I/'+_.1$+4!
%+B.>.*41B.*.1(/.3!1$+!$%.#*131$1)9+B#&R!1H*+//13.'1*$,.&$/4!1&+$1CID!B%.*.1/.:1B+*__*/1IB%+!%1>.1$+!

* R#/$.*1B#3$%!H#SD!1($%+*#S#./1#&!1+*3 *I$+IB+* O)#&3!$%.#*1* RS IPH IS WHRY%B1D!'+9#H.4!
BY%+!#3.&%5#)D!$%.#*1>.%#H9./11&3!/$+'1$%.,!)+*!/. 1*H%!1&3!" (/S#+&H#&R!I/.:1B+*_*/N)+H(/'R*+('41IX6IWEWXIMOGE!
R#IS*1SH+&I1N1 1Y 1B+ *¥119/+19.13/1$+1%+(/#&R!"™*+C9.,/T!1$%.1<%1,C.*+)I<+,, *H.!_..'/11I'(CO#H!
31$1C1/.1+)11$%06+/.1B%+!* R#/$.*11IC(/#&.//4'B#$%!&1,./'1&3'133*.//./'+)1$%+/ . |C(/#&.//.['1>1#91C9.1+&!$%.!
B.C6!Z+*13%+/.I1B%+/ \C(/#&.I/'#/'].:!B+*_41$%#/'1#&>+9>./I'(CO#/%#&R!$%. #*1' *[+&19!3.$1#9/6| A%#/IH1&!,1 . 1#$!%1
$+N#&31%+(/#&R411/191&39+*3/11*.|(&BH#ORBBR!IB:4B+*_.*/618!&.B!I"*+'+/.3191B!IB+(93!19/+!,1_.1#$!
H+,'(9/+*D!)+*1$%+/.!1B%+!B+*_N*+ 196+ . I$+I'($! ("1 LI/HR&!+&! 5% #*13++*I1$+1#&3HH LS. 1 5% . #*"*+)./[#+8&4)

). H$#>.9DIH91//#)D#&R!$% #*1%+,.11/ U &HBHY93!3., 1 &31#&)* L/$*(HS(*19'HY 1&R./1$BIB!IB+

effectively identify a sex worker’s home as public space:!!

W¥The NYC Mayor’s Office of Data Analytics (MODA): http://www1.nyc.gov/site/analytics/index.page!

Jal
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(participant 1): ‘[according to the new law] you need to keep to the same standards as a brothel
+B&.*41)+*1#&/$1&H.ID+(1&..3!1$+1%1>.11N#* 1 /H1' 11&3!$%#&R/19# .1$%1$666!

I'I*$#H#'1&S'WQEAME wouldn't need if you'd run a beauty salon from home for example.’!
I/.:1B+*_*N)+H(/'R*+('41IX6JWEWXIMO

2 HERWEILIR+> *&, &$I31$1CL/ 11N 1B+ *41$%.8419.13/1$+ 1K #HPRR>1$.11&3!'(CH#H!/'1H.61A%.!

LI N1* 13 4R&.3ISH)HRYSIS BN _#&RICDIH* ISHERISHHCHO#SDI1&31HI. 1*IR(#3.0#&./1$+I3#/SHE&R (#/%!$%+/.| B+
)*..ODI)*+,1$%-+.1C #&R)+*H. 341C($1$%#/ 1#,119/+1#&>+9> N(I#&R!'(CO#HI* RIS 1$#+&13.$1#9/1$+IHY. H_1+&1*#>18
['1H.61-1*$HH# 1&$/1H&ISYoH) +H(/IR*+('1*.'+*$.31$% 1 SHSHBLHISY0. #+1%+, /1$+1C.1/. 1*H%.3ICDI'+9#H.11/!
#)1$%.DIB.*.1C*+$%4.9/T

‘It's the same thing when the police come in to do their regular checkg'/!+)!D+(*IB+*_!/'1H.4!

whether you work from home or in a brothel. For example, they’ll ask you about your perso&19!

relationships, they’ll ask you about your ID, they'll ask about your children. We have police entering

$%.1%+(1./1+)V.: B+*__*/4).&$.*#&R!$%+/.1%+(/.[NHI1# #&R!$%1$!$%.D!%1>.1$%. *#R%$!$+!19++ 1$%*+(R%!
$%.1H9+/.$419++ #&R!1$!$%.1H9+$%./4//1 DHIR$%./H)!,.&4!13+!D+(1%1>.111'1*$& . *N"00. %, 1#/!

%.M"%.* 1#/\D+(*!_#3IB%.&!D+(IB+*_M"%1$! #&3!+)!/.:13+!D+(1%1>.MO/ID+(*!".*/+&38)/!:

satisfying?...’!

I1:1B+*_*1)+H(/IR*("41IX6IWEWXIMO

89$%-+(RY!/.:IB+*_*/I(/.I"(CO#HI1&3!*#>1$.1/' 1H. 1#& | BRBBIS1#&. >#$1CID!% 1>, 1#,'9#H1 $#+&/) +*1* R(91$#+&AI$%o#/!
HO1*1H$ *#/S#HI#IH+,, +&I$+], 1&DI3#)).* &SIR*+(/6IU(/$I11).BL.:1,'0 IH&HI(3.IH+,, *H#191$%13 */41$1:#!

3R> HAI+OHH AL X)+*, *JAIC(H93 ¥/ A1$+(FIR(#3./11&3!, 1&D1+$%.*/6! A%.IHL/1+) 1/ 1B+*_ LABHEBIRIF+*150H/!

I$(3DIC. HL(/ S +>H#3 [H&IHR %S/ 1H&S+B%1$IH1&IC.13+&.1B#$%!31$1!1B%.&ILIR*+('#/I[(3R.31*#/_DI#&!/+,.1B1DA4!
1&3!./' . H#199DIC.H1(/.1#$!/%+B/1%+BI3#R#$19!31$1411/111$++9!)+*_&+BH#&RI1&31* R(OLSH&R!1!'+(91$#+&4!$.&3/1
TH$!I1/11&1. (LO#/ FALHERIZH)).* &H /118 31&(1&H . H&IS.* /14)IC. % 1>#+(*41* R(91$+*DV/S1$ (/41 1&3! LHS#>#$#./6!899!
$%./IR*+('/1, 1DIC 1#&3#>#3(19/1+*I#&H+*+*1$.34G B! *)+* 1>19(1C9.1/ *>#H./11/1B.99I1/'+$.&$#199D

#8%.* HSIB#S%!9. R1OIA//CHAY1$+1$%.!'(CHHRIILDI1$!$%.1/1,.1$#,.1%1> IC+$%!"*#>1%$.11&3!'(CI#H!

' H+&1.6 125+ 1$%. IH1/14)1 1B+*_*/1B.IH1&19.1%&1%+B! 1&DIR*+('/!, 1D!)#&31$%. /.9> /'+/#$#+&.31BH$Y%!

* R1*3I$+1$%.18.BI31$11$. HY6&+9+RH#.IH&IHA#SDI9#) .61 246+ 1QIRABAS 1)) HS/1+)I'(CO#H!* RSS!
H#HERHGRI+&I*#>1$.1/'1H.19.13/1/.:1B+*_ */I$+IH* 1$.1'/.(3+&D,/411&3!.>.&!"/.(3+&D,+(/!/'1H./41#8&1+*3 *!
$+)+H.I1IB#/SHEHSH+&IC $B..&I$% #*1'(CO#HI1&31"*#>1 S IBIGBEBH KD I#& 3#>#3(19/HYI$+% 1>
J(OSH'O.1+8OH&.1H3 &S+ *> 13#)).* &S$!) (&HSH#+&/HEI$Y% #¥19#> [61n.$!').(3+&D HSDH/N1I*+C. 1) +*!

* REISFLSH+8AIBYHHY /3. [HR&. IS+ 'H&I3+B&ISY6. 1H&IH>#3(1911831$%.#*1) (&HSH-+&I#&1$%. IH#SD #&B1D/1$%1$!
HEH+&> &t &SI+ > &IH&>1/#>.1)+¥1$%0+/.|BY+I3+1&+$IB1&S!*#>1$ S04 MBA3)8.$#SDIC.H+ #ERMCO#H

‘I asked the city of Amsterdam to keep my data secret or not make it public, and | hired a flexplek (a
+&.131D!1!B.._IB+*_I/'+$O#&!1&!+))#H.4/+1B%.&!D+(19++ !1$!,DIH+,'"1&D!1$!$%.17>71jH%1,C.*1+)!
H+,,.*H.kID+(1+&9D!/..],D!) (99!&1,.1..11&3!,D!+))#H.1133*.//4!B%#H%!#/| GBS I&! D%+, .!

133*.//k. It’s hugely problematic. | try not to [become identifiable], | know that with the tiniest bit of
$.H%/1>D&./I'#$/1/$#99!(/.9.//'C($!0!$*D!S+IR+1)+*1/+, .1 1 &+ &D &$PERD#&.11/!,D'B19KY !

anymore. My only online presence is my work presence and my activist presence.’!

I:1B+*_*)+H(IR*(41IX6IWEWXIMO

The sex workers’ experiences demonstrate how profiling and monitoring performed for purposes of care
IH+,C1$#&R!)+*H.3!/.:!1B+* _O!H1&!.1/#9D!C.\.;" *#.&H.3!1/H+&$*+96!2 #&R!)91RR.3#&!1'R+>.*&,.&$!31$1C1/.!11/!
*H DA+*41.°(199D411$!1449.13/1$+! +* 1"+ O#)#H I3 1D 1 *# &R 1H*+//'R+> *&,.&$19!3.'1*$,.&$/11&3!1IR*.1$.*!
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O# .9#%++31+)1#8&$.*>.&$#+&ICD! W(Bonttifshace. WiZ*+,I'(CO#H!%.19$%4! (CO#H!/1).$D! 1%31) Bibit #&R!
H+&$S*+81, . 1* R#/$* 1 $#+& ! 1&3!+)HHHALIIH+&S*+91+> *IB+* #&R!1& NN &KL/ [H&!IS(*&IC*HE&R*#/_[1)+*]
$%.1#&3#>#3(19/!C #&RI$*1H_.311&3!* BB/~ 13/119/+1$%. " (./$EH)1%+B!"*#>1$.131$111&19D$#H/!1%1H_#&RO!
,1D'#&$.*/ H$!B#$%!" (CO#H!31$1'H+99. HS#+&!1&3!$*1H_#&R&283WeoBtefion of ‘the group’ or of

‘risk’ may backfire in terms of rights."V#

A%.!1#3.11+)*#R1D/'+($!#&!,1&D!3#)).*.&$'B1D/#&!$%. | HIHEDH/_[1+)I#&.))#H#.&HDA*#/ [1$+!'(CI#H!/1).$D4!

*# ['$+!"(CO#H!%. BBBY0I#3.11+)IH*+B3/11&3!C(/D'H*+B3.3!"91H./'1/'#&%.* &S ST H/HDE& $*19!$3& D!

‘living lab’ experiments and research projects such as the Rode Loper crowd observation proj.H$!1&3%.!/,1*$!

91,"+/$ lproject. Technologies that capture people’s electronic signals and monitor their presence can also
C.H+,.I't*$1-4)1/D/S$.,/'$%1$!"* 3HHSI*#E1B%+#/!C.%1>#&R1#&!1&! (&(/(19'B1D4!BY%+#/19+#3. *#&R4!B%+!#/!
R1$%.*#&R!$+R.$% . *1H# LRI #R%0$!#&3#H1S. | (&* /$MNG(H%!$. HY&+9+R#./1%1>.1$%.!'+$.&$#19!$+1*13#H199D!
H%1&R.I'"(CO#H!/'1H.411&31#SH#/IH(**.&$9D!(&H9.1*1%+B!$+!R+!11C+($!3.,+H* 1$#/#&R!$%.,!1&3!,1_#&RH#$!'+//#C9.1$
+'$+($14)IBHRA#SLIISHHCHIHSDO!b&... *$1#&S$.*>#.B.3!,.&$FH+&.3!1$%1

‘It’s interesting, there seems to be a move from the living lab from the sort of experimental context to
3+IS%H#E&R/N' *,1&.&59D4!IB%.*.\D+(IR.$!/+,.] #&3!+)IH+&/.&B/S*(HB(*.1+&!$%.I9#>#&RIQ1C!.:" *#.&H.11&3!
&+3$%#HE&R!N+*1$%.191*R . *I"*+[. HE USRS 1PliDde seeing as well?!1*./. 1*H%.*41#&$.*>#.B.3| JIWE6KEWXIMO

3.2.3. Invisible data infrastructures

SI$LIH&)*L/S*(HS(*./11*.IR+> *&.31C+$%!ICDIS%-+/.1BY%+!/.$!1$%.,1(11&31(/.1$%.,4!1&3!CDIB%+.> *#/1#&IH% 1*R.!

)1 R(O1SH&RI$Y%. 1#&IS$.* [1+) 1/ HHSDI1&IIHAPHDEHOO H$#+&1+) 3#R#$19131$114&18,/$.*31, 1#/1, 1&1R .31 1+*]
'+$.8$#199D!* R(91$.301#&.1/.>.*1913#)).* &$!B TBHR(* KO T!$%+/. | B#/%#&RI$+H+&3I(HS!*./. 1*H+*IH+, | *H#19!

[ H$/1$%1$1#&>+9> IH+99 H$H#&RIBHR#S19I31S 1 ¢RNHHSIBISALH_IB#S%!1$%.1*.9.>18$!3.'1*$,.&$411&3!

RIH&! * #I/#+&1)*+ 1+))#H#19/1$%.* 1S+ H+09. H$I 1&31*+H.//1$%.131$16!A%. * 1#/119/+11&1#& 3. &3.&$IH+, #//#+&!
+&1*#>1HDI1&3!" */+&19131$14!$%. 1<+, #//#.1- *++&IR.R.>.&/18,/$.*311$%.18,/$.%31, 1<+, #//#+& 1)+*!

- *+&19151$ DB+ [+ CHSIH/IS+1* ># BIL&ADIH/_[1$+131$11*+$ HS#+&IHEIS%. !, (&HHH 1OIH+ES.:$I1&IIS+IH&)+* 19%
H#SDIH+(&H#O! 183113, #&H#/$*1$#+&6IAY%.I1<-8I#/1/("+1.31$+3H/H(//1#//( ' 1&3H+,'91#&$/1/(C,#$$.31CD4!1,+&R!
+$9%.%/41$%.H#$D1+,C(3/,1&19619&S. R*#$D!))#H.12(*. 1 (10&$. R*4#$ #$01+)1$%. H#SDAIC($!19/+ | CDI#E&3#>#3(19!
8,/$.%31,1%./#3.8$/61A%.* 1#/119/+111&1$#+&19!131$1*+$. HS#+&11($%+*#SDAI$%. 1<2-41C($!$%#/1+))#H.IR.&.*199D!3.1
BH#$Y6!& 1$#EREDIH/(./1+)131$1! #/(/.610$13+./18+$!13. 10! BABHRD #/.31+*I13 $3.8$#)#.3131$11+)1$%.!_#&3!

*+$. H$#+&I19HRI9$%+(R%41#, ' +*$1&F$IDAI9+HIS#+&!31$11#/IC. H+ #&R!1IR*.D!1* 11)+*leP!131$1!"*+$. H$#+&!* R (91
now that it is recognised that one’s location can be both identifying and can convey details about a person’s
IH$#>#S#./11&3!" */+&19IH% 1*1HS. *#/$#H/6

WG, 17.D,+9.841e64!f12*+.3.%/4156!IWXJJ06!0&&+H.&H.19+/$T!<1* 11 &3 H+&$*-FoMa B(SHBAH titich
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Figure 3. Data protection at city and national level

The city’s data authoritD!1$%.!<-80!#/!1!'(CO#H!H+, #3$$..!3./#R&.3!1/'11A%IC191&H.V/$*(HS(*.1)+*1$%.!
31$1IH+99. H$#+&!1&3!"*+H./[#&R . * #//#+&/'#//(.3/CD!H#$D!3.'1*$,.&%/6!103$!,..$/"*.R(91*9D4!$%.!*.H+*3/1+) 1#$/!
discussions are available on the city’s website, WM & 31#SIH(COHIGLHHAE RIH&/SHS($#+&6!i+B.> *41+(*1*./. 1*HY%!

found that today’s digital data collection and use practices present a challenge to the CPA. Like the national
1($%+*#$DA#$IH1&E&+S!C.!.." HS. 3I$+I"*+1HS#>.9D)#&3!.> *DI#&/$1&H.!+)!131$1! (/.| SCAF HHHT C{$! #/!

* OH1&SB!I+&IH+,"91#&SP/)*+,1$%.1'(CORH!I+*1)*+ 14+))#HH#19/6! A%#/!, 1 _./'\#S$I3#))#H(9$!)+*1$%. <+, #//#+&!$+1%1>.!1!
> N (&HS#+&IH&IR(1*3#&RIIR1#&/$!'+$.&$#191%1* ) *+,1"*+[.H$/I/$#99!C #&R!H+&H.'$(19#/.36!?2+*IH1& 1#$!
+'*1$.1+&!1$%.!/H19t&!B%#H%!31$1!#/!&+B!C.#&R!H+99.H$.3!1&3!(/.34!/#&H.1#$!,..$/!+&H.! 1!, +&F$%!)+*1$%*..!
%+(*/411&31#$/!,., C.xNV1* I* $#* 31>+9(&S..*/I1B#3% ..  *$#/.1#&!$%.1)#.931+)13#R#$19!31$111&3!"*#>1HD6!A%.*.1#/!
also a challenge in terms of people’s awareness of the CPA:1&+$!I+&.1" */+&!B.I/'+ 1S+ +*1$%#/1*./.1*H%!% 13!
%.1*31+)1$%. s+ # //#.!- */++&/R.R.>.&/'8,/$.*31,  4119%%+(R%!+&.!*./.1*H%.*1%13!1!"+[ . H$!$%1$4!1/1#$!91$.*!
$(*&.3!+($4!%13!C..&!1"*+>.3ICD!$%.! 6 0&!$%#/IH1/.1$%.!" * #//#+&!%13!C..&!%1&39.3ICD! HK&# %

* [ 1*H%.*/11$$1H%.31$+!$%. 1"+ [ HS/+!1$%1$!$%.!"+[.H$!9.13.%/1%13!&+$!C..&!'1*$!+)1$%.!" * #//#+&*+H.//6

2.D+&3!$%.'H%199.&R./1+)//H+".11&3!"(CO#H!1B1*.&.//'$+!3+!IB#$%!$%.1<-841$%.*.11* 1 +* 1/$*(H$(*19!11&3!
['1$#190!+C/$1HO./\S+!#$/!) (ABEHBYRBHL/ .\ +)! +&#HS+*#&R11& 313151 H+99. HS#+&!$%1$!$1_.I'91H.1#&!"*#>1%.9D!
owned space, such as for example at a football match or an arena concert, only the organisers’ permission is

& H.//11*DI11&3!$%.*.)+* 1& #$%.*13.'1*$,.&$19!1 ($%0+*#$#./1&+*1$%.!Q8!B#H+&/(9%.36!P*C1&!,+C#I#$D!

* [ 1*H%.*\#&$.*>#.B.3!&+$.3!$%1$

‘...it depends. When you monitor at an event and the event is held at a confined spot, by an event
organiser, you don’t have to go through them [the city authorities] because you are talking!3#*.H$9D!$+!
the event organisers who do all the permissions.” (academic transport researcher, interviewed
JabK6WXUMO

A% > 11* 1$%.*.)+*.1, 1&D!"*+[.H$/!B%.* | &+!"* #//#+&!&..3/'$+!C.1/+(R%$!)*+,!'(CO#HIL($%+*#$#./41&+*IB+(93!
TSHHA 1&$/1#&I1&!1.>.&$!_&KBD!IB.*.IC #&R!,+&#$+* 36!

W6$$'/T\BBB61,/$.*31,6&9\R.,..& S \+*R1&H/1$# \+> *#R \L3>#./*13.&\H+, #//# A
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$+1'+'9.1$%1$!$. HY%&+9+RDIH/IC #&R1(/.31$%1$!, 1DIHL'$(*.1$% #*1#, IR /14+*1 +>., &S$/61Z+*1.:1,'9.1G80=411!

LS, L>.& $1%.931+&H.1.> *DI)#>.1D. 1*/1#&18,/$.%31,1B%.*.1$199Y/%# IH+, .1)*+,11991+> *I$%.|B+*93I$+13+H !
#&I$Y0. HHSD AN &+BY(C.HSI$+1$%.1/1,.1_#&31+)1* [ 1*H%!)+*IH*+B3! 1&1R.,.&$I1/1$++ I'O1H.I4&I$%.1:+3 1=+ *I

[ HS6!0&IWXIMISY6. 1 1($%-+*4#$H./1'($I(ICHEDA-$¥3#'9.]_&+BISULBI . +$.1 +&HS+H&RI+)IH*+B3/11&3!
+>.,.&$/\BL/+HH(*#&RIZ#R(* FO6

|
Figure 4. Billboard posted in the Amsterdam metro during the 2015 SAIL event

We are Sailing!

AMS Institute onderzoekt tijdens SAIL 2015, in
samenwerking met Stichting SAIL en de gemeente
Amsterdam, de loopstromen van bezoekers.
Doel van de proef is het verkrijgen van betrouw-
bare informatie om beter om te ki

b$%.*I'(CO#HI+))#H./11*.1/.. HARFD/I$+1"9D!.$%H#H1OI*#&HH'D./1$+1&.BI31$1IH+99. H$#+&11&311&19D/#/!,.$%+3/618!
* [ 1H% 1 1$1$%.1e&>#*+&, &$I2(*. 1(!1-91&C(*. 1(1>++*13.1=. )+ R >#&RAI+*1-2=01/(RR./$.3!$%1$!11B1D!
&..3.31$+IC.1)+(&3I$+I1"9D! #/$SH&R/(*>. D). $%H#H/AIB% *.I' +'9. IR#> IHURHRSIH&! */+&11&31)+*111/" Hi)#H!

(1.14)1$%. 1#8&)+*, 1$#+&H+99.H$.341$+ICHRIZ1$1T

Interviewer: ‘G+ID+(I$1_.1$%.1/(*>3D1/.3!,+3.91)+*1" * #//#+&/11&3!1"9D#$!$+IC#RI31$1"

;1. 1*H%.*TYh./41"*+C1C9D4!$%1$!B+(93!C.!, D)#*/$#&/$#&HS4!C($!B. H&/HAB( BB+ &!/+!B.!
wouldn’t want to have to deal with sixteen million Dutch people, or seventeen, however many.’!
#&$.*>#.BIB#$%!-2=!*/.1*H%.*/4!1 JLBKEWXIMO

0&ISY6H/IH L/ A1 #ISH&R/(*>. D). $Y%#H/11*1$%.!, 1#8&),.$%+311>1#91CO.)+*1/.._ H#&RIH&)+* . 3IHHEA &)+,
B%.&!H+99.H$#&R!1&311&19D/#&RI31$111C+($!$%.,411&31$%.!,.$%+31.&>#/1R.3ICDle(*+'.1&!31$1!*+$ H$#+&!91B!
$%+/.131S1I#&HO(3.I' */+&19IH&)+*, 1$H#@6> *411/1$%. 1#&$.*>#.B. 1&+$./41+&111&1$#+&19!1+*] > &IH#$SDO!/H19.!
$UH/C. H+, /& SIS+, +/[#O.1$+! 1&1R.61Z(*$%.*, +*.411/131$11#/1#&H* 1/#&RIDIH#E _.311&3!, *R.3HE&!+*3 *I$+!
BHH+> *18 BIH&HRYS/AIHSIH1#&H* 1IH&RIDI3H))#H(9$!$+!* 3#HS$IB%1$!$%.!31$1!". +'9.IR.&.*1$.1B#99!C.!(/.3!)+*4!-
%+BI$%6+1.1(/./11&3IH+,CH&1$#+&/1+)131$1! #R%SIHY1&R BHAYSSH +/./11&).> &ICHRR **+C9. I)+*!

KAePI5#* H$#> INM\FY\.HA!IBY#HYI#/1/HY%.3(9.31$+!C.1* 'O1H.3#& W I H IO BIEDA L $. HE#-+ &1 R(O1$#+&!
1Q5-;0!

Ww
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H+&/. &$AVH&H1ISIO. 1/$1#8&1$%.1.1/DIH1/ /1B%.* 131$11#/IH+99. H$.3!3#* HEODI*1$%. *I$M4 189+, HOD!
C.1#8&)+*, 31LCH(SI+&.1(/.1+)1$%. #*131$1IC($1&+$1$%. IB%+9. IFL&R.1+)1) ($(*.I'+/HCHIHSH./6

08&!+&.)+H(/IREAIBHSY6!#, #R*1&$/!)*+ | BHSYH#&I 1831+ ($/#3.19%.1ePAISY6. 1#//(.1+)1$%. *#R%$I$+IC 1) +*R+$$.8!
HL,.1(6!-1*$#H# 18&$/1B * 1&+$I1B1*.14)1$%.IH96199. &R 1+)1 #SHER)*+,1$%. 1> 144+ (/131$1C 1/ /1#& BYo#HY ! $% . #*!
3.$1#0/1B.*.1/$+*.34).> &IH&IH1/./ BH$%!+))#H#19! 31GYEDS. & BI$%.D!IB.*.1#&1$%.131$1C1/.6!

‘On the governmental side, things like the criminal record. On the one hand | understand that some
"+'9.1/1DID+(1%1>.1$+!_..'1$%.|H*#,#&19!* H+*311&3!$%.*.1#/1&+!B1D!$+!3.9.$.1#$!C.H1(/.!$%.!".+'9.!
%1>.1$+! &+B!BSD+(!13#3IB*+&R!C($!$%.*.11*.1/+!,1&D!H1/./!1B%.*.|0'H1&!#, 1R#&.1$% 1 $!$%. |H*#,#& 19!

* H+*31/$+'/1D+()*+,IR.$$H&R!LI[+CI+*1/$())!19#_.1$%1$!C.H1(/.!D+(1%1>.!1$+!/%+B!#$666!!+)$.&!1#$d/!*." (#*.3!
$+1/%+BI1IH*#,#&19!* H+*36!0)!/+,.C+3D!%13!/+,.1$*+(C9./| BHHLR 1 1#&!%#/! D+($¥EBP91% 1> !

this for his whole life, it’s kind of a CV then and that's not fair.’!

10, #R*1&$/1)+H(/IR*+('4IWBIJWBIMO

< H&IOM HA*3/11% 1181 .:1,'9.14)1 1131$11(/.1$%1$!B+(93V/...,1$+1C.1) 1#*9D | QBIIBYo#$. 41C (S $Y6#/1// (.
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3.3. Participation in innovation
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Box 4: Social Glass
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3.3.1 Bias in citizen involvement
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The public face of Amsterdam’s smart city projects is designed to promote a sense of possibility for
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3.3.2. Citizen science: measuring one’s environment
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‘It’s a very normative take on citizen empowerment, [...] that the society is an energetic society, and if
B.I'"*+>#3.1$%.1/+H#.3D!B#$%!$%. 1"+ *I#&)*1/$*(HS(*./I'.+'9./H1&!.,'+B.*1$%.,/.9>./6!10$!H1&!C.!
H#&ISHS(SHORAIHSHHLIH&)*1/$*(HS(*./4IC($!19/+1#&)+*, 1$#+&)*+,131$16!b&H.!D+(!_&+B!%+B!31$1!)9+B/!
+*1%+B!,1$.*#19/11&3!".+'9.11*.N9+B#&R4!D+('H1&!,1DC.'H%1&R.!$%.!#3.1!+&!%+B!$%.!B+*93! 1*+(&3!
D+(1)(&H$#+&/11&31%+B!D+(!B+(93!9#_.1#3$!$+!)(&HS$#+&6!8! (b1 ) HBRIBYEH R/ $*1&/' 1*. &$!) +*]

KMGee, for example, Adam Greenfield’s Against the Smart City!1%$$' T\BBB61*H%#$.H$(*19
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H9(3.36!A%.*.1#/1$%.1"+/[#CHI#SD 1 +) | LI>#*$(+(/41*1$%.*1$% 1 &! >H#HH#+(IH#*HI.41%+B.> . *41B%.*.I" +'9."1*$#H#'1$.!
>+9(&$1*#9D1#&!$%.!13181/'%.* . I#&!+*3 . *1$+1#&H*.1/.1$% .| IHH(*1HD!+)IC#R!31$1/.$/T

‘You know, I’'m much less scared [of data maximisation]'than | thought | was. I'm scared of being
T(1*1&$#&.3#&!113Fkdor environment. | don’t know if I’m scared of city planning in a data poor
environment or in a data rich environment. | don’t know which is weirder. Probably the poorer
L>#*+&, . &$#/| 1R e problematic, because yeabh, it’s less accurate. ... so this might also be the
incentive for people that they know if they give away their data, that they’re at least privileged in
[+,.1% [ H$/4! &+BI$%1ISIH+,'1&#./11&3!,(&#H#'19#$#./1.$H.$.*11%1>. @dedtdata and they’re
not on a false positive list of some kind.” !

[;./.1*H%.* 41#&$.*>#.B.31 JWEK6WXIMO

AL_HE&RISIH/IHAH(91*13D&L, #H!) (*$% . *4I1#&S.*>#.B../IB%+!B.*.1$%.,/.9> /1$.H%&+9+RD!3.>.9+' */119/+1#3.&$#)#.3!
11)..3C1H_I9++1C.$B. .&!' */+&19I>H/HTHIBB!) (&HSH#+&LIHSDIH&ISY6. 1/, 1*$! &>#*+&, . &$4!. O IHEHERISY61$1$%.!
+&OH&.) H+&+ DAl 1*$#H(91*9DI1*+(&3!+' &/+(*H.1/+)$B1*.413. 1&3/1" */+&191+' . &&.//11&3I>HHCHIHSDH&!* $(*&!

)+ IH* BHCHOHSDIL&3I('$1_1+) H&&H>1SH+&T!

‘I come from an open$+(*H.!IC1H_R*+(&hd in an open source background it’s very common to put

everything online... you create and people get to know you from what you are doing... so not telling
1C+($'B%1$!D+(d*.!13+#&RIC($!3+#&R#$6!2($!1/11!'H+,'1&D!D+(1&..3!$+!"*+ +$.1D+(*/.9)! 119#$$9.|C#S!,+
$%LE&![(/$" ($!+&9#&.1$%. 1 H+3.ID+(d*.!, L. #&RHL(/.!". +'9.1$%1$!$1_.1$%.!3.H#/#+&!B%.$%.*1$+!%0#*.!
D+(1+*1&+$!3+&d$!19B1D/!(&3.*/$1&3!$%.!H+3.6!G+!D+(1&..3!$+!$.99!,+* . 11C+($!D+(*/.9)!$% 1&![ (/$!
putting your code online.” !

1Z*..91&H.13.>.9+" *41#&$. *B3IWYBYEWXIMO

0&IR.&.*¥191$%.1,+*.13.HY&#H199D#&>+0>.31' +'0.IB.I#&$.*>#.B.31B.*.| +*.|BHOOHERIS+$*13.131$ 11+ &I$%.#*!
THSHSHSH A1+ H1SH#+&I1&3) +>., &SI+ IH&&+>1$H#+&/1$%1$!B+(93H&H*. 1/.19%.1. 1.1 BHSY!BY#HY6!$%. DIH+(93!,+>
$%*+(RY%!$%. IH#SDAIC (3! LQ/SMERA! 1 *$HHH 1$. 1H#&IH$S/19#) .61A% . * IB1/11&!(&. 1/DICI*R1#&! ;' *#.&H.34!
%+B.>*41C.$B. &I (/H&RI1&IH&&+>1$#+&I1&3 1 *$H#HH 1SHERIHE!3.> 9+ H&RIHSI CEIGSRIGHRRERI$I4 |
HHESISY1S! . +'0.1). 95 IH+,)+*$1CO.6

[focus group participant 1]: ‘I thi& 'B./1HH.'$!$+IRH#H.1+(*131$1B%. &!#$!*.199D!1#3/(/'#&!31#9D!9#>#&R4!

like stuff like Google Now for instance. It says like 'leave now for this and that meeting’, | find that

1RR* R1$#&R!$%./.!131$1/+(*H./\iD+(*11R.&314!#)!$%.*.11* 1$*1))#H! [ 11 & MDB(1 $%.*4! $H6K!0!
V#&31$%1$!$%#/1#/1*.199D!/,1*$41#$d/!1*.199D!1%.9)(9!$+1%1>.1$%1351/$())! 1&3!0'1,|B#IIHE&RI$+IR#> 1+ & I "*#>
$%./.1(/. F1/./6

j#&$.*>#.B.AKTIS+HD+(!, 113 H##+&/1 1C+($IBY+D+(1$*(/$I$+1%1> ID+(M131$ LA+ 44 SISV LSIHS1#/1+(
$9%.%.11&31$%.* 1#/1&+$YH&RID+(IH1&!3+/

wy
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J 1*$#H# 1&SIIKTI0)ID+(11% IR#>.&1$%.IHY%+#H. [ 1C+($!BY%-+1$+$*(/$IBHS%!D+(*131$1k!1$%. &I D+(13+1$%#8&,_!
1C+($I#$618$19.1/$10!13+I$%6#8_11C+($IHS6!]' T*$#HAN&SIWILIR*../k

J1I*S#H# 1&SIKKT!h./6!12($N)+*1119+$!+) !/ *>#H I $S/alternative. It's so well integrated with, for
instance your phone, that you can't do without them you have to use them. You are forced.” !

1$.H%&+9+RD!3.>.9+" */1)+H(/'R*+('4'K6 JIWBEWXIMO

b&.1 1#&N#&3#&RI$%LISIHL,. I +($!+)1$%#/1*1 &R .1+) 1 3#/H(//#H8AAGHON and measuring one’s

LS +&, &BIH1$%.1'1*13+:1$%1$!B%.&!D+(!,.1/(*.1$%.!. &>#*+&,.&$!+*I D+(*| & #RY%C+(*%++34!D+(119/+!

- 1I(*.ID+(*.9)6!10&!+*3 . *I$+I"1*SHH# 1. H#&!"*+H./[./'+) I3#RASLIIH#&&+>1$#+&11&3/,1*$&.//41".+'9.!, (/B!

., C*1H.1$% #*1>#/#EGHBth for the sake of the technology’s development, and for the accuracy of the data it
B#99!"*+3(H.6!A%.!/,1*$!H#$D#/4!CD!#$/'&1$(*.411!H+99. H$#>.1.&3.1>+(*4].>.&!$%+(R%!#S\#/EC#1/. 31$+B1*3/1$+'
3+B&!"*+H./[./1$%1$!"*#>#9.R.1$%.!$.HY%&+9+R#H199D!13.'$6!

The other issue that came out most strongly was people’s nervousness and anxiety about being surveilled in
"(CO#H!/'1H.411&3!+)!1$%.#*1.> *D31D!I1HS#>#$#./IC. H+ #&R!'1*$!+)1$%./R9+C19!131$1!,1* .$6!Z*+,1$%.I3#/H(//#+&/'#:
1".1*.31$%13$!$%#/")..9#&R/$.,,.39.//)*+,IH+&H*.$... >#3.&H.!+)/(*> #991&H.!1$%1&!)*+,!1$%.! &+B9.3R.!$%1$!
199!$% . #*1+&H& N ITHSH#>#S#./1B.* .| +&#5+*.311&3!,+&.$#/.341$%1$5!31$1!C*. 1H%./!ICD!$*(/$.3! 1L ($%+*#$#./1 1 &3!)#* /!
1*.1)*(.&$411&3!$%15!$%.D!/#R&.3!1B1D!$%. #*I"*#>1HD!B%.&.>.*1$%! D{LHMHR*..,.&$6!A%./.!
9.,.&8/'H+,C#&.3I$+IH*.1$5.111/.&/.1+)13#/$*(/$!$+B1*3/13 1R $% . *#&R#&R.&.*194! .:H.'$!)+*1$%.!,+/$IC1/#H!

) &HS$#+&/+)IHH#SHV . &/%#' 1 BY%#H%!$%. DI 1THH.'$.319%13!*.,1#&.3!,(H%!$%.!/1,.41C($!%13!C..&!3#R#$#/.36|A%. ! 1&:#.
1&31).1*IR.*1$.3!CD!(C# (#$+(/'31$1'H+99. H8&h&o strongly influence people’s feelings about smart city

"+ HSN1&3IH&)*1/S*(HS(*./4!/+1$%1$!$%.D!)..919.//'11/.&/ \+)I'+/[HCHI#SD!1&3! ,+*.I* HRE&LSH+&!$+IC #&R!31$1!
/(C[.H$/6!Z#&3#&R!B1D/!'$+'R1#&!" (CO#&HALR IHAS+!C.I11H.&$*19'H%199.&R. 1) +*1$%.!/, 1*$IH#$D!

+>.,.&%6! !

4. Ways forward: integrating the citizen into the geo-
information infrastructure

4.1. How can the city regulate the urban datasphere?

e>.&!$%+(R%!#$!+&9D!H+&$*+9/11!/,199!'+*$H# 1 & HPHEAPBH#*H(91$./1#&!$%.!, 1//#>.IR9+C19!31Hhd/'%.*.4!

city has great power to establish and enforce good practices to do with data6!<#3$D!1($%+*#$#./1%1>.1$%.!'+B.*!
$+procure new technologies and infrastructure4!1&3!$%(/!1$+!1#&)9(.&H.1$%.!3.>.9+",. &$!IH0&+9+RD!1&3!
31$1C1/./'3#* H$OD6!A%.D!19/pivkr dver education!l#3.&$#)#.3ICD!, 1&DN)+H(/'R*+(""'1*$#H#' 1&$/11/11!
H*#$#H19! #/[#&R!9#& _1#&!"™*+ +$#&RIR*.1$.*I'(CI#H!I31$1!1B1*.&.//'1&3!.&R1R.,.&$04!IC.H1(/.!$%.D!1*.1)(&3.*/4!
1&3IH1&I$Y%.* )+* 1#&)9(1&45%+(R %! &+$! SHHIATBILI* /'+&IHCHOKBRIBHH./119/+1%1>.1$%.! 1 CHSHHDISH

the regional economy4!1&3!$%(/!H1&1#&)9(.&H.11IC*+13I*1&R.1+)I$D" /1+)1* R#+&1913.>.9+' . &$! 1&3HR&+>1$H+8&6

A%.!/H.&1*EE(#93#&R!.9.,.&$!+) 1+ (*1*.[.1*HY% 1#&IH+,CH&ASHthe focus groups’ responses to those
[H.&1*#+/\/(RR./$!$%1$!H#S#./'H I8ah8Ee! their partnerships with the private sector#&!B1D/!$%1$!"*+,+$.!

1 +* IH#&HI(#>.11&3!3.,+H*1$#H!31$1/'%.*.41#&B1D/!1&+$!9# #$.3!1$+!1$%.I"*+H(*.,.&$!+)!$.H% 3. F6R#H19!/D
A%.DIH1&!H*.1$./H+&$* L HSRFGOBSD! 1($%+*#5#./1%1>.1) (991 1HH./N$+131$1Y/S., #&R)*+,1$%. " +>#/#+8&+)!
'(CO#H!/ *>#H1$%.D!Hdhte public consultations!1*+(&3!$%.!3.>.9+',.&$!+)/D/$. /1 1&31#&)*1/$*(HS$(*./4!

KR 1Z+%1.:1,'9.41* R1*3#&R!H+&& HP#&RIHY%#93*.&!$+!1$%.!131$1!,1* . $!$%+(R%!/HY%++9191'$+1#&H#$H#1$#>./T!
%%$$'/T\BBB6.))6+*RV/$(3.&$"*#>8HD./$(3D")*+,]/$(3.&$ S#>1HD

WL
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C*#E&RH&RI$%.I'(COHHIHEIHIAL, 1_#HERI*+H./N1C+($!B%1$!$%.IH#SD!&..3/41C($!19/+1%+BI#$!/%+(93!) (&H$H#+&!
1831B%1$!_#&3!+)#8&)+* 1$#+8&I$%.DI1* I 1* 3I$+IH+8&SH#C($.6!1A%. DIH1&I19/+!™+ +$.I'( CO#HIBHH(//#+8&/11C+($!
H+&/.&$A*#>1HD!1&3!1($+&+,DIB#S%!* R1*31$+I3HRAGUHIBSER/V/(RR./$I$% 1$1$%.134#* H!' +/+&19!

H+&&. H$#+&/1)+*,.31$%*+(RY6IHASDY *>#H /1/(H%!1/1B.9)1*.11&3!.,'9+D,.&$4! * #$/11&3IHHSHV . &1* RH#/$*1$#+8&!

+)) H1&IH"+S(EHSDIS+IC*.1_13+B&ICT**#.%/1+)! #/(&3 */S1E&3IHE&RI1&IIOLH_1+)1#&)+*, 1$#+&4!1&3I$+IC+$%IH#&)+*,!
1&314#&>#$.1)..3C1H_11C+($!31$1!1(/.1 183V UIRUYRGH&S/1+) H+&S1HSA!%+B.> *411* IC #&R!.*+3.3ICD!

SHRHSH LBAZE.11,'9.41181$%.15#,.14) B*S$H#&RIH%1&R./11*.1'918&.31$% 1$IBHOOI3HRHSH/ 1#8&$. 1 H$#+&/IC.$B..&I$%
H#$D!1&3!B.9)1*.11"9#H X $/6

b&.!H+&H* &opportunity presented by the city’s position as an alternative to the commercial datasphere is
&+PI$+IC(H#I3IL!)($(*.!11/11131$1!C*+__*IC.$B..&H#S#V.&/11&31*#>13.1 . HE+*IH+&S*1HS+*/4IC($#&/$.131$+!#8&8&+>13.
CD!'"*./*>#&R#%$/'13>1&$1R.!d4ddd loop in terms of data processing and sharing6!A%.!H#$D!%1/!/+!1)1*!

* [#1$.31199+B#&RIH+,, *H#L9N#* /1$+1/.991+& 13151 1R1$%.*.311/111*./(9$!+)V/, 1*$IH#SD1*./.1*H%! 1&3!3.>.9+',.&$!
*+[ H$/6!i+B.>.*411"/'1* IC . H+ #&R!$%.!/%+*$./$*+($.!$+H+&& H$H#&R!" . +'0. IS+ /ABEEB! 1"/11* |C(#9$!
+&!1!,+3.9!1B%.*.13.>.9+" */11,1//1199!$%.131$1!)*+,1$%.#*1(/.6i+B.>.*41$%.H#$D!%1/!1!,+ & +K1&81$%.!
"TFSHH(QL* *>HH.IHS!*+>H#M*1:1,'9.  I'(CO#H&)*1/$*(HS(A!B.9)1411&31* RA/$*1$#+&!"*+H./LI1&3!
H+(93!'+$.&$#13900+'11"/1+)1#$/1+B&!$%1$!B+(93!&+$!/%1*.13151B#S%! +($/#3.1'1*$#./6! A%.!1".H+&+,D!
H+(93!$%(/!13.>.9+"1#&$+ 11 B#& ) +*1$%.!" (COHHIH&!S$.* /1 +) | (*CL&! *>#HH.I"*+>#/H+&A*+>H3H&R!" */+&19#/. 3!
[*>#H.11&3!199+B#&R¥#.9)..3C1H_B%#9.119/+!'*./ *&R!"*#>1HBBH $%.*1+"+*$(&#SD!)+*1$%. HA#SD #/1$+!
H+&/#3.*1* $1#&H#&R! . > & 1#&H*. 1/#&BRbints of face-to-face encounter!C.$B..&'R+>.*&,.&$!1 &3 HASH\VIZY
SHRHSH/LSH+&*+RMIN)+H(/'R*+ ("' L*$HHA 1&S/1% 1> . I'+#8S. 31+ (S4 14 $!#/1 3#) )# I QA BA B+

"*[+&199D!1/. 1 1S+, (&AHA 1GE>#O!/ *>1ER* 91 $#+&!I$+], +/$1+' *1$#+&/1+) | (*C L& HA#SAV . &/%#'6

b&.IA[+*1#//(1$+IC.1/+9> . 31#)1$%.!131$1)#.34!/, 1*SIHASD 1#/1$+1/.*>.11991#$/!' +'9.1*1$%.*I$% 1 &![ (/$!$%.!, +/$!
$.H%&+9+R#H199D!#&$. R*1%.Bil8fing data collection and sharing to context6!-%#9+/+'%.*1i.9.&!
?#/].&C1(,'%1/'B*#$$5.8H1C+($!%+B!$%.!B1D!$+!H*.1$.11&3!"* /%> 1$*(/$!1,+&R/S!$. HY&+9+RD! (/. */1#/1$+!_.."
31$1IH&IH+&S.: $(19V/$* LPH+-*1H#&/$1&H.41#)I0'R#>.111"*+>#3 . *] D' *3-.&189/1#&!+*3 . *I$+!.&/(*.10!*.H.#>.1, D!
L&+ #1$.1%.195%H1*.4101/%+(93!&+3!$%. &!* H.#>.1,1* . $#&RIC1/.3!+&!$%1S1#&)+*, 1$#+&!)*+,]

H+,, *H#19!H+,'1&8#./6'0))#H#19131$1H+99. HS#+&!)+*I'(*'+/./14+)1* RA#/S* 1 $#+&4!%+B.> . *41$.&3/1$+!,1//'' +'9.!
$+R.$H#&!B1D/1$% 13! >#-49hFHH &S. . $(191#&S$. R*#ID!+)1$% . #*1#&) +* LRHRAQIBH+&!"*+H.//1$% 13! #/!
(&*+C9.,18#H)+*111%1#*3*.//.*1, 1D!C.\.." *#.&H.3!11/'1C(/#>.ICDIIB+*_.* 41/#&H.\B1S#/!'+/#$#>.1'(CO#H#SD!
)+*1+& N 11>#+91 $##&88%. 1+ SVBIOSIHINE [ R#/S* 1 $#+&!/D/S. | $BIT'9#./1$%.1/1,.1*(9./!$+1#&3#>#3(19!

+ F1S+H11\S+IH+99. HS#> NGl OD!IS+!.: *#.&H.I"*+C9. /#&!$.* N+ THH(*1$.1#&)+*, 1$#+&4!1/!" +'9.1B#99!
L'9+DLL /(X 1$+HIC. H+,.19.//'>#/#CO.11&3!13. H*.1/.1$%.1"+$.&$#19!) +*4-C9.,/411&3!$%+/.!,. 1/(*./'B#99!
$%.&!13.H*.1/.1$%.!* 9O#1 C#9#$D!+)1$%.!131$1C1/.6!8'H#SD!B%.*.|.> *D+&.1#/1)+*H.3!$+!C.1.° (199D !>#/#C9.!B+(93!C.!1!
*+)+(&39D!3D/)(&H$#+&19"91H.I$+19#>.6!8/1+&.1+) 1+ (*1#&$.*>#.B../l/(RR./$.34! 1&D+&.1B%+!$%#&_/1$%.D1%1>.!
&+$%g to hide and therefore doesn’t need control over their visibility should try removing their bedroom
H(*$1#&/6!0&/$.134!+&./(RR./$#+&!$% 1S 1*+/. I#&!+(*N+H(/'R*+(/I1B1/'$%1$!*1$%.*1$% 1 & H*. 1SR +&./+9($H#H+&
)#$!1199415%.I1R+>.*&,. &S 3Bt 1/.'L *1$.1+&9#&.I/'IH M IHIL//#)#H1$HHRIASH#1S+I' 1*$#H(91*131$1!"*#>1HD!
&..3/6!

KMl - *+&19H+&> */1$#+&!IC.$B. . &!"*+[ . HS!*./ 1*H%B&B!8,/$.*31,! B.9)1*.I3#R#$H#/1$#+&!"*+[.H$!
, 1&1R.*41JL6YB6WKJIY
K IBIH+&3#$#+&!B%.*.111/#&R9.IC(D.*I#/\/+!'+B.*)(9!$%.DIH1&!3.$.* #&.'B%1$!#/1"*+3(H.36

KH04$$'T\\BBB6$%.1$91&S#HEH+,\$. HY&+9+RD\1*HY%#> . SYDAMXIOBR0+/ . JHER F *#E&H*. 399> *S
$%ISHB:.B " *+1HYHS#>1HD\WMFKY M\
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4.2. Citizen insecurities and alternative visions

5+ #181UL&NI+9>1/SAHES. *>H. BEU#A+[ HEA!.'01#8.. 3%+ BEEH ! H.&/(/'C+DH+$$!+) INLXI+HER**. 36
A%.!H.&/(/'$%$'D.1*1B1/I$+!C.IH+,"($.*#/.34!B#$%!. 1H%!" */+&!199+H1$.3!11&(,C.*11&3!$%.#*13.$1#9/'H+9913$.3!
(&R (&H%H1*3/6'A%.!" (./$#+&&1#*.13.9> 3I#&S+H"*#>1$. 1#//(./VI(H%! 1/ */+&19!1>#.B/4I#&H+,.11&3!%1&3#H1'/4!
1&31*$HHA# 1$HBR/,13. H+," (9/+*D4!B#$%!&+&H# QH (&#/%6L CI B#$%!. #$%. *I LI /#R&H)HH1& S #&.1+*11]
*#+&1/.&$5.&H.6!899!$%./.) LIH$+*/1*, #&3.3!".+'0.1+) ISILVAHHH ('L $#+&Hen IBM’s automated tabulation
/D/$.,/'B.*1(/.31+&H.&/(/'31$1! $+!1#3.&3#)DAISHHS#H,#/.11&3!3.'+*BULBRI+$%.*! (& 3. /#* 3P . &/6+'9.!
).98!$%*.1$.&.34!C($!19/+I"+$. HS#>.I+)! | 1* R#&19#/ . 3IR*+('/1 L&3# & M&BHH(O.&RS. 3! #R*1&$/6!0&!

*['+&)A1$% > LI+ (91> AHI$L&H.1$+$%. 1H.&/(/!$%1$!*./(9$.31#&I#$/N 1 C+I#$#+&!11&3!1*.'91H.,.&$!CD!1!
(&HHH# 191* R#/$.*4 BYoiHYB/ | $+!$5%#/!31D6!

Holvast’s history of the boycott is relevant to this report for several reasons. First, it demonstrates the deeply

embedded insecurity about being counted, categorised and recorded!$%1#8/C #&R!*.1B1_.&.3!CD!
31$1)#H1$#+&6! AV B 1A+#H.3ICD!199!+(*1#&$.*>#.B../|B#$%+($!.:H.'$#+ &4 1#&HI(3#&R!$.H%&+9+RD!

3.>.9+' *4131$1!/H#. &S#/$/AV1HL3. #H!* [ 1*H% . */\#&>+9> . 31#&!/, 1*$!HASD!"*+[.H$/! 1 &3 H#SD!+))#H#19/!$%.,/.9>./6!
G.H+&34!1$%.!, 1#&'R*+("1$%1$!3*+HBMN *+$./$!B1/1#&!8,/$.*31, 41B%.*.I'+'9. IC+$%!*.[.H$.3!$%.!
H%+./1+)1$%.121V#IDHH (' 1$#+&4!C($!19/+!).98!/+9#31*#$D!B#$%!$%+/.!B%+!B+(93!C.I13#/13>1&$1R.3!+* 1 *R#&19;
CD!$%.!31$1'H+99.H$#+&!,.$%+3/!"*+'+/.36!Z#&199D4!$%.!/$+*D!#/'#,'+*$ LESHE . HH (Y HE. * & 1 $4>.

[, 1*$'H#SIH.&1*#4'Anonydam’, a less individually visible but more interdependent (*C1&!'+'(91$#+&)!$%.!
_#&31.&>#/1R.3!CD!831,!Q*..&)#.93!#&!%#/\P*C1&GH1 8N *+[. H$6

O/ +/I#C9.1$+!" (/BH#+&!%+B!/+H#199D1#&$.*3.".&3.&$!". +'9.11*. IB#OIBEBRTEHR IH+, ' 1*#/+&!$+1$%.!

Amsterdam community of 1970. Holvast notes that ‘the most important difference between now and then is
$%15!$%.&!B.IB.*.1$19 #&R!1O#H$>1HD4!1&3!&+B!B.!11*.!1$19 #&RM@p($hcy’. This was also a )J#&3#&R

)1 [ 1*H%T ! +'9.1B. * IH+&H . *&. 311 C+($!"*#>1HD!, 1#&9D!#&!$%. | H+&$..$!+) 5% #*I#&3#># 3 (19!*. 9 L $#+&/%o#']
B#$%!$5%.#*1+& 9#&.|B+*934!+*IB#$%!$%. HASD4!*1$%.*1$% 1 & L C+($!$%.!"*#>1HD!+)!$%.#*!) 1488#/1+*1$% . #*1& . $B+
/(RR./$/'$%1%5'B%1$!H+&/S#S(S./'R++3!131S1R+EGRITEHI>. 31 /#&H. I INLX6!0&/$.13!+)I"*+$. HE#&R!$%.!, +/$!
>(9&.*1C9.4!".+'9.11* 1#&$.*./$.31#&!11/D/3.,!1$%15!"*+$. HE/1$% . \H#$#V .&! (/. *41$%. | H+&S$*#C{I>-3H) 1313 1!

%+B.> *1#&3#>#3(19#/$#H!$% L HARCLMHR(.3!1$%1$!11/D/$.,!1$%1$! *+$. HS/ +& . [#&FBHAIE ! C.1,13.1$+!

*+$. HP!1991#&3#>#3(19/6!8!,+*.I* .['+&/#>.1/D/$.,|C.& )#S/N.> *D+&.411&3#/119/+I'+$.&$#199D! , +* . 1#&HI(/#>.6!2($!
B%1$!B+(93!/(H%!1&#&HI(/#>.|(*C1&!I31$1IR+>*&1&H./S*(HP(*.19++_19# NOSI1#/1%1*31$+1#,1R#&.11!/D/$.,'$%1$!4
#&E&+>1$#> 11813 /'113>1&B1R.I+)IH(**.&$!$. HY&+9+RAHLI +/[#CHO#S#./41C($!$% 1 $!1#/119/+ 1HH.//#CO.11&3!)*#.&39
$%.1.93.*9[340.!, 1*R#&19#/ 8%.19.//'.3(H1$.3!1&F% 9+B.*3t&H+,.411&3!$%1$!199+B/11!H . *$1#&!3.R*..I+)!
+'SHERI+($11$19. 1/$!1#&!$.* /1+)!, 1//131$1H#9BH#+&BHY! L& 1#&HI(/#>./R+> *&1&H . /$*(HS(*.!1B+(93!19/+1%1>.!
$+13.19!B#$%!$%.19.//'>#/#C9.1)+* /\+)131$1IH+99. HE#+&!1&3!(/.4!+)1B%#HY%!".+'9.11*.! +/$9D!(&1B1*.6

A%.*.11* two different conceptualisations of informational privacy!$%13!.,.*R.IC+$%!)*+,1$%9#$5.*1$(*.11&3!
)*+,1$%#/|/$(3DT!+&. &1V .31+ &1!,+3.91+)"*#>1$.I'*+' *$D!IB%.*.1$%. #&3#>#3(19!_.."[NH+&S*+91+)1#8&)+* 1$#+&!
1C+($1%#/1+*1%.%/.9)6! A%#/ I >H#/#+&I+)I"*#>1HD#&>+9>./!_.'#&R!$%.!"(CO#H!/'%.* 1+($!+)!$%.!"*#>13.1/'%.*.6!A%.!
[.H+&3I>#/#+&EHbut preserving the integrity of one’s personal infosphere, and thus keeping a personal space
B#3$%#&!BY%#HY%!*. 91 $#+&/%#'[41/%1*#&R!11&3!1($+&+,DIH1&!C.I1H*. 1$.3M% 3 H+#&BE01$./!,+/$!
H9+/.9D!$+!1$%.))#&3#&R/1+)1$%#/I 24 $8pIBEY/! +)! *#>1HBL>111/'1$#19!11/ HET!$%.!" */+&191/'%.* . I#/!
H+&H.#>.311/'11/'1H.!B#$%#&!BY%#H%!+&.!) (&H$#+8&/411& 3 B#$%#&!B%#HY%!+& H1&!H%++/ 1$+I THH.'$!+*I1* [ HS!H-
H)IS1H+(/!_#&3/6!".13+1&+$11*R(.1$%1$!/'1$#19!131$1!13./.*> /[ H#L9 H+&/#3 . * 1 $#+& IHETE & B4 351!
R+>*&1&H.4!C($!$%13!$%.*.1#/111/'1$#19!1/ HS!C+$%!$+!BY%1S!+(*1*./'+&3.&F/'B#/%! S+ athi*. 1$.3!

infrastructures that serve people as citizens and that open up the city to its people, rather than just opening

Ka406$$ T\BBB6& +R./HY6#.3.8#/68:9\1&R#3.8\1)9.> *#&R . &\WSIXIW\@+9_/$.99#8R6%$,9
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up the people to the city!-11&3!/# #91*9D!11/'1$#19!1/ H$!$+1B%1$!$%.DIB#/%!$+!™* /. *> 41B%.$%.*1$%1$!/ 1H. /!
SHI(19#1.311/1$%.1%+,.14+¥1$%.1/.9)612+$%!+(*,+>.,.&$/11&31$%.'91H./1B%.*.|B./$1DV/$#99!$.99119 +/$!1/!, (H%!
1CH(S!(NLN+(*1#8&$.*&.$!. 1*HY%!%#/$+*DAIC($! 1*.|/#R 89t HE BOSSES. HS. 36!

4.3. What capacity needs to be built by cities?

"1/$18.31151$%.1/$1*S1+) 15%6#/1* . +*$1$% 1$!B. 1 1*. 1#&$.*./$.31#&!) ($(*.!1$.HY%&+9+R#H19!3.>.9+',.&$/41 1&3!#&!$%.!

S FRH#&R!™*+CO.,/14)(*C1&I31$1IR+>.*&1&H.41#&)+*,.3ICD!B%1$!H1&!C 1A 18 8E8H. | $+31D6!A%(/'B.1*.$(*&!
$+I+(*IH.&$* 190" (/S#+&IT#*/$41I1B% 1S +*R1&H/1$#+& 191 1&3IR+> *& L&H . /$*(HB(*./11* 1 & . H.//1*D!)+*111/+(&3! 1&3!
#&E&+>1$#>.1/'1$#19!131511#&)* 1/$*(HS(*.1#&!8,/$.*31,M8&3!/.H+&34!%+B!/%+(93!$%.!H#3$D!133*.//1$%.!&..3/4!
*#>1HDR#S/1&3!*.['+&IHCHI#SH./\+) IHH#SHV . &/ BY%+H* 1$.11&3!(/.1/'1$#19!131$1MNO&!*./'+&/ . 1$+1$%. 1 )#*/$4 ! +(*!
findings suggest that the city’s management of its own data is an important capacity to build. Cities that have
)+99+B.31$%#/!,+3.9N#&3!$%.,/.9>./'B#$%0HHS#+&/IB#5%!* R1*31$+1$%.#*1.&R1R.,.&$!B#$%!$%.!"*#>13$.!

[ H$+*411&3119/+!'+$.&$#199D!B#$%!C.$35.*IH+&& HE#+&/1$+1$% #* I HASHV . &/11&3!  +* . 1+"+*$(&#S#./\ S+ C(#93!5* (/$!
1%+(&3!31$1'H+99. H$#+&!1&3!(/.6!0&!*./'+&/.1$+!$%.!/.H+&3!" (tHite 8 n'emerging democratic deficit!

B#$%!*. R1*3!$+!$%.1B1D!31$11#/IH+99.H$.3! 5&BIHBGY . &$#19!$+!3. ,+H* L#H!*."* [ &1 TSR | /+H#19!
H+&$*1HS!.&$1#9/!".+'9.1,1 #&R!$%.,/.9>./'R+>*&1CO.I#&!* $(*&)+*IR++3IR+> *&1&H.411&3I>#/H#CH#IHSD#/11!

& H./I1*DIH+,"+&.&$!HIR+>*&1&H.6!i+B.>.*41$%.!,+*.1.))#H#.&$9D!/D/S. ,['H*. 1$.| >#/#CH#I#SD4A!$%.!,+*.!

3., +H*1$#H199P&$*+9%36.D!,(/$!C.60&.\B1D!IS+H' *1$#+& 19# BV #/1#/1)+*1$% | HH#SD 1$+!"+/#$#+ & 1#$/.9)11/11!
$*(/$.31#&$.*,.3#1*D413.>.9+'#&RI#$/+B&!31$1/H#. & $#) #HEBR GBS HAR R!31$ 1/ H#. & $#)#H 1#& & +> 1 $#+& ! BH#$%#&!
#$/'+B&!C(*.1(H*1HD6!0&!$%.!#8&%$.*&19!.&>#*+&,.&$4!$%. . 1#&H .&$#> /) +*] +& $#H/H&R!31$111*.| #&#,#/.311&3!$%+/.!
)+ IH* ASHE&R!))#H#. &SSBBYL>15#> .1/ *>#HH. /11| 1:#,#/.36!<*. 1$#&R!$%#/1&.B!/'1H.)+* 1 3HERH.!, 1D!
C.1$%.!,+/$1.)).H$#>.!1B1D!$+1#8&>+9>.I' +'9.11&3IC(#93!$* (/S #4FRAS 19! +' * 1 $HSCH1$! 1*.IC./P!" *)+*,. 3!
*,,+$.9D4!/(H%!1/131$1!1&19D$#H/)+*I'1* #&R!199+H1$#+&4!.&.*RD!,1&1R.,.&B+*)#*.1/1).$D

"%1$!#/\& . H.//1*DIS+11H%#.>.1$%./.\#3281/Skichnical capacity within the city administration4!1/!B.99!1/!

"1*$&.*/%#' ['B#$% ! #8&&+>15+*/1+($M3.B1$+!C.| C(#B8B Yo/ #/\+HH (**#&RT!$%.H#SD!%1/!31$ 1/H# . &$#/$/1+&!/$1))!
1&31#/13.>.9+'#&R#$/IH1' 1LIBFID6).//#+&19!3.>.9+" *I#&$.*>#.B..A1%+B.> *2413!*.91$#>.9D19#$39.!) 1#$%!#& !
governmental technical capacity, and therefore felt resigned to the city’s data .>.&$(199D!)+* #&R$!+)!$%.!
R9+C19!31$1!,1* .$6!i+B.>.*41$%#/I#/\&+$#&ISHIOEN19/+1$%.1+'$#+ &I+ #+*#$#/. | CEDIBIBI#

H1'TH#$DIS+ C191&H. 1+($1$%. I 1*$#HH 1$#+&1+)IH+&$*1HS+4/610) H#SD!, 1R BRIBYILE B S 41!
*+3(H.3!1&3!%+B!#$!#/"*+H.//.34!$%.D!B#99!C.IC.$$.*'+/#$#+&.3IC+$%!$+! (/. 1#$! 1 &3!S+ IHS!1/1 11*.['+&/#CI.!
#&$.*,.3#1*D!)+*1$%. |HAS#V &/ BABHH. | #$6

A%#/19. 181 H $+1$%.1%(,1&!3#,.&/H#+&!+)131$1R+> *&1&H. TIC(#93#&R! 1! +* 1#&HO(/#>.131$1/'%.*.119/+!,.1&/!
SRIR#&RIB#$%!/+,.I'+$.&$#199D!(&H+,)+*$1C9O.1"+9#$#H19!3.C1$./11C+($H/ (1N (H%! 1/ Rp#488 R4 B% 13!
$*HRR.*131Pb 1 #ARH*+//H+ B $/41&3L! *% 1"/, +/$#,'+*$1&$ID H1%+B!$iclude currently marginalised

groups in the discussion about data governance6!b&.!.:1,'9.1+)!1$%#/!"*+C9.,1#/1#99(/$*1$.3!CD "M/ 1&H.
B.l.&H+(&$.*.3)*+, IH#SDIR1S$. .*1B%.&!B.1$*#.3!$+.&R1R.IB#SUIFEHH(91*IR*+LY .. IB+*_*/ -

1C+($'$% . #*131$564&.I"+#&$!B.!1B.*.1$+93!B.IH+(93!&+BI#&>#S. I 1 IR*+('1$+!I3#/H (/! 3#R#$19!31$1!C.H1(/.'$%.D!
B+(93!&+$!(&3.*/$1&3!+*V.1*H% ‘They will not understand these questions,’ a city official told us, ‘they are!

not sex workers for nothing.” In fact, the sex workers with whom we were able to engage on these questions
B.*.1/+,.14)1$%.!,+/$!.3(H1$.3!1&3!1*$#H(913.!".+'9.IB.!, . $!1#&!$%. . |H+(*/.1+)1$%."*+[ . H$41 1 &3!"*+>#3.3!/+,.!
+)I$%C./$ *$H#H (L BER/HR %S/ 1+) | REB('6!

88&+3%.*1'1*$!+)1$%.1%(,1&!3#,.&/#+&MEngthening and engaging with intermediary institutions4!/(H%!1/!
$%.1<+, ##)-F++&/R.R.>.&/18,/$.*31 \C($'19/+HASHV . &!I+*RL&HA/1SH+&/(H%!1/1$%.1"11RIG+H#.$D412#$/1+)!
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Z*..3+ 1 1&3ITHS#>#/S/1)+*1' L*$S#H# DS 1511/ (H%! 1/| GS#HY% S# &N J- B &/ S# S (SHE&A*,1$%.! >19(1C9.!

Y &H$H#+&!+)IH.&S* 1 O#/HQRI#E&) +*, 1$#+&11C+($'B%1$!B+*_/11&3!B%1$!#/!"*ACH ABHH{ERIT191&H. 1$+!
$%.!13#/$*#C($.3!31LPLI#&)*L/$*(HB(*./'$% 1S HY%1*1HS . *#/.1$%.| (*RERIR¥%L8Q KR .6!A%.!<-8419# .1$%.!
&1$#+&19!131$1"*+$ HP#+&!1($%+*#ED!1$%.1<2-41#/1+> */$* $HY%. 3#&!$.* /1+) 1#$/1,1&31$.6!A%. I<+, #/[#+&#/*(&!
1&3!/$1)).3!CD!".+'9.I1B#$%/#R&H)HHL&S!..' *$#/.1B%+!1*.IH+, #$$5.315+!$5%.#*1*+9.1#&!/1) . R(1*3#&R!"*#>1HD#&!$%.!
H#8$However, the challenges of today’s smart city programs seem to require a huge increase in the amount of

155, &$#+&I1"*+"*#13.1$+11//.//#&R$%.!"*#>1HD!H+&H.*&/1*1#/.3!CD!3151)#H1$#+&6

Z#&19%90xltules may also need to change!#)1#&)+* 1$#+& 1#&)*1/$*(HP.!$+!1&/B.*1$%.1&..3/1+)1$%.!/,1*$!
H#$D6!1Z+*1.:1,'9.41$%.1*(9./1)+*131$1 " * #//#+&/'/%+(93!C.!1C9.!1$+!H*+//'C.$B..&!"(CO#H! 1 &BB*#>13.
JA&IR.3B'IH. -)*+1$%.1/$*..$1$+1$%. ) ++$C199/$13#(,4!1+*1$%.!,. $*+1/$ 1 $#+& 1 $+!1$% MR IBEEIFEA. O
=(/$'1/'#&3#>#3(19/11&3!$%. . #3FBHLBHEBY)).* . &F . $/1+)1%(9./1)+*1B0.|H+99. HB#+&!+)131$ 1 1#&!'(CI#HID!>.*/(/!
*#>1$.9D!,1&1R.3!/'1H#/19# .9DI$+!TEF00!$+!1$%. 1#&1"*+*#1$./H+99. HS#+&!1&3!(/.!+)!31$14 ! § LRI
31$1'#/!_&+B&!$+!C. 1981 &39 @AY%#/!B#99!C. H+,.I"1*$#H(FHOD! 1$#H!$+!, 1& 1RL/I#&$.*&. H+&& HS#>#SD!

#&H* 1/#&RID! #&RI./"'(CO#H!1&3!"*#>15.9D!+B&IIVI K. $IR. & *1$#+&!+)B#)#1%+$/'+$/!B#99!C.!/,199!

3. >#H.N11$51H%. 3!1$+HASDIH&)*1/$*(HB(*.1/(H%!1/191,"+/899&3IC 3/41C($!19/+!1%+(/./41+))#H .|C(#93#&R /1 1&3!
1%+'141B#$%!$%. 1 1#,1+)1"*+>#3#&R!11&.$B+*_1+)IH+&& HS#+&/1$%1$!".+'9.1H1&!,+>.!1C.$B..&!/.1,9.//9D4!B#$%+($!
HREHER!+&!I$+.1H%!/.'1*13.1/+ (B 9# . 1#&3#>#3(19/4! BHEQKSYAER RODHIEOHH\"*#2$.IC+(&31*#./!
#&1*.191$#,.6! A%#/!,. 1&/1$%1$1#&3#>#3(19/'B#99! . #$%. *IH1**DI 11/ $!+)!" * #//#-+HQC BB 36HEA5%.!31$1 !

$%.D!. #8!+*1$%1$!+> *1*H%#&R* R(91$#+&!B#99!3.$.* #&.1B%1$!31$1!H1&!C.IH+99.H$.3!1&3!%+B!#$H1&!C.!(/.3
A%.!19% .9#%++3HBE&W$%1$!$5%./.1$B+!11"*+1H%./IB#99! #&R9.11&3!$%1$!#) H#$#./'B1&S$!IS+IR(1*3!1&3!'*./.*> ]
people’s right not to be tracked and read as they pass through urban space, they will have to become actively

#&>+9> 31#&!* R(91$#&R!1&31#&$.*> . &#&R!$+!Hit I5.iBPan dhtasphere that serves everyone’s interests

*1$%.*1$3% HOb1& & . 9IHER11&3!131 51 S+IOR*FHL9. IH+,, *H#191#&S.*./$/6!<(**.&$9D41$%.!13.)1 (93! ,+3.9!#/!
3#I$*#HC($.3!3. HA/#+&,1 #&RAIC($!,+*.'H.&$*19#/.311B1*.&.//'1&3!H+,,1&3!+>.*131$1!, 1D!%G1>.1$+

3.>.9+ . 31$+!_..'1$%.!131$1/'%.*.1)1#*11&3!3.,+H*1$#H6

;.91$.31$+19%HHAS#. /| B#99!C.&.)#$!1#&!)($(thjlkihg beyond the compliance paradigm!|B%1$!#/!9. R8O
$.5/1+)131$11H+99. H$#+& 1 &3/ IGIFAERA>1$. IH+&S* LTHS+*/1#&>+9> 3IH & HABEHRL S #HP14!*#>1HD!%1/!
C.H+, [ 1&M//(1+)IH+, OH#1&H N1/ #&RI$%1$!$%.1(/.|-B)! $3.&$H)#.3131$ 113+ ./18+$I H+&/SHS(S.1$* 1H_#&RA!)+*!
#&/$1&H.011&3IH+&)+* #$DBI0&IH+&$*1/$A! 11/(HH./)(9!31$1IR+> *&1&H. HEPIISG(S(BYHI9!C.19.//!
JHH(.31+&IH+, ' O#1&H1&3!, +* 1+&1. (#$D!1&3!(&3./$1 &34 BRESH\ERES* 3)*1,.B+*_ 1)+*131$1!

JA&1R.,.&$ 41*1$%.*1$%1&!11/+9.9DIH+,, *H#19!+&.!C1/.31+&!9.R19'H+,'9#1&H.41#/!,+*.19#_.9D!$+1133*.//1$%.!
,H*1911&31 +$#+&1911/ . HS/1+)131$1 /' 1H. 1#3.&$#)#. 31 #& 1 S0HBBIS B#99!19/+1+".&! +*.I'+$.&$#19!/'1H. 1) +*]

3., +H*L$#HI THH+(&$1CHO#SD! 1 & CUELEHI6!/%+B/1$% 1S+ 1$%. *I$%1&IC. #&R! (&#&)+*,.31+*11'1$%.$#H!
1C+($!$%.#*131$14!".+'9.11* 1. &R1R.3!IC($!)*(/$*1$.36!A%.D/$*1$.R#/.41$%.D! #&# #/.41C($!11/'B*/.' %! A(*+
HH& S+ (SIH&! %o #/1* H.&S$YS(3D!H)H+&/(,.*!' *H.'$#+&/1+)131$1/HH8$Y6.DIC. H+,.1* /#R&.3!B%.&!$%.D!1*.!
+&1$%.19+/#&R1.&31+)I131$1! #/(/.411&31$%1$1* HR&ISH#+&IO++ /19# 111&31#/1$11 SAHOLBI$IHPIS+*D!
C.%1>#+(*ICD!SYBYoH/.1*+9. 145 +!, +&.$#/.1$%.#*131516

A%.13.>.9+ . &$!+) 1&IHES. R*1$.3IFBH)+*, 1SH&IH&)* L/SH(HS(*.I*. (#* N1ISY6H8._ HERI+)1$%.1* O1$H#+&/%ot']
C.$B..&I"*#>1HD!1&3!/'1H.6! A%b#/1#/18+$!+&ID#, +*$1&SIH+&H.'$(199DAIC($!19/+1)+*1$%.13 HBR&!+)!$%.11C+>.
| &SH+& BIR+> 28, KSFHHPRIZH10+R(11&31$%.13.>.9+' &$I+)1* R(O1$+*DI)*1,.B+*_/61b&I+&.I9BLE34!

)+H(&31$% 1SS/ /' HHADBMBH+&I31$LL. #$$.31,+* 1419 //1#&>+0(QGE*HAPle’s use of GPSS&1CI.3!
3.5HH A+ #$$.31 +* IH+&/H#+(/ODI>H1+H#19! . 3#141$% 1 SHIOMER | HEB)HE&R. . &$!H#>1HD6!h&!$%.!
+$%.#19618&31B.119/+1/..111& BI* R#,.|., *R#&RAL./ H#199D#, +*$18$I1#&!$%.IH1/ SQIRH1$#+&!

P1%6$$ T\R*J'6+*R\
F106$$/T\BBB61/H6('.&&6.3(\&.BS>. &SN (CO#HIS#+&NS*13.$P9918B+EB1*_.$ .*/ L*. SH/*."* .| &$H&R S
1, *#H1&8FH+&/(,.*/ &3
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5. Annex: Interviews and focus groups

Expert Interviews

Name!

Evert Meijer

Peter van der Mede

Tom Demeyer

Dorien Zandbergen

Bart van der Sloot
Luca Bertolini
Marten den Uyl

Ger Baron

Serge Hoogendoorn

Hans van Lint
Hiddo Huitzing
Matthijs Kouw
Sander Klous

Berent Daan

Jan Holvast

Luuc Posthumus

Bart de Groot
Mariska Majoor
Rence Damming
Arnan Oberski
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Focus Groups

ZHH(NQ*+(!
!

People at high risk of
being profiled
Non-users of smart
phones

Sex workers

Non-EU immigrants

EU-immigrants

Freelancers (ZZP’ers)

Technology developers

Schoolchildren

Q.&3.!
M,.& !
K!,.&4IF1B+,.& !
MB+, & !
IH+&3(H$.3!

1. (.&$#199D4!K!IRIW
JIB+,1&41Y!,.&!'!

F!B+,.&4!K!,.& !

M!,.&40!1B+,1& I

F!,.&4!1J1B+,1& !
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8R.!

WEVM
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WE-M
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WEFM

FX8MW

WHEFA
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KR

<%I1*1H$.*#/$#H/

E#:.3!.$%&#H!1&3!* 9#R&1H_R*+(&3/4!
1$(3.8%/8!
ePI+*#R#&T!5($H%4!10$19#1 &4 QRARE
5#)).* &$!"+).//#+&19IC1H_R*+(&3/
E#:.3!.$%&#H!1&3!&1$#+& 19 +*#R#&4!
3#)).*.&SI$D" /1+)!/.:1B+* |
|+&9#&.\+))9#&.0

G'1&#/%!1&3*S(R(./. 1&1$#>.1/".1_*/!
)*+,le(*+'.11&3!1=1$#&!8, *#HL!+&.!
e$P%H+'#I1&

5#)).* &$!"*+).//#+&19IC1H_R*+(&3/4!
+>.31$+18,/$.%31,)*+,18+& B($H%!eP
H+(&$*#!/

"+ HERIHEIHE)+* 1$#+&!$.H%&+9+RD
3.>.9+' .&$!1&3!(*C1&!3./#R&A!SB+!>#/
3(#H&R!/+H#19IR1$%. *#&R/1+)!)*..91&H
+&.IR*+('1#&$.*>#.B
E#:.3!.$%&#H!1&3!"*+).//#+&19!
C1H_R*+(&3/4!199!5($H%
E#:.3!.$%#H!1&3!* 9#R#+ (/I CH&.IR4!
%#R%!/H%++9!/$(3.&%/6



